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I. Technology based sources from where you can get fraud evidence 
Technology sources of evidence and information are available in a cyber-forensic investigation. suspects can hide data in many ways by moving it from the organizational systems to their own device; or using other storage devices where investigator can obtain some evidence Devices include:

· personal computer

· Removable hard disk

· CD and DVD

· Memory chips

· Flash disks

· Network servers
· Flash disk

· Laptop
· Backups
· E-mail accounts: business and private
· Cell phones (including Blackberry, iPhone, Droid, and other smartphones)

II. How the modern technology has influenced fraud environment
Increasing computerisation, particularly in the administration of deposit money, in the balancing of accounts and stock-keeping, in the field of electronic funds transfer systems, and in the private sector, as well as new computer applications such as electronic home banking, electronic mail systems, and other interactive videotext systems will lead to increase in the number of offences and losses. 
III. computer crime
Computer crime is any crime that is committed with a computer over a network. The computer or network may be the target of the crime, or the computer may be the device utilized to carrying out other crimes.

It can also be described as an act commonly performed by a knowledgeable computer user, which illegally browses or steals a company's or individuals private information. The following are some types of computer crimes:

· Hacking or unlawfully accessing a computer system or network.

· Changing, damaging, copying or stealing software or data.

· Placing malware or a virus on a computer system.

· Launching denial of service attacks. 

· Using a computer for fraud or identity theft.

· Blocking someone's computer or network access.

· Using encryption to carry out a crime.

· Faking email source information.

· Cyberstalking, or stalking someone over the Internet.

· Stealing services or information.

· Stealing personal information (phishing).

IV. Computer crime theory.

A theory of computer crime theory is a concept referred to as motivations, opportunities, means, and methods (MOMM), which is Similar to the fraud triangle but specific to computer crime.

Financial motives signify that people who commit frauds have money as a main objective. They reflect the need to secure a financial advantage from the crime. The object of the fraud may not be only money, it could also be something that can be converted into money.

 Ideological intentions are displayed when the perpetrators feel motivated to seek revenge against someone 
V. Types of computer related crimes
The following are some types of computer crimes:

1. Hacking or unlawfully accessing a computer system or network.

2. Changing, damaging, copying or stealing software or data.

3. Placing malware or a virus on a computer system.

4. Launching denial of service attacks. 

5. Using a computer for fraud or identity theft.

6. Blocking someone's computer or network access.

7. Using encryption to carry out a crime.

8. Faking email source information.

9. Cyberstalking, or stalking someone over the Internet.

10. Stealing services or information.

VI. Cyber forensic
Cyber forensics, also called computer forensics or digital forensics, is the process of extracting information and data from computers to serve as digital evidence - for civil purposes or, in many cases, to prove and legally prosecute cybercrime. Cyber forensic professionals must continually keep pace and educate themselves on the new techniques to collect this data. They are tasked with being an expert in forensic techniques and procedures, standards of practice, and legal and ethical principles that will assure the accuracy, completeness and reliability of the digital evidence 

VII. Difference between public and private investigations
Interviews and interrogations are important tools in both private and public investigations. 
Private investigators do not have the authority or right to force a subject to remain or participate in an interview or interrogation. They are also unable to force a subject to accompany them to a dedicated interrogation room. In situations where the subject is unwilling to cooperate, the investigator has to rely on outside influences to compel cooperation.
For example, in a workplace investigation, the employee's supervisor can give an employee the ultimatum of cooperating with the investigation or face termination. This provides the employee with incentive to participate in the process without the investigator actively preventing the subject from leaving.

Although private investigators lack the power of arrest, they are also free of constitutional restrictions that affect public sector investigations. There are no limitations on the way private investigators can lie to a subject in order to get the answers they are seeking. Everything an investigator says is designed to accomplish one thing: do the job. If that means lying to get someone to talk, then lying they will do.

For example, A private investigator may tell an employee that he won't face criminal charges if the employee confesses. Then once the employee confesses, he can be charged with a crime if the offense is severe enough (most companies prefer to dispose of matters quietly if possible to avoid negative press). That's the employer's call, not the investigator's.
On the other hand, public sector investigators (police) have the powers of arrest, but they are also constrained by Constitutional limitations. That means that they are limited in scope on what they can lie about. However, these limitations are offset by the benefits implicit in the powers of arrest, because the investigator can set the stage for their interrogations, maximizing the likelihood of a confession, or at the very least, leaked information or clues the subject did not intend to provide.
For example, in a criminal investigation, a detective can have a suspect placed into an interrogation room. These rooms are designed to keep a suspect at a disadvantage. During the interrogation, the police can claim they have an eye witness that claims the suspect is guilty, but they can't tell a suspect their government benefits will be terminated if they don't confess
2.  Motives that could work behind computer related fraud
The crimes and criminals in the cyber world vary little from their physical world counterparts. Historically, and today.
The motives and profiles of criminals in the virtual world are as varied as in the physical world. Motives include financial benefit, thrill seeking, revenge, knowledge, and beliefs. Profiles include attributes like technical skill level, target selection, modus operandi, nationality and age. 

The term hacker is primarily used to describe those who participate in the insightful or intuitive exploration of systems. These activities are, in of themselves, benign but the term has also become linked with the cyber criminal. The term cracker is generally reserved for hackers with criminal intentions.

Hackers often align themselves in groups. They exchange details of their exploits on web sites and through Internet Relay Chat (IRC) messages. They contribute technical knowledge to their group and even participate in collaborative attacks.
3. Steps involved in cyber forensic investigations process  

Computer-based information is a key source of evidence in an increasing number of investigations and legal matters. This increase in creating and using electronic documents now means that computers are quickly becoming a critical point of investigation 

The types of investigations which centre on computer-based evidence are numerous and varied, from the personal to the political, fraud to theft. A growing number of these cases have highlighted the need for comprehensive computer forensic analysis in investigations that incorporate electronic data. Organisations need to make sure that the electronic evidence they collect is done in a manner which does not threaten the integrity of their data while also accurately identifying the what, where, how and whom of the computer-related behavior. There are typically six stages in a computer forensic investigation:

Consultancy

The most effective place to begin a computer forensic investigation is to consult with client/expert to create a strategy for collecting, analyzing and processing the data. This strategy may include analysis of where the critical information resides, as well as the identification of protocols that will ensure the admissibility of the data into evidence in a court of law, should it become necessary.

Data Preservation

Electronic evidence, like other types of evidence, is fragile. Entering data, loading software, performing routine system maintenance or simply booting a computer can destroy certain files or metadata (key facts about the data, such as its creation or last modified dates) that is stored on the hard drive. A computer forensic expert should ensure that:

- Potential evidence is not damaged

- Computer viruses are not introduced

- Extracted data is protected from mechanical or electromagnetic damage

- A proper chain of custody is maintained throughout the process

Data Collection

Once the location of the relevant data is identified, it must be retrieved. Computer forensic experts can retrieve data from virtually all storage and operating systems, including many antiquated systems. Using proprietary tools, experts can collect a wide range of data and can:

- Retrieve data from seemingly inaccessible media

- Access active data on the media

- Recover deleted data and/or deleted email

- Access inactive and unused data storage areas of various computer media and retrieve potentially important text

- Access password protected and encrypted files

- Gather information from databases, contact managers, electronic calendars and other proprietary software

Regardless of how the data is collected, a copy of all media (computer hard drives, servers, disks, tapes, etc.) must be made 

Data Recovery

The data recovery process is an important stage of forensic analysis. This stage reveals the mass of evidence which can then be “mined” for documents and data relevant to the investigation 

Computer Forensic Analysis

Beyond just retrieving files, forensic investigators often can determine whether computer evidence was tampered with, altered, damaged or removed. They can examine hidden information associated with recovered files (including deleted data or data from inactive or unused storage areas on the media) and provide a historical ledger of the content contained in the files. In essence, they can reveal evidence of the conduct of those people who had access to the drive. Computer

Expert Reports & Testimony

Once the data analysis is complete, computer forensic investigators can help support the client’s court case by:

- Customising reports about the data collected and produced to support the case

- Providing data for affidavits or other pleadings

- Providing expert testimony and reports
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