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1.  (i) Reactive investigations are when the crime has already occurred and the investigator responds or reacts to the crime.



Reactive investigation is used by investigators when a crime has been reported by someone that has been affected, for example employee, spouse, customer, stockholder, management or auditor.



Reactive investigation can be weaker than proactive investigation as follows: 



· For example, a report may alert an employee or auditor of a discrepancy in the Company’s account receivables, which may indicate that an employee has been stealing from the Company. A reactive investigation may collect information from invoices, receipts and documents, while a proactive investigation may be surveillance which catches the suspect red-handed.  With computerised systems, transactions will be recorded on the organisation’s database. It is difficult to prove that one person is to blame for a particular transaction as more than one person may be responsible for transactional roles.

· Initially, a reactive investigation may focus on one person, however this may alert other personnel that are involved. A proactive investigation may observe and eventually apprehend all personnel or at least the majority that are involved.

· Reactive measures may mean that there may be insufficient evidence available.



Proactive investigation is where the investigators get involved before the crime has been committed in order to prevent it from happening. It may be conducted in response to information from an ongoing criminal investigation.  Sometimes the crime is discovered by chance, or during the investigation there is a suspicion of wrongdoing and additional evidence is uncovered which the investigator will have to investigate further. 



In proactive responses, investigators can decide where and when to start the investigative operations, control the direction of the investigation and remain in control of the investigation until the final outcome.



Proactive investigation is more effective because the investigators can control the investigation.  If the investigation is conducted successfully, the suspect will not know how or when or where they are being investigated.



 (ii) Solvability factors are characteristics of a case that indicate how successful the outcome of the investigation will be.



There are mainly 12 solvability factors:



a) Witness to a crime;

b) Knowledge of a suspect’s name;

c) Knowledge where a suspect can be located;

d) Description of a suspect;

e) Identification of a suspect;

f) Property with identifiable characteristics;

g) Significant modus operandi (habits of working);

h) Significant physical evidence;

i) Description of suspect’s vehicle;

j) Positive results from a crime scene evidence search;

k) Belief that a crime may be solved with reasonable additional investigative effort;

l) Definite limited opportunity for anyone except the suspect to have committed the crime.



Not all cases are solvable and identifying which cases are unsolvable means these can be discarded, hence leaving time and resources for the solvable crime which have a higher probability of being investigated successfully. Solvability factors can be classified as weighted or unweighted.



Weighted solvability factors are the probabilities determined for each factor to solve the case.  For example, a fingerprint will have more weight than a witness.  Or an independent witness will carry more weight than a related witness.



The weights given to the factors are based on statistical research and anecdotal experience.



Unweighted solvability factors are where each factor are seen as equally important as the next one.  The existence of one or more factors will determine whether the case will be further investigated.  Most unweighted solvability schemes are particular to each agency and based on anecdotal data.



 (iii) Goal-setting and planning are very important for the soundness of the investigative process. 



The definition of goal setting is the process of identifying something that you want to accomplish and establishing measurable goals and timeframes.



Goal setting is important as it provides the foundation to build an investigative plan.

If the goals are poorly designed or unsound, then the entire investigation will suffer from the poor foundation.



Once goals have been set then it is essential to have an investigative plan.  An investigative plan involves a large amount of data and information.  If there is not a plan in place, it may become unmanageable with the amount of financial documents. By project managing the investigation with a strong and flexible investigative plan, it will be possible control the flow of the investigation, adapt the investigation to the inevitable changes that occur during its life cycle.  



(iv) The major goals of an investigative plan are focus, control and adaptability. It is important to focus and ensure that the complainants understand the acceptable and obtainable results from the investigation.  The more understanding the customers are, the higher the chances that the customer will be satisfied and realistic by the outcome.













Focus 



 A strong investigative plan will focus the expert on the goals of the investigation.  It will also ensure that there will be no duplication of efforts, nor any oversights of any leads hampering the progress of the case. 



Control 



Financial crime investigations can grow and expand and suddenly take over and if not careful will become unmanageable.  A strong investigative plan will not allow this to happen and will help the expert manage this.  It is not always preventable, but the investigative plan must allow for unseen circumstances. 



Adaptability 



Financial crime investigation will evolve and may shrink, but the latter is rare.  For those reasons the investigation must have some built-in adaptability.  Without change, the plan will be rendered useless.  If the plan does not allow this, time will be required to revise the plan or operate ad hoc, both alternatives are unfavourable.



(v) There are three main stages involved in planning an investigative plan, financial planning, personnel planning and technology planning.



Financial Planning



Investigative planning is essential in ensuring that costs are within the constraints of the budget for the investigation.  Planning may help save costs.  As all investigation, costs are a matter of compromise.  Identifying key expensive issues during the investigation will allow the expert to make key fiscal decisions and look at different scenarios and then an approach can be considered.  For example, if you do not value how much an expensive task might take, for example phone tap, this may be costly in financial resources and in wasted investigative hours.



If the investigation is dependent on the expectation that further funds will be provided towards the investigation, and these funds do not materialise then there may not be any hope of achieving the initial objective.  When cheaper alternatives are not considered this may compromise the outcomes and customer expectations. 



Personnel Planning



Early identification of personnel issues will help to ensure an efficient investigation.  Once the scope and direction of the investigation is mapped out, it will be easier to forecast the staffing needs and to assemble the investigative team to efficiently proceed with the investigation.  It is essential to identify the key personnel requirements early, even if the investigation is subject to change and may take longer or shorter than planned.  For longer cases it is very important to build in contingencies into the plan.



It is important to consider the use of outside experts, as there may be times when financial transactions are beyond the experts’ investigative ability.







The investigator may need to adapt if use of experts is required, for example financial professionals, stock and securities, corporate governance and structure specialists and experts in international financial transactions and laws.



Also experts in technology may be required, for example in the area of network topography, computer security, cryptography or individual proprietary software.  The expert may have to consult the community resources.



The experts must ensure the integrity of the investigation, when using outside law enforcement and security agencies.  



The expert may have to consider using experts and other resources as this will save valuable investigative time.  If the outside experts are contacted early, these can often provide sharper focus and stronger direction when planning your case.



Technology Planning



As technology advances, there may be instances where expensive high-tech equipment is required.  This investment must be accounted for whether it is hired or bought. Examples of possible rental requirements are additional computer upgrades or a camera with a large zoom lens to obtain surveillance photos of the suspect. The costs for new technology must be evaluated based on cost/benefits, and usually occur at predetermined intervals, those temporary investments are not so predictable.  It may pay to look at future investigations to ensure that the costs are kept at a minimum for example, Computer specialists with all the newest gadgets may be required for numerous cases to secure and analyse the digital evidence you are likely to encounter.  Compatibility issues between systems can hinder what would be considered a simple investigation.



Although careful planning is essential, there is always the chance of unforeseen obstacles, but building contingencies into the plan will make these obstacles more manageable if they occur.



(vi) The three main areas of intelligence gathering process are surveillance, database searches and trash collection.



Surveillance



Surveillance is the monitoring of behaviour, activities or other changing information, usually of people for the purpose of influencing, managing, directing, or protecting them.



There are several types of surveillance, stakeouts which observe people from afar, mobile surveillance and videography. 



Stakeouts are observing people from afar from a discreet location.  This sort of activity is simple, the evidence will be in the form of photographs, videos and detailed activity logs.



Mobile surveillance is more difficult, but the rewards may be greater. There is a greater risk of being discovered and the suspect may be more suspicious of the people around them. This sort of surveillance could give information on how goods are being transported as well as learning about people that are involved, locations and other additional information. 



Videography provides visible evidence logs that can be shared with other investigators, prosecutors, defence attorneys, judges and juries.



To conclude, surveillance can uncover important information such as:



· Banking or financial institutions;

· Valuable assets, cars, boats etc.

· Homes, buildings and other real estate;

· Other associates or acquaintances which the forensic accountant may wish to interview. 



All these things are visible to everyone, but they may not have traceable documentation, therefore discovering them early in the investigation may help the investigators in future negotiations.  Also, surveillance may provide a list of key acquaintances who might be summoned for interviews and questioning.



Database searches



Database search can provide a wealth of information.  Many organisations collect data which is stored in files and databases.  In today’s society, data is used in predicting buying preferences, tracking people and changing their behaviour. Discrete data is stored in databases and investigators can be used to tap into this to gather information and piece it together to form a picture of their suspect.



Information from one database can be matched up with information from another database and if there is a difference it will require further investigation; this is known as data-matching.



An example is where the data of bank details for employees where salaries are matched to the database where invoices are paid.  There might be a genuine reason and it is already known by the organisation.  However, it could highlight fraudulent   invoices being paid to a Company that a corrupt employee has set up.



Another example is where data-matching is using data from different organisations.  This may be more legally challenging if the databases are in different countries due to data protection laws, but it is possible to overcome this obstacle.



An example for this is comparing the number of people registered on the electoral role against properties claiming tax discount for one person living there.



Trash Collection



One of the most common ways for investigators, journalists and even lawyers to obtain information is to go through the suspects and others trash at home and in the office.



Even though this can be a very unpleasant job, it can also be productive and in many countries the evidence will be admissible in court.







To avoid anyone being wrongfully charged (e.g. the dustmen) or permanently deprive the owner of material, the investigator must prove that it was returned to the place where it was removed.  Copies may be retained and used in court as evidence.



In practice investigators should keep records of when trash searches have taken place, how they were conducted and how and when material is returned.  If the investigator does not have a warrant, individuals do have an expectation of privacy if their dustbin is hidden in the back yard or in a garage, but once it has been put out in the street for collection, the courts have routinely found no expectation of privacy. Hence the investigator should be careful about how and where they do their trash search.



However, in the UK this probably more difficult as there are warnings about shredding data and for people to be careful about throwing confidential information out.  There was an example where someone was fined for throwing away personal information into public bins.  Banks and building society are always putting out information to ensure you do not leave personal bank details lying around for thieves. However, people will discard information that on its’ own is meaningless, but put together with other evidence will build a detailed picture of the suspect’s activities.



In some companies, for example defence companies, there are policies and training to ensure that people dispose of information carefully and there are confidential bins and shredders around the offices to ensure that important documents are destroyed and do not get in the hands of the wrong people.

        -------------------------------------------------------------------------

2. (a)  Private databases can be described as those databases to which access is restricted.  Private database is collection of figures or information which is provided by a non-governmental institution, organisation, company, person, or other entity especially a cultural, academic, or professional organisation.  Examples are universities, professional associations, historical societies and similar sources.



(b) Public databases are not as quick as private databases, but are less costly than private databases. Government entities are making more public record information available over the net as the digital age is moving forward. Some databases will have limited information, but then you can pay a nominal fee for additional information, for example statutory accounts from the Companies House.



Nothing in life is free and some information, for example if you want to find out if the suspect owned property in Florida, a search would be required country-by-country from each property appraiser’s officer in order to find out. For a fee, commercial database would have done all the work for you.  It will be convenience, resources and time would have to be weighed up against costs. 

       

The greatest public access database is the World Wide Web.  This is probably the most robust and wide-ranging database available, and it is still expanding on a daily basis.  While you can obtain unprecedented information by typing the suspect’s name it is not going to give you copy of a driver’s licence or detailed criminal history.  Individuals are still protected by the data protection Act 1998 in the United Kingdom, which allows protection to the processing of personal data and the free movement of such data. This provides a way for individuals to control information about themselves.



In today’s society individuals may have their own personal website, people post blogs on vacations, family trips, purchases of assets, attendance of social event, locations where they are visiting and other intimate happenings on the net.  



An example, John Darwin was seen paddling out to sea in his canoe in 2002.  Later that day he was reported missing after failing to report to work. This was a scam for the wife to claim life insurance and the mortgage was paid off.



John Darwin claimed he had amnesia, but there was a photo found of him and his wife taken in Panama 2006 on the intranet by a member of the public, which resulted after further investigation by the Daily Mirror and Cleveland police in both Darwin and his wife being arrested.

--------------------------------------------------------------------------

3. Financial crime, no matter how well they are planned, the investigation will be continually changing more than non-financial crimes.  This is due to the nature of the investigative process.  The financial crime begins with preconception of a finite set of facts.  As the investigation progresses, additional knowledge, new facts and theories will come to light.  As the expert’s knowledge grows, hypotheses and theories of the case will have to be revaluated.



Some of the evidence will prove to be reinforced and valuable to the case where others may be weakened.  Some will be relegated to sub-theories, alternative theories or may disprove theories. 



The investigation and analysis of evidence is a continual process throughout the investigation.  Even after all the witnesses have been interviewed, and it is considered that all the documents have been collected, the case will still remain open.  Transposing analysis of what witnesses say may offer new theories.  Even the most meticulous investigator will discover that there are new witness and sources of documentary evidence that will need interviewing and analysing.  This may result in going back to the planning stage.  The discoveries should only mean slight adjustments to the investigative plan if the goal setting was done properly.



The value of laying the proper groundwork for an investigation is important for financial crime investigations.  The evidence for financial crime is more evidence heavy and more complex than a non-financial crime. There are basic recurring themes that will occur in financial crimes, however the number of variations is limited only by the ingenuity of the suspects.  The schemes may be simple, but may change to an intricate scheme.



The businesses associations can also change, there may be changes in finance, such as debts and equity instruments.  The experts will need to keep up with the rapidly changing world of the finance and business professions.



The expert will need to understand the different types of business.  The expert will need to know who makes the decisions and who is involved with the processes.  The expert will also need to know where he can obtain particular documents that will be valuable later. The expert will need to be familiar with the business process and structures and accounting regulations for the different type of companies i.e. profit, charities and non-profit organisations.



Hence, there is a lot of knowledge required to apply to financial crime investigation and being able to adapt with the ever changing world of business and technologies compared to non-financial crimes.



Conclusion



Financial crimes require the most skilled and experienced investigators as these crimes are more complex and require more evidence, even though financial crime investigations have their own set of challenges.

     -------------------------------------------------------------------------

Case Study





i. The owner designed the accounting systems himself, if the owner had no accounting experience the system might be very simple and not taken into account timing issues, for example, has the owner set up the accounts based on cash-based accounting i.e. the VAT is paid when the invoices are paid or like business VAT is recorded when invoices are received. Also it might have based on an archaic system where single entry book keeping is being used opposed to double entries book keeping. If it is single entry, the owner might have set the system as self-balancing which may be causing the problem.



Cash-based accounting recognises income transactions on credit, in which case the operating statement would also record income earned on goods and services provided (made up cash receipts plus or minus the movement in opening and closing receivables). The credit card will create a debtor into the accounts, which will be different to the bank account.



Also payments by credit cards, cash, and invoices may also cause a difference between profit and cash flow. The invoices may have different creditor days of payment.



The owner may be using accrual accounting which allows more transaction to be recognised as receivables and payables in the accounts which will need more controls.



This accounting treatment will be better if there are rental costs to take into accounts, for example rental or bought television for music and sports.  Accrual accounting will also recognise depreciable assets, for example television, furniture and computers. This will then be depreciated over a period of time. Also services such as security, cleaning staff, rental income plus payment of rent and management fees if building is rented.



Also expenses have different VAT rates, the manager might be confused with the system in recording the different vat rates and has recorded all VAT at one rate for simplicity not understanding the different rates for his expenses.  Also if the receipt has not got a VAT number, the pub owner will not be able to claim the VAT back which he may not be aware of.



Conclusion



There should be controls of the accounts, i.e. reconciliation from profit to cash flows. The fact that the owner has designed his own accounting system, assume this is a Free House.  An advantage if the public house had been part of the Global brewery, there would be assistance and an accounting package available. 



The accounting system may lack controls, and an inexperienced person may not know how or where to record the expenses properly to ensure correct accounting treatment. If accrual based-accounting is being used, then training and education will be required.  The systems should have been tested and checked to ensure the efficiencies of the system.



The account system might be too simple and the manager does not know where to add it in to the accounts and how to deal with shared profits.  Also if there is not a suitable place he might attempt to add a line into the system, and get it totally wrong.



ii. The short fall will be more than likely due to timing differences.  Differences may have occurred due to not recording invoices or credit card payments card as a creditor for rental/lease of building, ground rent, management fees, vehicles (if not owned), Sky TV and furniture.



Also payment for services, maintenance of the building, gardens, SERCO (payment of transporting money to the bank), security system etc. may also be invoiced. 



Also there might be confusion over personal and private expenses where you will not be allowed to claim all the VAT back.



Also the pub owner might not be recording the deposits at the right time, for example if they do Christmas meals or reserving seats for a party.  Also rental income if the pub let rooms out, rental for machines used in the pub, juke box, which also may include shared profits with the vendors.  



Other expenses will include advertising (radio, posters etc.), uniform, t-shirts for staff or customers, food, salaries, consumables (for example beer mats), cutlery, kitchen utensils, drinks, utilities, trade waste.  These expenditures will vary on how they are paid, cash, bank transfers, creditor days for payment – for example drinks bought from a global brewery, microbrewery or wholesaler may all have different terms of payment.



If the manager offers cold food to take away this will be zero rated, unless it is always standard rated such as crisps, beverages, sweets and bottled drinks.



The manager might have introduced a few events, for example deals with the brewery to introduce certain beers into the pub for a short period of time, the payment terms may depend on what he negotiates with the breweries.  A large global brewery may have different payment terms to a micro-brewery or wholesaler.  If the system is confusing and he is introducing additional items and he has to add additional general ledger accounts and is not sure he may have not have accounted for the items properly.









9

. 


image1.png
ﬁ
o R




