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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	1. Give short answers for the following questions: (24)

i. Outline the difference between policies and procedures.

A policy is a guiding principle used to set direction in an organization (Anderson 20170. It can be a course of action to guide and influence decisions. It should be used as a guide to decision making under a given set of circumstances within the framework of objectives, goals and management philosophies as determined by senior management. However, a procedure is a particular way of accomplishing something (Anderson 2017). It should be designed as a series of steps to be followed as a consistent and repetitive approach or cycle to accomplish an end result. Once complete, you will have a set of established methods for conducting the business of your organization, which will come in handy for training, process auditing, process improvement, or compliance initiatives. 
The work of Surbhi (2015), was used to explain the difference between policies and procedures in management below.
1. Policies are those terms and conditions which direct the company in making a decision whilst procedures are the sequential steps which direct the people for any activity.

2. Policies are not hard and fast rules as they permit any extraordinary and unconventional situation. Conversely, procedures are strict in nature, which needs to be followed in the series.

3. Policies reflect the ultimate mission of the organisation. Unlike procedures, that are made to show the practical application of the policies.

4. Policies are made to support the strategies while procedures are helpful in the implementation of programs.

5. Policies are decision oriented however, procedures are action oriented.

6. Policies need to be thoroughly accepted by the people who are influenced by them. On the other hand, there should be a methodical process in the procedure.

In conclusion, Policies and Procedure both are a part of the internal structure of the organisation, so they are ‘inward directed’ (Anderson 2017). They are concerned with the middle or supervisory level management. Both of them are made for a short period and so they can be changed periodically without having any adverse effect on the management of the company. They focus on bettering the efficiency of the firm from the operational activities. They are not contradictory to each other, but complementary to each other. Hence they go side by side.
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ii. Name some techniques that help increase the perception for detection.

One of the key elements to understanding fraud is to realize that where opportunities exist, perpetrators can act. An organization’s ability to heighten the perception that fraud will be detected will substantially lessen the likelihood of its occurrence (Marasco 2009). Perpetrators are less likely to commit fraud if they believe that they will be caught. Controls could exist to detect fraud, but if no one is aware of them, the fraud could still take place. On the flip side, even if the internal controls are weak, if they are perceived to exist, fraud could be prevented. Therefore, a key element of fraud prevention is to increase the perception that fraud will be detected.

Organizations face a multitude of threats. In some industries, these threats exist in the form of customers, vendors and even their competitors. Customers pose one of the greatest risks in the retail industry. Shoplifting costs retailers approximately 1.44 percent of their annual revenues, according to a National Retail Security Survey. These annual losses are estimated in the tens of billions of dollars. Therefore, raising the perception that theft will be caught is paramount in this industry. Some of the perceptive measures that can be noted include:

1. Signs on the front doors that inform “shoplifters will be prosecuted to the fullest extent of the law”.

2. Placards that advertise cameras exist in the parking lots and throughout the store.

3. Random announcements over the broadcasting system directing that “security scan area xyz, please”.

4. Merchandise tags on products, along with detectors at the door, whether activated or not.

5. Bubble lenses throughout the store, whether a camera exists or not.

Other industries could employ tactics that exhibit a strong control environment to increase perception. For years, airports for example gave the impression that their security measures were sound. In reality, luggage was rarely ever scanned for explosives, and security personnel were inadequately trained and staffed. For many years, this perception alone was enough to safeguard the industry. Even after 9/11, the airports were staffed with National Guard troops wielding 9mm Berettas. It was only afterward it was learned that most of these weapons were not loaded.

Organizations face challenges from internal threats, primarily from their employees. Therefore, publicizing fraud awareness is critical to safeguarding company’s operations from this group. Some examples of what employers have adopted are stated below.

1. Installing cameras throughout their facilities.

2. Routinely reminding staff that their e-mails, telephone calls and Internet travels can be or are monitored by the company

3. Educating employees on the methods that people use to steal from the company to raise their awareness that the organization is tuned into this behaviour and will monitor for it.

4. Periodically auditing segments of the organization or publicly displaying that monitoring does occur.

5. Taking a tough stance once fraud is found. A strong message should be communicated throughout the entire organization.

The perception that compliance is being monitored is evident throughout society. Therefore, our everyday lives are affected in ways we don’t realize. For example, cameras or camera-looking devices atop traffic signals now have us scared to race through a yellow-turning-red traffic light. Also, the music industry has prosecuted individuals for illegally downloading music from the Internet. For many people, these tactics offer the impression that someone is watching their actions and convince them to refrain from illicit activity. Detection could occur through such measures as:

1. Strengthening internal controls.
2. Maintaining an internal audit function.
3. Giving employees access to report suspected abuses (anonymous hotlines).
4. Educating employees, vendors, etc., about the warning signs of fraud and the corporate policies prohibiting it.
In conclusion, increasing the organization’s perception toward fraud prevention and detection will help safeguard the company as well. Also, a trained fraud examiner can assist the organization in analyzing where it measures up.

References
Insights. 2015. Prevention of fraud through effective internal controls. Baker Tilly  Virchow Krause, LLP.

http://www.bakertilly.com/insights/prevention-of-fraud-through-effective-internal-controls/

Marasco, Jim. 2009. Increasing the Perception That Fraud Will Be Detected. EFPR Group.
https://stonebridgebp.com/library/uncategorized/increasing-the-perception-that-fraud-will-be-detected/

Students notes/handouts
iii. How does internal audit help in fraud detection?

How can internal auditing best serve as a resource and play an integral role in fraud prevention and detection? The Institute of Internal Auditors International Standards for the Professional Practice of Internal Auditing (Standards) pertaining to fraud and the internal auditor’s role in detecting, preventing, and monitoring fraud risks and addressing those risks in audits and investigations include:
IIA Standard 1200: Proficiency and Due Professional Care 1210.A2 – Internal auditors must have sufficient knowledge to evaluate the risk of fraud and the manner in which it is managed by the organization, but are not expected to have the expertise of a person whose primary responsibility is detecting and investigating fraud.
IIA Standard 2120: Risk Management 2120.A2 – The internal audit activity must evaluate the potential for the occurrence of fraud and how the organization manages fraud risk.

IIA Standard 2210: Engagement Objectives 2210.A2 – Internal auditors must consider the probability of significant errors, fraud, noncompliance, and other exposures when developing the engagement objectives.
In addition to several Practice Advisories that The IIA has issued regarding fraud, IIA Standards also require CAEs to include significant risk exposure and control issues, including fraud risk, in the periodical report to senior management and the board.
Although management and the board are ultimately responsible for fraud deterrence, an effective internal audit activity can be extremely helpful in addressing fraud issues. Internal auditors evaluate risks faced by their organizations based on audit plans and testing, and need to be alert to the signs and possibilities of fraud. When external auditors focus on misstatements in the financial statements that are material, internal auditors are often in a better position to detect the symptoms that accompany fraud as they usually have a continual presence within the organization, providing them with a better understanding of the organization and its control systems. Specifically, internal auditors can assist in the deterrence of fraud by examining and evaluating the adequacy and the effectiveness of internal controls. In addition, they may assist management in establishing effective fraud prevention measures by knowing the organization’s strengths and weaknesses and providing consulting expertise.
There are various approaches that the CAE may use in considering fraud while conducting internal audit activities. They include the following.
1. Auditing management controls over fraud: This includes policies, awareness practices, tone at the top, board and senior management governance (the control environment), as well as related practices, such as risk assessment, assessing the adequacy of preventive and detected controls in managing fraud risk within organizational tolerances, incident management, investigations, and recovery practices. Internal auditing should allocate resources to fraud related activities in line with the risk of fraud relative to other organizational risks.
2. Auditing to detect likely fraud by testing high-risk processes, with the intention of looking for indicators of fraud, within the organization and with external business relationships. For example, testing payroll for phantom employees, or testing vendor invoices for overcharges, matching vendor addresses with employee addresses to detect fictitious vendors, or reviewing databases for duplicate transactions.
3. Considering fraud as part of every audit. For example, brainstorming about fraud risk, evaluating fraud controls, designing procedures that consider fraud risks, or evaluating errors to determine whether they could be an indication of fraud. The cumulative results may provide perspective on whether management’s awareness and risk management programs have been implemented effectively across the organization.
4. Consulting assignments help management identify and assess risk and determine the adequacy of the control environment for process reviews, new business ventures, or information technology (IT) applications.

Facilitation of management’s self-assessment is another example of evaluating fraud risk, ensuring controls are in place to mitigate those risks, and who is monitoring results. As a part of its International Professional Practices Framework (IPPF), The IIA has issued “strongly recommended” guidance in the form of a Practice Guide regarding the role of internal auditing in fraud prevention and detection. Titled Internal Auditing and Fraud, the guidance is aimed at increasing the internal auditor’s awareness of fraud and provides guidance on how to address fraud risks on internal audit engagements. It also serves as a general guidance to help internal auditors comply with professional Standards regarding fraud.
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iv. What is the commanding approach in fraud detection?

The "Five-Step Approach to Fraud Detection" is a strategy used to detect fraud in any area, and a template company executives and managers use to help them establish control systems design to detect frauds in their day-to-day operations (Langlinais 2009). The building detective processes in the audit programs and processes to discover symptoms of fraud will be discussed.

The Five-Step Approach are as follows:

1. Know the Exposures
2. Know the Symptoms of Occurrence
3. Be Alert for Symptoms and Behaviour Indicators
4. Build Audit Programs/Detective Processes to Look for Symptoms

5. Follow Through on All Symptoms Observed

According to Langlinais (2009), it is the importance of understanding fraud exposures and symptoms of occurrence, not just for auditors, but also for finance and accounting managers seeking to prevent unnecessary losses in their areas of operation. Once you understand the risks, then it is time to look for those symptoms.

Most auditors do not include fraud detection steps in their audit programs (Langlinais 2009). Either because they have been taught that it is not the auditor’s job to find fraud, or because their programs are so loaded with tests of controls that they feel it would be too time-consuming to add procedures to look for double endorsements on the backs of checks Langlinais (2009).

For auditors to find fraud, it is essential to include symptom detection in their audit programs. Symptoms are not control weaknesses: just because a check lacks a proper signature does not mean the check is fraudulent. On the other hand, every fraudulent disbursement or expense report has an approval signature on it. So audit programs which ask the auditor to seek approval signatures are woefully inadequate in their ability to direct an auditor towards fraud (Langlinais 2009).
The manager of the operational or finance/accounting unit, should structure an environment hostile to fraud by designing processes to detect fraud symptoms. Managers generally understand how to establish preventative controls. For example, approval signatures for checks over a certain amount, requiring original receipts on expense reports, three-way matching approved purchase orders to invoices to packing slips. However, managers often overlook processes to detect frauds after the perpetrator has run the gauntlet of front-end controls. It is like a rancher who builds a fence around his livestock but has no way to catch the thief who has jumped the barrier.
For those auditors and managers who believe their budgets cannot handle extra detective procedures, they are advised to scan their normal procedures, determine which have generally been ineffective, and replace those with more effective detection procedures.
The following are some audit tests/detective processes designed to help in detecting fraud (Lower 2014).
1. Show up at odd hours to a department that is reporting high overtime or payroll expenses coming in over budget; observe whether people are present performing work and compare that to the hours they report.

1. Review time reports for trends of steady, upward increases in overtime, particularly where there is no corresponding increase in output or sales.

2. On construction projects that contain a right to audit clause in the contract, visit the vendor site and review documentation for all indirect expenses which exceed a reasonable percentage of total billings.

3. Perform a bid analysis of recent vendor bid requests, listing out the date the bid was received, goods/services descriptions, and price per unit. Group the vendors by bid request, and look for patterns in the bidding which would indicate one vendor received information the others did not.

4. Talk with bid losers and ask them if their contact at the company offered any unusual terms for favored status.

5. In locations suffering odd unexplained or "miscellaneous" losses, perform an inventory count of portable/high demand items and reconcile with system balances.

6. Secretly install cameras at locations in which your company is experiencing unexplained inventory losses. Review for direct evidence of theft. At a minimum, ensure that every shipment out over a period of time is supported by proper documentation and that upper management is aware of the shipments.

In concluding, although the descriptions of some of these tests are too general to properly implement, they should provide an idea about how to construct detective audit tests or procedures within a company’s environment (Lower 2014).
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v. What is the difference between precautionary approach and detective approach? 
How are these approaches used for fraud detection?
The difference between the precautionary approach and detective approach are as follows: 
The precautionary approach is designed to keep errors or irregularities from occurring in the first place whereas detective approach is designed to detect errors and irregularities, which have already occurred and to assure their prompt correction (Richards, et al. 2007). 

The precautionary approach/ preventive control is built into internal control systems and require a major effort in the initial design and implementation stages. On the other hand, detective approach/control supplies the means with which to correct data errors, modify controls or recover missing assets. The section explains how these two approaches are used in fraud detection (Richards, et al. 2007).
1. Fraud (Preventive) Precautionary Control:
Prevention is the most proactive fraud-fighting measure. The design and implementation of control activities should be a coordinated effort spearheaded by management with an assembled cast of employees. Collectively, this cross section of the organization should be able to address all of the identified risks, design and implement the control activities, and ensure that the techniques used are adequate to prevent fraud from occurring in accordance with the organization’s risk tolerance. The ongoing success of any fraud prevention program depends on its continuous communication and reinforcement. Stressing the existence of a fraud prevention program through a wide variety of media, posters on bulletin boards, flyers included with invoices and vendor payments, and articles in internal and external communications gets the message out to both internal and external communities that the organization is committed to preventing and deterring fraud. Among the many elements in fraud prevention are HR procedures, authority limits, and transaction level procedures. 

An organization’s HR function can play an important role in fraud prevention by implementing the following procedures. Performing Background Investigations. A key business and fraud risk in any organization lies in the people hired to operate the business and promoted into positions of trust and authority. For that reason, it is important to know employees in order to evaluate their credentials and competence, match skills to the job requirements, and be aware of any issues of personal integrity that may impact their suitability for the position. 

While the organization should establish procedures to obtain sufficient information to assess a job applicant or promotion candidate, the nature and extent of information that can be requested from a prospective or existing employee or obtained independently is governed by applicable laws and regulations. Further or enhanced background checking for criminal record or personal financial situation may only be possible upon receiving the individual’s consent. Legal counsel should be sought to advise on what background information can and cannot be obtained and the appropriate procedures to follow. Background checks should also be performed on new and existing suppliers, customers, and business partners to identify any issues of financial health, ownership, reputation, and integrity that may represent an unacceptable risk to the business. 

Anti-fraud Training: An organization can hire or promote competent individuals who, having undergone appropriate background checks, represent a low fraud risk. It is possible that such individuals have a comprehensive understanding of what fraud is and what its red flags are, and an appreciation of its potential to devastate an organization. There should not, however, be any exemption from receiving an initial orientation and ongoing education on the fraud risk management program in place, regardless of the individual’s position in the organization. Such education serves to establish and reinforce the tone from the top regarding the individual’s responsibility and the process to deal with suspected fraud.

An organization’s HR group is often responsible for developing and providing the necessary training on the purpose of the fraud risk management program, including the codes of conduct and ethics, what constitutes fraud, and what to do when fraud is suspected. The effectiveness of this training is dependent on mandatory attendance with periodic updates and refresher sessions. Evaluating Performance and Compensation Programs HR managers should be involved in both the performance management and compensation programs. Performance management involves the evaluation of employee behaviour and performance as well as work-related competence. It is a human trait to want recognition of competence and reward for positive performance and success. Regular and robust assessment of employee performance with timely and constructive feedback goes a long way to preventing potential problems. 

Employees who are not recognized for what they do and what they have accomplished, especially those who may have been bypassed for promotion, may feel their inappropriate and fraudulent conduct is justified. Reward can also be reflected in compensation. By conducting compensation surveys and local market analysis, HR can determine whether senior management and employees are compensated appropriately and therefore driving desired behaviour by striking a balance between fixed and variable compensation. Managers whose compensation is largely based on short-term performance-related bonuses may be motivated to cut corners or deliberately fabricate financial results to achieve those bonuses.

Conducting Exit Interviews: A policy of conducting exit interviews of terminated employees or those who have resigned can help in both prevention and detection efforts. These interviews may help HR managers determine whether there are issues regarding management’s integrity or information regarding conditions conducive to fraud. HR should also review the content and information contained in resignation letters as they may contain information regarding possible fraud and misconduct existing within the organization.

Authority Limits: Fraud is less likely when an individual’s level of authority is commensurate with his or her level of responsibility. A misalignment between authority and responsibility, particularly in the absence of control activities and segregation of duties, can lead to fraud. An organization may establish authoritative approval levels across the enterprise to serve as an entity-level control. On the other hand, individuals working within a specific function may be assigned only limited IT access as a process-level control. These types of controls, supported by an appropriate segregation of duties, assist in the first line of defense in fraud prevention. Transaction-level Procedures Reviews of third-party and related-party transactions can also help prevent fraud. Because fraud schemes often involve the use of third-party entities/individuals, organizations need thorough measures at the front-end that will prevent the back-end activities. False vendors or employees are two of the more obvious and noted schemes in this arena. Preventive measures are especially needed for related-party transactions that can be controlled by board members or by employees of authority with an interest in an outside entity with which the organization may conduct business. Such individuals may mandate transactions that ultimately benefit them at the expense of the organization.
2. Detective Controls:
Having effective detective controls in place is one of the strongest deterrents to fraudulent behaviour. Used in tandem with preventive controls, detective controls enhance a fraud risk management program’s effectiveness by providing evidence that preventive controls are working as intended and identifying fraud that occurs. Although detective controls may provide evidence that fraud is occurring or has occurred, they are not intended to prevent fraud. 

In some cases, the types of detective controls implemented may depend on the fraud risks identified for an organization. For example, if an organization operates in countries that are identified as having high risks for corruption, it may implement detective controls to identify possible violations of the FCPA, such as a recurring review of expense reports or consulting fees. Similarly, if an organization has a high frequency of subjective estimates, it may implement detective controls related to regular internal audit review of such activity. Overall, additional detection controls may be necessary based on the fraud risks identified for the organization. As with fraud prevention, it is important that the organization assess and continuously monitor its fraud detection techniques to help detect fraud that is occurring or has occurred.

Organizations can never eliminate the risk of fraud entirely because there are always people who are motivated to commit fraud. An opportunity can arise for someone in any organization to override a control or collude with others to do so. Therefore, detection techniques should be flexible, adaptable, and continuously changing to meet the various changes in risk. While preventive measures are apparent and readily identifiable by employees, third parties, and others, detective controls are clandestine in nature. This means that they operate in a background that is not evident in the everyday business environment. Such techniques will usually:

1. Occur in the ordinary course of business.

2. Draw on external information to corroborate internally generated information.

3. Formally and automatically communicate identified deficiencies and exceptions to appropriate leadership.

4. Use results to enhance and modify other controls.

Although every organization is susceptible to fraud, it is not cost-effective to try to eliminate all fraud risk. Therefore, an organization may choose to design its controls to detect, rather than prevent, certain fraud risks, as approved by the board. If the estimated costs of designing, implementing, and monitoring the controls against fraud such as tools, personnel, or training exceeds the estimated impact of the risk, they may not be cost-effective to implement. For example, a property and casualty insurance company may set threshold limits on the total of losses paid plus those reserved on large policies to identify that fraud may be occurring, rather than relying solely on the identification of fraudulent individual claims. Important detection methods include an anonymous reporting mechanism.
The use of a whistle-blower hotline which has markedly increased among SEC registrants since it was mandated by the U.S. Sarbanes-Oxley Act of 2002, is one of the more effective measures organizations can implement as part of their fraud risk assessment program. Various surveys indicate that anonymous tips received through hotlines or by other methods are the most likely means of detecting fraud. In addition, knowledge that an employee hotline is in place can help prevent fraud because individuals may fear that a fraud will be discovered and reported.

Marketing the existence of a hotline to increase awareness, making it easy to use, and promoting the timely handling of all reported issues are strong preventive measures that should supplement the detective control of hotlines. The hotline should be promoted with educational materials provided to shareholders, employees, customers, and vendors, all of whom can provide valuable information from a variety of reliable sources. Hotlines ideally support a multilingual capability and provide access to a trained interviewer 24 hours a day, 365 days a year.
An effective hotline program should analyse the data received and compare results to norms for similar organizations. Ongoing analysis allows an organisation to reshape its fraud risk management program to address evolving risks. The whistle-blower process should be independently evaluated periodically for effectiveness, including compliance with established protocols.

Process controls specifically designed to detect fraudulent activity, as well as errors, include reconciliations, independent reviews, physical inspections/counts, analyses, and audits. A lack of, or weakness in, preventive controls increases the risk of fraud and places a greater burden on detective controls. The more significant the fraud risk, the more sensitive to occurrence (e.g., use of thresholds, performance frequency, and population tested) the detective control should be. The nature of fraud risks is such that there should be a systematic identification of the types of fraud schemes that can be perpetrated against or within the organisation to identify the process controls needed to reduce and control the risks. Each industry is susceptible to different types of fraud schemes. The assessment becomes more cumbersome in organizations that span different industries. Organisations with multiple divisions/business units will need to first perform a broad organisation-wide assessment and then perform more detailed and focused assessments of individual business units to identify the necessary process controls to detect fraud.

Proactive Fraud Detection Procedures
In addition to detective process controls, organizations may be able to use data analysis, continuous auditing techniques, and other technology tools effectively to detect fraudulent activity. Data analysis uses technology to identify anomalies, trends, and risk indicators within large populations of transactions. Users of this technology may be able to drill down into journal entries looking for suspicious transactions occurring at the end of a period or those that were made in one period and later reversed in the next period. These tools may also allow users to look for journal entries posted to revenue or expense accounts that improve net income to meet analysts’ expectations or incentive compensation targets. Moreover, data analysis allows users to identify relationships among people, organizations, and events. Proactive consideration of how certain fraud schemes may result in identifiable types of transactions or trends enhances an organization’s ability to design and implement effective data analysis. 
Data analytics can also be used to cost-effectively ensure the effectiveness of other fraud preventive and detective controls. Continuous auditing is the use of data analytics on a continuous or real-time basis, thereby allowing management or auditing to identify and report fraudulent activity more rapidly. For example, a Benford’s Law analysis39 can examine expense reports, general ledger accounts, and payroll accounts for unusual transactions, amounts, or patterns of activity that may require further analysis. Similarly, continuous monitoring of transactions subject to certain “flags” may promote quicker investigation of higher-risk transactions. Technology tools enhance the ability of management at all levels to detect fraud. Data analysis, data mining, and digital analysis tools can: 

1. Identify hidden relationships among people, organisations, and events. 

2. Identify suspicious transactions. 

3. Assess the effectiveness of internal controls 

4. Monitor fraud threats and vulnerabilities. 

5. Consider and analyse thousands or millions of transactions.

Some auditors and consulting firms have developed tools, as part of their fraud detection efforts, that analyse journal entries to mitigate management override of the internal control system. These tools identify transactions subject to certain attributes that could indicate risk of management override, such as user identification, date of entry, and unusual account pairings. Evidence of fraud can sometimes be found in e-mail as well. The ability of an organization to capture, maintain, and review the communications of any of its employees has led to the detection of numerous frauds in the past decade. This is accomplished through the use of strict and regular backup programs that capture data, not with the intent of uncovering fraud, but merely as a safeguard in the event that a retrospective search for evidence may be necessary. Recent amendments to the U.S. Federal Rules of Civil Procedure could affect future policy decisions about the retention of backup materials. The benefit of backup for business purposes, compared to a possible obligation to provide evidence in discovery, will need to be balanced in an organization’s risk analysis. As organizations grow and technology needs change, so do the opportunities for fraud. Because all fraud and misconduct schemes cannot be fought with the same tools and techniques, the organization periodically will need to assess the effectiveness of process controls, anonymous reporting, and internal auditing.
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Students notes/handouts
vi. Explain what the term ‘internal controls’ means. Name some internal control

activities that organisations can adopt in order to prevent fraud activities

Internal controls are policies and procedures put in place to ensure the continued reliability of accounting systems. Accuracy and reliability are paramount in the accounting world. Without accurate accounting records, managers cannot make fully informed financial decisions, and financial reports can contain errors. Internal control procedures in accounting can be broken into seven categories, each designed to prevent fraud and identify errors before they become problems.
A recent “KPMG Fraud Survey” found that organizations are reporting more experiences of fraud than in prior years and that three out of four organizations have uncovered fraud. The NYS Office of Mental Health's Bureau of Audit has provided the following list of internal controls to assist companies in preventing and detecting fraud at your agency. 
1. Use a system of checks and balances to ensure no one person has control over all parts of a financial transaction. 

· Require purchases, payroll, and disbursements to be authorized by a designated person.

· Separate handling (receipt and deposit) functions from record keeping functions (recording transactions and reconciling accounts).

· Separate purchasing functions from payables functions.

· Ensure that the same person isn’t authorized to write and sign a check.

· When opening mail, endorse or stamp checks “For Deposit Only” and list checks on a log before turning them over to the person responsible for depositing receipts. Periodically reconcile the incoming check log against deposits. 

· Require supervisors to approve employees’ time sheets before payroll is prepared. 

· Require paychecks to be distributed by a person other than the one authorizing or recording payroll transactions or preparing payroll checks.

· If the agency is so small that you can’t separate duties, require an independent check of work being done, for example, by a board member.

· Require accounting department employees to take vacations.
2. Reconcile agency bank accounts every month. 

· Require the reconciliation to be completed by an independent person who doesn’t have bookkeeping responsibilities or check signing responsibilities or require supervisory review of the reconciliation.

· Examine canceled checks to make sure vendors are recognized, expenditures are related to agency business, signatures are by authorized signers, and endorsements are appropriate.

· Examine bank statements and cancelled checks to make sure checks are not issued out of sequence. 

· Initial and date the bank statements or reconciliation report to document that a review and reconciliation was performed and file the bank statements and reconciliations.
3. Restrict use of agency credit cards and verify all charges made to credit cards or accounts to ensure they were business-related. 

· Limit the number of agency credit cards and users.

· Establish a policy that credit cards are for business use only; prohibit use of cards for personal purposes with subsequent reimbursement.

· Set account limits with credit card companies or vendors.

· Inform employees of appropriate use of the cards and purchases that are not allowed.

· Require employees to submit itemized, original receipts for all purchases. 

· Examine credit card statements and corresponding receipts each month, independently, to determine whether charges are appropriate and related to agency business.
4. Provide Board of Directors oversight of agency operations and management. 
· Monitor the agency's financial activity on a regular basis, comparing actual to budgeted revenues and expenses.

· Require an explanation of any significant variations from budgeted amounts. 

· Periodically review the check register or general ledger to determine whether payroll taxes are paid promptly.

· Document approval of financial procedures and policies and major expenditures in the board meeting minutes.

· Require independent auditors to present and explain the annual financial statements to the Board of Directors and to provide management letters to the Board.

· Evaluate the Executive Director's performance annually against a written job description.

· Participate in the hiring/approval to hire consultants including the independent auditors.
5. Prepare all fiscal policies and procedures in writing and obtain Board of Directors approval. Include policies and/or procedures for the following: 

· cash disbursements

· attendance and leave

· expense and travel reimbursements

· use of agency assets

· purchasing guidelines

· petty cash

· conflicts of interest
6. Ensure that agency assets such as vehicles, cell phones, equipment, and other agency resources are used only for official business. 

· Examine expense reports, credit card charges, and telephone bills periodically to determine whether charges are appropriate and related to agency business.

· Maintain vehicle logs, listing the dates, times, mileage or odometer readings, purpose of the trip, and name of the employee using the vehicle.

· Periodically review the logs to determine whether usage is appropriate and related to agency business.

· Maintain an equipment list and periodically complete an equipment inventory.
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2. Discuss the important points that should be considered when developing fraud policy. (6) 
Preventing organizational fraud demands systematic planning and implementation. This entire process, from inception and assessment to performance evaluation is complex, even in smaller organizations. However, the payoff for the effort can be huge.
In this post, Lower (2014), offers an overview of the elements of a fraud prevention program that would be useful in any organization. Summarized from, Managing the Business Risk of Fraud: A Practical Guide, produced by a consortium of associations, the guidelines point to specific steps managers can take to implement an effective fraud prevention program. Every business is vulnerable to fraud, only the specific risks involved will vary across organizations. Thus, evaluation of fraud risks is a first essential step in developing an effective prevention program. 
According to Lower (2014) the general process for developing a program requires the assignment of responsibility to a manager or managers, who will then involve more people in the organization as needed to ensure that all aspects of the organization’s activities are evaluated for fraud risks. Note that actual fraud may still occur so the broad process will need a continuous monitoring and assessment component to track effectiveness.
Once a fraud prevention program is in place, it is critical to communicate it to everyone in the organization, from top to bottom. This may involve training or testing, but it will help to inform everyone about the organization’s definition of fraud and expectations about how employees should treat it.
The summary guidelines here address preventative actions. Since fraud is a hidden risk, the company’s risk management plan should include detection efforts as well as preventative ones.  However, where good preventative controls are in place, managers will get a boost in detection as well as prevention.  For example, training on the company’s fraud risk prevention program may not only deter some fraud, but may encourage honest employees to report what they observe about fraud.
Here are some specific Fraud Prevention Controls. The list here gives a good overview of some best practices for fraud prevention.
1. Background screening:
One of the most effective ways to prevent fraud is to exclude people who are higher risks for fraud. Organizations should screen potential employees, employees being considered for important new roles, and outside vendors or partners to the extent possible.
2. Anti-fraud training:
As noted above, training is important. It helps to create transparency in the organization’s policy to set expectations and create acceptance of enforcement actions. No employee, at any level, should be exempt from this training.
3. Performance evaluation:
A common finding in research on organizational fraud is that people who were previously trustworthy commit frauds. Often they rationalize their behaviour because of their treatment, e.g., on being passed over for promotion or raises. Sometimes incentive-based payment systems tempt people to pad or cut corners. Therefore, performance evaluations have to be correct, fair, and communicated.

4. Exit interviews:
Employees who leave for whatever reason may have information that can help in both prevention and detection.

5. Segregation of duties:
This well-known principle is foundational for fraud prevention.

6. Authority and access:
Specific controls on who is authorized to approve an action as well as policies about access to data are preventative.

7. Transaction controls:
Violation of internal controls is a common source of fraud. Policies should support continuous monitoring of transactions across the enterprise for immediate identification of inappropriate or suspicious activities.

8. Auditing:
Both external and internal audits can support fraud control. The professional standards upgrades since Sarbanes-Oxley point strongly to making fraud prevention an important part of audits.

9. Documentation:
The need to document a fraud prevention policy is obvious. In order to maintain, train and replicate the program across time, this documentation is essential. However, it is also useful in two other ways. First, in the event of adverse action on a fraud related issue, it can be important in a legal strategy. Second, if your organization is one of a growing number of entities that applies for Fidelity/Crime insurance, the documentation will be invaluable in the underwriting process.

In conclusion, fraud prevention as part of a general enterprise risk management plan is an important component of every organization’s management process. 
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