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	I. factors on which fraud risk assessment depend 
The concepts of risk assessment are the probability of the occurrence of the event and the impact or magnitude of the event if it occurs. Factors considered on an entity level determine the probability of fraud, theft, or misappropriation, and are a product of elements such as the personality of the executive and employees, the working conditions, the effectiveness of internal controls, and the level of honesty of the organizational environment. 

Corporate Environment Factors

In some industries and organizations employee fraud, theft, and embezzlement are more

common than others. Some of the statistical results specified industries that were

more susceptible to fraud and the industries that are most likely to hire a Certified Fraud

Examiner to examine a fraud. Therefore, risk assessment must take into consideration

the level of assessed fraud risk for the specific industry of the entity.

The investigator should also note that the current economy should also be considered in a risk assessment. This is because People steal in good times, but in bad times, they steal more!

.

Internal Factors

Internal factors, such as inadequate management controls or monitoring activities, increase the possibility of fraud, theft, and embezzlement. Insufficient controls include:

· Lack of an honest organizational culture.
· Lack or failure to define and communicate minimum acceptable standards of personal conduct and performance.
· Insufficient orientation and training on ethics, fraud, legal matters, and security issues.
· Lack of conflict of interest and anticorruption guideline 
· Inadequate company policies with respect to sanctions for legal, ethical, and security violations; especially for frauds and white-collar crimes.
· Lack of review ,periodic audits, and follow-through to ensure compliance with entity goals, policies and procedures 
· Lack of accountability in important positions of trust among the personnel’s.
· Lack of job securities .

Risk Assessment Best Practices

Management should take a conscientious and formal approach rather than an ad hoc one in order to develop an effective risk assessment. That approach includes both the people and the process.

II. main concepts of risk assessment
The concepts of risk assessment are the probability of the occurrence of the event

and the impact or magnitude of the event if it occurs , Risk exist because entities, organization/companies have assets of material or immaterial nature that could be subjected to damage that has consequence on the entity in question

Four main concepts important in risk assessment are as follow concepts 
· Asset

· Asset damage

· Consequences for the entity

· Possible but uncertain causes 

Asset: In every terms, an asset can be defined as anything that could be of value or important to the company or entity

Asset damage: Clearly risk differ depending on what type of damage occurred for example different categories of assets will be damaged in different ways

Consequences: The nature of consequence can vary widely depending on whether the entity in question is commercial business or public organization.

Possible but uncertain causes of damage to asset: Risk exists only if an uncertain action or event happens that lead to the occurrence of that risk (damage of the asset)

III. internal factors that should be considered for fraud risk assessment
Internal factors to be considered are inadequate management controls or inadequate,lack of monitoring activities, increase the possibility of fraud, theft, and embezzlement. Insufficient controls which can contribute to fraud include:

· Lack of honest organizational culture.

· Failure to maintain staff code of conduct which is signed by all organisation’s staff

· Lack of defined acceptable standards of personal conduct and performance.e4
· Lack of procedures on orientation and training on ethics, fraud, legal matters, and security issues.

· Failure to deliver guidance and take administrative action when performance level or personal behaviour falls below acceptable standards, or violates the entity principles and guidelines.
· Lack or Inadequate company policies with respect to sanctions for legal, ethical, and security violations; especially for frauds and white-collar crimes.
· Lack of well-timed or periodic audits, inspections, and follow-through to ensure compliance with entity goals, priorities, policies, procedures, and governmental regulations; generally speaking, a lack of accountability in important positions of trust.
· Lack of job securities.

· Lack of guidance and policy on conflict of interest on job related activities.
IV. Intrinsic risk
Risk does not mean volatility; risk means losing your money. That happens when a business fails to deliver the operating performance embodied in the price an investor paid to acquire it. We call this Intrinsic Risk, and we measure it by explicitly estimating the probability the Value Drivers that underlie a market price fail to deliver the implied free cash flow stream.
V. Residual risk.

Residual risk is the risk left over after you’ve implemented a risk treatment option. It’s the risk remaining after you’ve reduced the risk, removed the source of the risk, modified the consequences, changed the probabilities, transferred the risk, or retained the risk.

It is a risk that remains after all efforts have been made to mitigate or eliminate risks associated with a business process or investment. After a risk assessment, a residual risk may be known but not completely controllable, or, it may not be known. 

II. fraud risk assessment check list
The following is a list of relevant criteria that the investigator may wish to take into account when undertaking risk assessment.  

Risk Management

Yes

No

Comment

Risk Management Culture
Is there a culture within the agency that understands and supports the needs and benefits of effective risk management? 
Does management support a proactive response to the identification of risks

Are there risk management champions?
Are the risk management champions supported by management?
Are staff provided with regular training and information on risk management such as the risks facing the agency and the strategies used to mitigate the risks?
Is risk information shared across the agency and with other agencies?
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Risk Management Framework

Does the agency have a risk management framework?

Is the risk management framework:

· Clearly documented?

· Communicated to, and easily understood by, staff?

· A direct reflection of the agency’s tolerance and appetite for risk?

· Integrated across all levels of the agency and across all processes, operations, functions and reporting?
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Risk Management Processes

Is there an appropriate level of ownership and management of risk?

Does the agency have a risk register or other document that identifies risks (including fraud) and ranks the risks impacting on the agency and more broadly whole-of-Government?

If the agency does not have a risk register or other document to identify risks, has the agency considered establishing such a document?

Does the risk register (or other document) accurately reflect the risks facing the agency?

Does the risk register (or other document) consider the following with regard to risk:

· External sources? 

(e.g. economic conditions, laws and regulations, labour relations)

· Internal sources? 

(e.g. key employees (retention and succession planning), fraud, funding for key programs, information systems (security and backup))

· Misstatement in financial reports?

· Impact of risks in the short and long term?

For each risk area identified on the risk register or other document, do satisfactory controls, processes or strategies exist to mitigate the risk?

Are the major risks identified by the agency adequately considered in the internal and external audit plans?

If a separate risk management committee exists, is there appropriate reporting on the issues considered by the risk management committee to the audit committee?  

(e.g. common membership or copy of minutes or issues report)
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Appendix F – Internal Controls Checklist

An investigator responsibilities in relation to the internal control environment are review and enquiry.  The investigator should review whether management has effective internal control policies and procedures in place and that the controls are maintained.  The investigator should enquire of both the internal and external auditors whether they have identified any inadequacies in the control environment and that weaknesses are overcome.

The following is a list of relevant criteria designed to assist the members in evaluating the agency’s internal control environment.  If deficiencies are identified, the investigator would refer the issues to internal audit, the accountable officer or statutory body and, where appropriate, external audit.

Internal Controls

Yes

No

Comment

Policies and Procedures

Has the accountable officer or statutory body developed and implemented an appropriate internal control framework and specific internal control procedures for the agency?  

(internal control procedures are defined in the Financial Accountability Handbook) 

Are procedures in place to ensure that the internal control framework and procedures are reviewed and updated on a regular basis?

Are procedures in place to ensure that the internal control framework and procedures are communicated to new staff and any updates to existing staff?

(e.g. induction and ongoing training)

Does the agency have a culture which places importance on internal controls and adherence to them?

(e.g. periodic executive/senior management review of the internal control framework)
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Agency Personnel

Is the agency’s code of conduct clearly communicated to staff, including training on ethical standards?

Are the agency’s staff members informed of their responsibilities regarding:

· Access to data, computer systems and files?

· Security over, and confidential use of, information?

Are procedures in place to investigate any unauthorised access to information, computer systems and files?

Agency Personnel (continued)

Do fairness, merit and equity drive rotation of personnel and awarding of promotions?

Are procedures in place for staff to report any over-ride or breach of controls?

Are there procedures in place to ensure management acts on any reported breach of controls?
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Adequacy of Internal Controls

Has internal or external audit, in their review of system controls, identified key control areas that require further investigation?

Does a formal process exist to follow up control issues identified by external parties such as internal or external audit?

Does the formal process to follow up on control issues ensure that:

· All new controls are implemented?

· Any lack of control identified has been rectified?

Have the internal and external audit recommendations, which identified internal control weaknesses, been implemented within 12 months?

If audit recommendations have not been implemented, are there reasons for not implementing the changes or for the delay in implementation?

Are the controls over access to the agency’s information and communication technology (ICT) systems monitored and tested on a regular basis?

Does a business continuity plan, including disaster recovery plan, exist?

Is the business continuity plan regularly updated?

Do compensating controls exist in small agencies where there are insufficient staff to provide adequate segregation of duties?

Do the internal control procedures over financial processes include:

· Adequate segregation of duties?

· Appropriate approval and authorisation of payments and transactions?

Adequacy of Internal Controls (continued)

· Timely reconciliation of accounts and balances?

· All reconciliations reviewed and approved by a supervisor?

· Timely collection of moneys owed to the agency?

· All reconciliations, balances, expense listings and payments reviewed for unusual and high value items?

· Are appropriate processes in place to periodically assess compliance with legislation and key Government policies?
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