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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.i. Factors on which fraud risk assessment depends;-
Risk assessment is the process of analysing potential loss using knowledge of the processes as well as information about a certain situation.
There are different levels to which risk assessment factors can be considered ranging from the industry, the internal controls and computer systems of the company, the geographical location of the company, competition other companies within the industry etc.
These factors must initiated at the entity level as fraud is only successful with the combination of the executives and employees behavioural personalities, the environment in the company the values of the company and the controls and processes the company adapts.
Fraud Risk assessment will depend on the investigators knowledge of fraud concepts and understanding of the fraud environment. 
· Corporate Environment factors, shows that some industries are more vulnerable to fraud than others. The need of hiring Certified Fraud Examiners should be considered in these industries and a risk assessment is absolutely necessary to mitigate fraud. 
· Economy is another contributing factor when accessing Fraud Risk. During the bad times, the risk of fraud is higher. According to the fraud triangle there are three situations usually present in Fraud cases. 
Opportunity: Lack of Company’s Internal Controls, leadership lack of attention to detail. Ability to perform job well and in a position of trust combined with a technical skills and knowledge of processes. Usually a long serving employee.
Pressure: Living beyond their means, by having personal debt, feeling neglected and not recognised by employer, getting pressure from family or peers, and a feeling or desire to beat system added with a feeling of fulfilment of work goals.
Rationalisation: Usually the final step in completing his/her believing that they deserve it or just making up for poor pay. In other cases, justification that it’s just a loan and intended to pay back.
· Lack of Internal Controls increases the probability of fraud and embezzlement. These controls that a company uses to protect its assets. The lack of and weak controls within an organisation allows these activities to take place. In addition lack of integrity and core values of an individual and organisation as well as employers putting pressure for employees to achieve unrealistic goals to achieve profits. 
Top management must clearly communicate expectations, lead by example, provide a mechanism for reporting violations and reward integrity. A code of ethics needs to be established to communicate management philosophy.

1.ii. The main concepts about risk assessment. The objective of risk assessment is to make decisions that will mitigate future losses from fraud, theft or embezzlement. 
The likelihood of an event to occur and the magnitude of the event to occur are the foundations of risk assessment. It is important that an organisation assess the fraud risk exposure regularly in order to identify potential schemes and events that are likely to occur and implement process to mitigate these risks.
The organisation must look and ask the following questions, how might a fraudster exploit a weakness in the internal controls i.e. Does the company have a segregation of duties? Is the fraudster able to override/manipulate the system and what would the fraudster conceal his/her activity?
A good risk assessment will require input and feedback from other sources so a risk assessment team must be established and should include employees from different departments within the company and with different knowledge, skills and perspectives and should include both internal and external resources:-
Internal Audit employee will have knowledge of the company’s internal controls, Accounting Employee will be familiar with the financial processes as well as internal controls, legal and compliance will identify any legal or regulatory liability to the company etc.
Once established the team should conduct a brain storming session to identify the company’s fraud risk. There should be a leader that will set the agenda and facilitate the session and ensure that all information is shared with all stakeholders. 

1. iii. There are a number of internal factors that should be considered for fraud risk assessment as all organisations regardless of size, are vulnerable and at huge risk of fraud. Fraud can be in form of forgery, theft, embezzlement. 
It is important for organisations to monitor the activities of employees and apply risk management activities in order to mitigate fraud opportunities. The management should consider the following:

· Absence of company culture that encourages honesty and integrity. Does the organisations core values encourage integrity and promote honesty.
· Does the company perform background checks for employees particularly applicants for positions involving trust, cash, inventory and financial reporting. I.e. criminal checks performed verification of employment and education.
· Internal Control: Lack of internal or weak control areas create opportunities and companies should monitor and look for violations of company policies and evaluate any loopholes. Fraud detection practices that can be considered should include; - variance analysis to evaluate variances from budgets, forecasts and other expectations.
Screening of financial transactions to identify any patterns, use of computerised tracking and analysis of expense in order to detect any discrepancies, review of all supporting documentation to ensure it is adequate.
· Customer feedback. Failure to respond to customer feedback can result in failure to detect fraudulent activities.
· Lack of clear goals and expectations in job scope and the absence of holding employees responsible and accountable for their activities.
· Lack of compulsory vacation policies that require all employees in financial positions to take regular vacations and not allowing them to handle business activities while on vacation.
· Lack of Fraud Awareness programs such as legal and ethical as well as fraud-detection and security related trainings which could help detect “red flags” of potential fraud.
· Follow up and investigations when ‘red flags’ are noted or when policy and procedures have been violated or when allegations have been made.
· Lack of segregation of duties and proper procedures for placing orders, approving orders, receiving orders and authorising payments.
· Lack of reconciliations such as prepayment accounts, Accounts Payable records- vendor audits, bank reconciliations.
· Lack of Cash and cheque management and assessing the need for manual cheque books. Including a strict control of the number of people who can authorise issuance of cheques. Does the company have a bank mandate listing the people authorised to sign cheques.
· Lack of Asset management stating that all company property is tracked from the date of purchase to the date of disposal.
· Conflict of interest, kickbacks, bribery and employee corruption; Company’s inability to communicate high ethical standards for all business dealings and lack of offering trainings to employees and offering support and guidance.

1.iv. Inherent Risk is the type of risk resulting from an error or an omission in a financial statement. The error can be a result due to complexity of a transaction which that was not detected through the internal controls. 
It’s important for the auditor to fully understand the nature of the business while examining the control risk. Inherent are high risks and is the auditor’s responsibility to keep the audit risk reasonable. The complexity of the risk can make it difficult for an auditor to make the correct opinion of his/her finding and results in a misstatement in the financial reporting.
Inherent risk in a newly formed company may be higher than in an existing company in a stable environment.
Inherent risks are likely to occur in situations where accounts require estimations as fair value estimates are difficult to make. Auditors have to investigate and interview management to understand estimation rationale.

1.v. Residual Risk is the threat that remains after all efforts to identify and eliminate risk have been made. Risks can be dealt with in different ways; risk can be reduced, accepted, avoided or transferred. Residual risk is unmeasurable and unknown so most companies will accept or transfer it.
When looking into residual risk, a company should acknowledge any existing risks and identify available corrective measures to offset unacceptable residual risk. The company should look at its strengths and weaknesses and identify any governing compliances.
As residual risks are the risks left over after a company has applied its security, they are might be acceptable and might eventually become totally acceptable due to the changes in compliance data requirement and risk methodologies. 
Residual risks can be determined after making the following efforts to reduce the risk.
· Performing the initial risk assessment process.
· Assessing each security strength and weakness.
· Identifying security controls used to offset and determine if these controls are preventative.
The risks must be identified and rated as weak, moderate or high then implement security controls.
The next step is to consider how to offset these threats by considering any of the following.
a. Replace security controls that are either out of date or are no longer available.
b. Update the company’s risk assessment to reflect the changes if there has been system upgrade.
c. Check the calculations to determine that the initial risks will occur.
d. Transfer residual risk to other parties’ i.e. insurance agencies.

By taking the above steps into consideration, the auditor can make a judgement whether to accept or reject residual risk. 

2. Prepare a fraud - risk assessment check list for any business of your choice.
The risk assessment is a process of identifying risk, assessing their impact and prioritising actions to control and mitigate risks. 
As part of the company’s structure, it is essential to have a fraud risk assessment in place including a written policy explaining expectations of the directors and management.
It is also important to periodically assess fraud exposure to identify potential schemes that the company needs to mitigate.
Preventative techniques to prevent fraud risk should be established to mitigate possible impacts and detection techniques established to uncover fraud. 
Finally, a reporting process should be in place to solicit input on potential fraud, and an approach for corrective measures.
A company can take the following steps for risk assessment;-

· Establish a risk management group and set goals. The group can be in form of a committee with expertise in different areas. I.e. Finance director, Internal Auditor, Human Resources representative etc.
· Identify the risk areas. These could be through talking to people, interviewing, brainstorming sessions, questionnaires etc.
· Understand and assess the magnitude of the risk. The analysis should be qualitative or quantitative and stay consistent to allow comparisons.
· Implement a risk response strategy and respond accordingly i.e. retain the risk and accept small risk, avoid the risk by discontinuing the sale of certain products to avoid the risk occurring, reduce the risk by implementing corrective measures or transfer the risk to insurance agencies.
· Allocate responsibilities to the team accordingly. Every member in the committee team should be given responsibility appropriately with target dates. This should then be communicated to all.
· Monitor and measure the suggested controls. The team should be empowered to monitor progress and effectiveness of the actions taken.
· Review and refine the process and do it all over again. The cycle should continue for it to become part of the job.

 RISK ASSESSMENT CHECKLIST
	Note
	Potential
Risk Factor
	Business
Process
	Comments & Observations
	Inherent
Risk
	Control Risk
identified to mitigate risk
	Residual
Risk
	Conclusions as to the relative
residual exposure after
application of the identified
control(s)

	1
	What is the management attitude towards internal control and financial reporting process?
	 
	 
	 
	 
	 
	 

	2
	Do management attitude support effective financial reporting.
	 
	 
	 
	 
	 
	 

	3
	What is the level of integrity in the company culture?
	 
	 
	 
	 
	 
	 

	4
	Are there circumstances that might tempt employees to engage in fraudulent activities?
	 
	 
	 
	 
	 
	 

	5
	How does the company discipline employees if any, who violated company policies or engaged in unacceptable activities?
	 
	 
	 
	 
	 
	 

	6
	Are there enough Accounting Personnel to meet the company's requirement and fulfill task bearing in mind segregation of duties?
	 
	 
	 
	 
	 
	 

	7
	Is staff turnover in the company's Accounting department consistent with prior years and with other companies in the industry and local market?
	 
	 
	 
	 
	 
	 

	8
	Has there been any recent system change in terms of hardware or software upgrade.
	 
	 
	 
	 
	 
	 

	9
	Have there been any new accounting, statutory, or regulatory requirements issued that could impaired financial stability or profitability.
	 
	 
	 
	 
	 
	 

	10
	Have there been any changes in the methodology or calculating accounting estimates and was there a significant different result from previous methodology.
	 
	 
	 
	 
	 
	 

	11
	What is the company's relationship with current and previous auditors?
	 
	 
	 
	 
	 
	 

	12
	Are there any significant relationships with vendors or customers that seem unusual or questionable? Are there ongoing programs to review vendor and customer quality?
	 
	 
	 
	 
	 
	 

	13
	Are there significant operations in industries with increasing business failures or decline in customer demand?
	 
	 
	 
	 
	 
	 

	14
	Are the operating cash flow and earnings in line with each other?
	 
	 
	 
	 
	 
	 

	15
	Is there any account balance that seems disproportionately high or low?
	 
	 
	 
	 
	 
	 

	16
	Do the operational management personnel provide reasonable answers to critique questions? Are the answers evasive or inadequate?
	 
	 
	 
	 
	 
	 

	[bookmark: _GoBack]17
	Are the company's bank and other financial services provider stable? 
	 
	 
	 
	 
	 
	 

	18
	Does the company develop and follow regular plans and budgets.
	 
	 
	 
	 
	 
	 

	19
	Does the company have assets that would be easy to convert to personal use i.e. cash on hand, inventory etc.
	 
	 
	 
	 
	 
	 

	20
	Does the company have a good internal audit control functions in place.
	 
	 
	 
	 
	 
	 

	21
	How much due diligence is completed prior to significant decision making.
	 
	 
	 
	 
	 
	 

	22
	How extensive are the audit trails or documentation required for transactions.
	 
	 
	 
	 
	 
	 

	23
	Is there a systematic financial statement closing process and an adequate review process by higher level management.
	 
	 
	 
	 
	 
	 

	24
	What kinds of systems are in place to authorize and approve transactions such as procurement, Accounts Payable, cheque authorisation, Payroll etc.
	 
	 
	 
	 
	 
	 

	25
	Does the company have significant assets, liabilities, revenues or expenses that are based on estimates, judgments, or uncertainties?
	 
	 
	 
	 
	 
	 

	26
	Do any unusual or highly complex transactions, especially those at year end.
	 
	 
	 
	 
	 
	 

	27
	Is there an unusually high degree of leverage? Is the company likely to have difficulty meeting its debt repayment or other debts?
	 
	 
	 
	 
	 
	 

	28
	Are human resources practices such as reviewing background checks before hiring?
	 
	 
	 
	 
	 
	 

	29
	Is the company organisational structure consistent and appropriate? 
	 
	 
	 
	 
	 
	 

	30
	Are there company policies that require management and other employees to complete work performed by other employees in absence.
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