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	ASSESSMENT # 12                                Total Marks: 30
Working in Forensic Team
1. Give short answers to the following questions: (16)
i. What does an internal auditor do?
The common misunderstanding is that internal auditors do what external, independent auditors do but they do it earlier—that is, they focus on financial accounts, financial accounting systems, and financial risk controls so that the house is in good order when the external auditors arrive. This is a partial truth. In reality, the internal audit function can be remarkably diverse. While some internal audit units do focus predominantly on financial accounting and the financial control environment, others have much more elaborate agendas requiring a broad mix of skills and experience.
In a company that chooses not to make aggressive use of the internal audit function but that nonetheless looks to it for specific and critically important services, internal auditors are likely to be responsible for the three functions:
1. Transaction auditing
2. Internal controls evaluation
3. Business process improvement
Internal auditors examine accounts and transactions together with the underlying infrastructure of accounting systems and built-in risk controls. To clear up discrepancies or clarify the exact nature of a problem, they will “ask the next question”—an action of real importance to their work—of those responsible for the accounts and systems. If they identify a control deficiency, they recommend to management certain appropriate solutions. With respect to business processes, they’re constantly on the lookout for inefficiencies and better ways to work, again making recommendations to management. Such process reviews and recommendations as to best operational practices may and should make a huge cumulative difference in productivity, profitability, and employee morale—this last in the sense that most people prefer to do things as efficiently and effectively as possible.
Further, the internal audit function becomes an increasingly diverse consulting unit, expert in many types of risk and the management of those risks and charged with the holistic mission of enterprise risk management. 
Fraud deterrence has always been a function of internal auditors. The periodic presence of capable internal auditors visibly at work in geographically separated business units or at headquarters is in and of itself a deterrent. Fraud detection also represents a traditional task of the internal auditor, but recognition of the need for fraud detection has vastly increased in recent years. The internal audit function often is well placed to offer this service—provided that members of the team have acquired training in fraud detection, which encompasses everything from attitudes and methods to knowing when the red flags of possible fraud are vivid enough to call in forensic accounting specialists. 
Responding to the increased emphasis on fraud detection, internal auditors are—and should be—seeking the specialized training that truly makes them the second line of defence after management. In fulfilling their mission in the area of fraud detection, they function much like external auditors. And like external auditors, they need to be clear about the dividing line between the audit role and a forensic investigation.
SAS No. 99 has two basic requirements for financial statement audits. One is for auditors to exercise professional scepticism; that is, auditors are to be constantly mindful of the potential for fraud. The other is that fraud assessment must be included in audit steps from planning to reporting findings. SAS No. 99 emphasizes that evaluating audit evidence and adjusting the audit is a continual process. The audit team must identify, assess, and respond to fraud risks. Subsequently, the audit team must evaluate the findings of the audit tests and report to an appropriate level of management (usually the audit committee).Documentation must exist for all of these audit steps.
Internal auditors are enjoying a resurgence of respect in response to recent regulatory requirements and the public outcry for better governance. Many companies are strengthening their internal audit functions, which vary in size, scope, focus, and effectiveness from one organization to another. Internal audit functions may be large or small, compliance based or consultative, executive or operational.
Some internal audit units are powerful, with fully functioning administrations and a key voice at high levels, while others are less so. 

ii. How do forensic accountants work with external auditors?
The external auditors of a company are commonly engaged to perform an audit under generally accepted auditing standards, and the primary focus of those external auditors is on auditing the financial statements in compliance with professional standards. How well forensic accounting investigators interact with external auditors typically depends on several factors, including the following.
The external auditor may be a trusted adviser or may have a strained relationship with the company owing to previous events. Because the forensic accounting investigator is often placed between the company and its external auditor during an investigation, understanding their current relationship is likely to be critical to successful communication during an investigation.

Because external auditors likely know the company better than a newly appointed team of attorneys and forensic accounting investigators, selected in part because of their limited prior experience with the company, they may be very useful sources of information. The audit firm’s knowledge about a company’s areas of risk, business processes, documentation, systems, and personnel can get the investigative team off to a fast start. The forensic accounting team will also be able to use the auditor’s working papers and audit staff to assist in gaining an understanding of the client’s systems, culture, and personnel, as well as other important data. 
Gaining access to information contained in the working papers of the external auditors may require formal access letters, the terms of which should be carefully considered by counsel. Also, the process of obtaining access letters may often take time away from getting the investigation started promptly. There are situations permitted by law and professional standards wherein an audit committee may retain a forensic accounting team from the external auditor’s firm. Considerations in choosing this option include timing, knowledge of the company’s accounts, systems, personnel, and industry specifics. 
Relying on a forensic team from the external auditors has an added benefit: the audit firm and hence its forensic accounting team are independent, whereas the other immediately available resources such as the internal audit team or the company’s general counsels’ office is not. 
iii. What are the objectives of internal auditors in forensic investigations?
Internal auditors bring a great deal to the table when there are concerns about financial fraud. However, most internal audit groups do not have a subgroup of forensic investigators. As such, outside forensic investigators are typically hired to assist internal audit conduct investigations. Teaming with internal audit enhances both the efficiency and effectiveness of the investigation: internal audit knows the company and its personnel and systems better than outside forensic investigators, which causes the investigation to be more targeted.
Internal Audits Role in fraud investigation :
(i) Help management to identify critical indicators of fraud schemes 
(ii) Evaluate gaps in internal controls during the progression of fraud reviews/investigations 
(iii) Conduct ad -hoc forensic accounting investigations 
(iv) Support the Chief Audit Executive to ensure appropriate communication about fraud issues addressed by IA to the Board, the Audit Committee and others.
While it is ideal to work with internal audit in conducting investigations, it is important that a number of factors (explored later) be considered by those assigned the responsibility of conducting an internal investigation—usually the audit committee.
Internal auditors operate in a network with other key players: management, the board, external auditors, forensic accounting investigators, legal counsel, and security personnel of various kinds. For purposes of fraud detection and the proper conduct of a fraud investigation, knowledgeable cooperation among internal auditors, forensic accounting investigators, and in-house legal counsel is essential.
When should internal auditors alert management and legal counsel that a fraud is suspected and call in forensic accounting investigators to investigate? The answer depends on many factors: management’s policy, the skill sets and experience of the internal audit team, legal counsel’s policy, and the emerging set of best practices
All internal audit units must grapple with the issues of independence and conflict of interest. The auditors cannot fulfil their obligations without independence of mind and action, but the types of work they perform call for coordination with operational management. This is a balancing act, and it can often generate tension.
The internal auditors usually bring to the investigative team :
• Core skills in auditing. Collecting and corroborating documentation, sampling, interviewing, and testing and analyzing data;
• Core skills in project management. Planning, scheduling, document management, creating audit steps (including follow-up), managing issue resolution, and recording and communicating results
• Knowledge of the company and systems. Organizational structure, how transactions take place, how errors are likely to evidence themselves, and the strengths of the company’s people, systems, and processes With these competencies, the internal auditor is very well positioned to obtain background information on people, systems, and processes. Past audits may provide insight.
The auditor is a valuable team member in collecting data or serving as an adviser to the forensic investigators on matters of approach, specific issues that come to light, and potential follow-up actions. At the same time, all parties should acknowledge that normal auditing protocols do not apply. Sending out announcements of visits and advance requests for documentation may not be consistent with the objectives of a forensic accounting investigation. The internal auditors’ cumulative knowledge of the company can be a powerful frontline force in detection and deterrence. However, that knowledge of the entity can cut both ways: as an efficient jump start or as a set of assumptions that may hinder objective investigation.
The internal auditor may have a variety of objectives, including not alienating management, staying on schedule to complete the annual audit plan, and not opening the internal audit team to criticism. The internal audit team may also feel embarrassed, angry, and defensive that it did not detect the wrongdoing.

iv. What is the role of forensic accounting investigators when working in a forensic
team?
Forensic accounting investigators can make significant contributions to a financial crime investigation, provided that they can work effectively with the company’s internal and external auditors, as well as with other constituents involved in resolving allegations or suspicions of fraud. In addition to a thorough knowledge of accounting and auditing, the forensic accounting investigator brings to bear a variety of skills, including interviewing, data mining, and analysis.
Some auditors assume that auditing more transactions, with the use of standard procedures, increases the likelihood that fraud will be found. While this can prove to be true in some cases, when there is suspicion of fraud the introduction of competent forensic accounting investigators may be more likely to resolve the issue. This explores how forensic accounting investigators can work effectively with internal and external auditors and considers the interests of other parties to an investigation.
Forensic accounting investigators work in a highly charged atmosphere and often present their findings in forums ranging from the boardroom and the courtroom. Within the boundaries of an investigation, they typically deal with numerous constituencies, each with a different interest and each viewing the situation from a different perspective. These parties to the investigation may well attempt to influence the investigative process, favor their individual concerns, and react to events and findings in terms of individual biases. Forensic accounting investigators thus often have the task of conveying to all constituencies that the results of the investigation will be more reliable if all participants and interested parties work together and contribute their specific expertise or insight with truth-seeking objectivity. The forensic accounting investigator usually bears much responsibility for displaying and encouraging level headedness.
All parties with a stake in the process—management, audit committee, auditors, and legal counsel—should consider including forensic accounting investigators in the process of decision making about the investigation. One of the key decisions, usually, is the degree to which the forensic accounting investigators can work with and rely on the work of others—specifically, the internal and external auditors. Another common decision is whether forensic accounting investigators—with their knowledge of accounting systems, controls, and typical fraud schemes—may be added to the team that evaluates the organization’s business processes to strengthen the controls that allowed the fraud to occur.

2. How do forensic accounting investigators work with lawyers? (7)
The first person to be contacted when there is a suspected fraud is typically in-house
counsel. Depending on the apparent severity of the matter and its apparent location in the company, other internal resources to be alerted at an early stage, in addition to the board typically through its audit committee, may include corporate security, internal audit, risk management, the controller’s office, and the public relations and investor relations groups. Investigations usually begin with extensive conversation about who should be involved, and the responsible executives may naturally wish to involve some or all of the functions just mentioned.
Depending on the circumstances, the group of internal auditors can in fact be a tremendous asset to an independent forensic investigative team. As participants in the larger team, internal auditors’ knowledge of the company may improve both the efficiency with which evidence is gathered and the forensic team’s effectiveness in lining up interviews and analyzing findings. Main  advice  to client executives and in-house counsel is to engage an external team but to consider making available to that team the company’s internal auditors and other internal resources for any investigation of substantial size.
Forensic accounting investigators can expect to work with or for attorneys in a number of circumstances, including:
• Internal investigations with respect to accounting or reporting matters, generally triggered by: (i)  Anonymous tips; (ii) Audit committee concerns ; (iii) Internal audit concerns ; (iv)  External auditor findings
• Regulatory investigations such as investigations by the U.S. Securities and Exchange Commission (SEC)
• Tax authority subpoenas or inquiries
• Civil litigation such as contract issues, shareholder lawsuits, wrong full termination
claims,  and fraud recovery actions.
The number and kinds of attorneys are broad and varied. The forensic accounting investigator may work with: the general counsel for the company; special independent (external) counsel to the board of directors or the audit committee; attorneys for specific board or audit committee members; counsel for specific employees or groups of employees; civil or criminal counsel; counsel for personnel who may be under suspicion or who hope to avoid that unwanted designation; and still others. 
The attorneys may be positioned as client’s adversary or client’s advocate, or they may be positioned as independent. It would not be at all unusual to have attorney representation of the following groups in a typical  investigation:
• The audit committee of the board of directors
• The company, defending against a potential SEC enforcement action or a U.S. Department of Justice (DOJ) indictment
• Officers or employees of the company, especially those named as “subjects” or “targets” enforcement actions or investigations. Each could have separate counsel.
Each attorney serving a client in this roster generally has varying interests to protect, timetables to work against, and different views as to the significance of specific documents, interviews, and theories. The forensic accounting investigator should keep in mind these varying perspectives throughout the investigation in order to avoid unintentional sharing of privileged information, loss of confidential points of strategy, and the like. While lawyers must adhere to ethical and legal guidelines, it is possible to communicate information accidentally, especially when working in physical proximity or with the same documents and personnel.
Forensic accountants often work with lawyers on cases performing litigation support services. Thus, the forensic accountant must know the basic rules of the judicial system regarding evidence. Every fraud investigation should assume it is going to end up in court from the start. Then if it does, evidence will be forensic—effective for purposes in court. Ignorance on the front end could easily compromise evidence, impairing the ability of a victim to obtain the best outcome from a civil case, or a successful prosecution in a criminal case.

3. What is the importance of privacy in forensic investigations? And, which measures could be taken to achieve this? (7)
In gathering both physical and electronic documents, the investigative team may encounter privacy or other issues limiting its right of access to the data and/or its right to transport data across geographic borders. For example, in collecting desk files or computer files from employees, documents of an obviously personal nature, such as bank account records, may be encountered. In general, obviously personal material should be viewed as outside the scope of investigation and set aside until counsel’s advice can be sought as to the appropriate disposition. The laws of foreign countries also vary considerably with respect to privacy and may set limits on both the collection and transportation of data across borders. It may be improper to collect or transport to other jurisdictions employment data such as home address or national identity numbers such as social security numbers.
Some countries—as a basis for permitting transport of data—have laws that look to whether the receiving nation’s laws offer privacy protections equal to their own. For example, some countries, notably Switzerland, have special laws related to banking data. The Swiss bank secrecy laws make it illegal to transport bank account data or documents out of the country.
One significant and far-reaching example of privacy legislation is the Data Protection Act (DPA) enacted by the European Union. The DPA provides that anyone processing personal data must comply with DPA principles. The principles provide that data must be:
• Processed fairly and lawfully
• Processed for limited purposes and not in any manner incompatible with those purposes
• Adequate, relevant, and not excessive
• Accurate
• Not kept for longer than necessary
• Processed in line with the subject’s rights
• Secure
• Not transferred to countries without adequate protection
Corporate ownership of data and files related to employees’ personal information, or documents created by employees—e-mail, for example—may be protected by one or more privacy regulations. The Health Insurance Portability and Accountability Act of 1996 (HIPAA) regulations in the United States offer an example of such privacy regulations. HIPAA requires any entity that maintains health records for others (such as its employees) to keep such records private. HIPAA has forced many companies, especially hospitals and HMOs, to overhaul their records storage and retrieval systems and information security standards and policies.
The forensic accounting investigator should be generally familiar with such regulations, which provide, among other things, that under no circumstances should you avail yourself of medical information of any kind. Where you must be especially careful is in requesting personnel files: always ask the employers to remove any medical information before giving you a file. As a general rule, it is prudent to obtain clearance from counsel before attempting to gather any such evidence.
One key element of acquiring cyber evidence, or any other fraud evidence, is the legal policy known as expectation of privacy. This policy is actually associated with the right of the people to be secure in their persons, houses, papers, and effects against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probably cause, supported by oath and affirmation, and particularly describing the place to be searched, and the persons or things to be seized.
As it relates to fraudsters who commit fraud against the entity, expectation of privacy relates to that person’s office space and all of the things in it. As it relates to cyber forensics, that would extend to the employee’s computer, corporate cell phone (or similar device), USB drives, CDs, DVDs, external drives, and any other source of digital evidence. That is, if the employee has reason to expect his or her privacy is respected in the workplace, then a sudden search or seizure of that person’s effects, including the company’s technologies, could be a violation of that person’s expectation, or put another way, a violation of that person’s rights.
Therefore, any fraud investigation that includes the need to acquire sources of potential evidence, especially digital in nature, from an employee’s office space needs to first make sure there will be no violation of expectation of privacy. Generally speaking, that can be done in two ways. 
Firstly, the entity may be able to seek a search warrant.  If the suspected offense is a fraud, it may not be easy or possible to establish ‘‘probable cause’’ in the legal process of obtaining a search warrant. If the suspected offense is a violation of policies and procedures instead of a fraud or crime, a search warrant is not necessary.
Secondly, the entity could establish effectual policies and procedures before the need arises. Once the appropriate antifraud policies and procedures have been developed, which include an explicit statement that the employee should have no expectation of privacy over specified things in their office space or on their person, the entity should have all employees read it and sign it to officially recognize their willingness to comply. But the establishment of the appropriate policies and procedures, including a signature of the employee, might not be sufficient if acquiring evidence from a suspect’s workspace becomes necessary. For example, if the entity does not monitor the policy by occasionally checking employees at random, reviewing relevant objects in the employee’s workspace or person, then the employee who has been with the entity for many years, having never been checked, may still have an expectation of privacy. Therefore, the appropriate policy and procedure should be accompanied by an effective monitoring function, or at least take this into account in dealing with expectation of privacy.
One thing the entity can do related to cyber evidence is to incorporate a logon warning box. When employees log onto the network, a pop-up box could appear with wording similar to this one: “You should have no expectation of privacy in your use of this network. Use of this network constitutes consent to monitoring, retrieval, and disclosure of any information stored within the network for any purpose including criminal prosecution.”
The bottom line here is that the lead investigator needs to make sure the initial acquiring of potential cyber evidence does not violate the person’s  rights, and the person’s expectation of privacy.
It is the forensic accounting investigators’ responsibility to verify that they have a legal right to review a particular credit report and that privacy laws are not violated by this review. As evidenced in some cases, one of the risks is that the forensic accounting firm may be classified as a reporting agency, subjecting it to additional restrictions. It is always best to seek the advice of your client’s counsel for all credit and   background checks.
Ways can often be found to work within such data protection restrictions. For example, forensic accounting investigators might request data only from individuals who cannot be personally identified. Solutions can often be found that comply with the requirements of the legal environment. When an investigation requires the use of customer, staff, or other personal details, access to such data may still be possible. Each country or jurisdiction may have laws that protect privacy and even dictate whether computerized files can be removed from the premises or out of the country. A good practice is to always seek appropriate legal advice before attempting to acquire any personal data.
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