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ASSESSMENT 11.

Q.1 GIVE SHORT ANSWERS FOR THE FOLLOWING QUESTIONS:

I. What is Computer Forensics?
Computer forensics is the practice of collecting, analysing and reporting on digital data in a way that is legally admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is stored digitally. Computer forensics follows a similar process to other forensic disciplines, and faces similar issues.


II. Why are computer forensic engagements carried out?
Usually, computer forensic engagements are carried out for the following, but not limited, purposes: fraud prevention and detection control assessments; investigations and consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services; investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets.

III. Name some sources from which data can be retrieved.
Except for some tapes, data is mostly kept in digital formats which are readable by computers. Basically anything that can connect to a computer can transmit or receive data. The following are examples of such sources;
a) Laptop computers
b) Cellphones
c) Hard disk drives
d) Email
e) Mp3 players



IV. Explain the characteristics of a computer forensic analysis.
A systematic computer forensic analysis has the following characteristics:
a) Ability to apply sound and replicable methodologies.
b) Using practices that have been able to withstand challenges in the past.
c) Using software that is acceptable in the forensic profession.
d) Ability to apply methods that yield reproducible results.
e) Documenting everything comprehensively.

V. What are the benefits of data analysis?
The following are the benefits of data analysis; 

a) Reduction, and even elimination, of sampling risk.
b) Comparing relevant data from different sources and systems to show a fuller picture.
c) Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.
d) Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
e) Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
f) Identifying trends that are unknown to company personnel, consultants and forensic accountants.


Q2. WHAT ARE THE LEGAL FACTORS THAT SHOULD BE CONSIDERED BEFORE STARTING COMPUTER FORENSIC ENGAGEMENTS?

The following legal factors should be considered before a computer forensic engagement can be started;
a) Care should be taken that there a subpoena that allows collection of data?
b) Is counsel available to the engagement team under privilege?
c) Does the expert have the necessary qualifications and licenses to provide sound advice and able to withstand challenges?
d) Accustoming with the state law to find out if it is necessary for data to be collected and analyzed only by a licensed private investigator?
e) In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy and laws of the said country?
f) Does the forensic accountant or client have legal authority to gather the data?
g) Does the team know to whom the data belong, and are there any privacy concerns?
h) Is the scope of the examination limited to relevant data?
i) Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?



Q3. WHAT TOOLS ARE USED BY FORENSIC ACCOUNTS FOR DATA ANALYSIS?

The following tools are used for data analysis by forensic accountants;
a) Basic Productivity Software
Examples are the Microsoft Office suite. Intermediate or advanced skills in these programs is important

b) Microsoft Office Add-On Analysis Software
Active Data and Topcaats are add-ons that can be used to increase the effectiveness of the Microsoft Office suite programs. Beginner Data analysts can use these programs to sharpen their skills.

c) Data Analysis Software
IDEA and ACL are Comprehensive data analysis programmes that support various investigative activities such as converting multiple electronic formats into a single format for easy comparison and to allow more data to be analysed easier and faster.

d) Specialty Software
This is special software, like SPSS, WizSoft, Qualys and SAS, that was developed for special functions to facilitate advanced data analysis inquiry or special investigative purposes like data mining, security and access analysis.



Q4. WHAT IS A CHAIN OF CUSTODY FORM? WHAT TYPE OF INFORMATION DOES THIS CONTAIN?

A chain of custody form is a document that will be used to identify a device that was used during the investigation process. It contains the following;

a) Details of all the people who collected or provided the device and it has to be signed by the said people. 
b) The exact physical location of the device, including the address and office number.
c) Details of the device including description, serial and model number, make and device condition.
d) Date and time of collection or access
e) Where devices have markings, the details of the markings should be noted and a signature must be sought from the person who did the markings. Care should be taken so as not to damage the device. The form should also remind the handlers that antistatic wrappers should always be used to wrap the devices before transportation in order to avoid loss of magnetic media and to make sure that all packages are sealed in tamper-proof wrapping.
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