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Question 1 – I – What is the difference between proactive and reactive investigations ? 
Proactive is defined as “a person or action creating, or controlling, a situation rather than responding to after it has happened.”
Reactive is defined as “showing a response to a stimulus” or “acting in response to a situation, rather than creating or controlling it.”
A proactive investigation therefore is one that has been initiated before any fraud has been reported. It may be initiated based on a suspicion, or as a result of something arising from an audit or other investigation. The advantage of a proactive investigation is that generally there is more time to plan and investigate. However, the investigator also needs to be aware of the risks e.g. defamation charges if the suspicion proves incorrect, charges by the suspected perpetrator of entrapment or the suspected perpetrator becoming aware of the investigation before any evidence has been gathered.
A reactive investigation is one that is initiated as a result of a tip, a compliant or evidence of fraud discovered during the course of an audit. As a result there is generally more evidence that fraud has been committed, however, equally there is generally more pressure to respond and take action faster.
The investigative approach is likely to differ depending on whether it was initiated proactively or reactively.
 
Question 1 – II – Outline the major goals of an investigative plan.
Once an investigation has been initiated the investigator, and the client, need to agree the overall objectives of the investigation e.g. does the client want the perpetrator to go to prison for their crime or do they simply want enough evidence to quickly, quietly and efficiently remove a senior executive from the organisation. These objectives, or outcomes, once clearly agreed between the parties, will influence how the investigator approaches the case, and therefore the key elements within the investigative plan.
By its nature financial crime often involves large quantities of data and / or documents. It is therefore very easy for the investigator to get buried under the sheer volume of this information and to loose sight of the ultimate goals of the investigation. A strong, but flexible, investigative plan can help to avoid this. A good investigative plan has three major goals -:
i. Focus – A strong plan will ensure that the investigation remains clearly focussed on the ultimate goals of the investigation; leading the investigators to focus on the evidence required, eliminating duplication of effort and not ignoring leads that could support the successful completion of the investigation.
ii. Control – Most business processes cross over multiple areas of a business and as a result it is very easy for an investigation into financial crime to also spread out over much of the organisation. During the investigation other issues may very well be brought to light and if not careful the investigator will quickly loose control. A strong plan recognises the risk of investigation “creep” and helps the investigator to manage it and to make its impact less catastrophic.
iii. Adaptability – Often when an investigation is initiated, the investigator has limited knowledge as to the full scope, or extent, of the fraud. As a result the investigation will constantly evolve, and change, as more information comes to light. If the plan has not been developed with the flexibility to adapt to these changes then it can quickly de-rail, requiring the investigator to waste time and resources in re-evaluating, and re-working, the plan.  
Q1 – III – Briefly describe the stages involved in preparing an investigative plan.
Once the investigation goals, and outcomes, have been agreed the investigator will have a better understanding of what will be required to successfully deliver those outcomes. The preparation of an investigative plan is a key tool in helping the investigator to ensure that they have the required resources, as well as an agreement as to what is expected to be delivered, and when.
The plan should articulate the scope of the investigation, which will be impacted by the desired outcomes e.g. if a criminal conviction is a desired outcome the plan must cover the key activities required to meet the burden of proof in a court of law. The scope will help to identify the potential sources of evidence e.g. the use of existing company documents or witnesses, versus having to undertake a more in-depth investigation e.g. surveillance, to discover the required evidence. This process will help to define the quantum, and skill set, of the required investigative team e.g. will there be a requirement to hire specialist, external, experts. Identification of the potential sources of evidence will also help to identify where the evidence is located e.g. locally or internationally / paper based versus computer based, as well as the potential timeframe required for locating, and analysing, the evidence.
Depending on the nature of the investigation considerations such as confidentiality and the need for experts to sign confidentiality agreements, management of the media, communication with staff who need to be interviewed as part of the investigation, the how and when of progress reporting to the client etc. may also need to be considered as part of the investigative planning process.
Once the above has been completed the investigator is in a position to develop, and present-:
i. A Personnel Plan i.e. an outline of the internal, and external, people resources required to deliver the required outcome.
ii. A Technology Plan e.g. access rights to the company computer system and ensuring compatibility with the IT resources utilized by the investigator, through to the requirement to hire high-tech surveillance equipment.
iii. A Financial Plan i.e. an investigative budget for all the above resources, which will take into consideration the expected time frame for the investigation.
Finally the investigative plan should also include a risk assessment e.g. the potential impact on the financial plan if potential evidence is discovered, which requires the input of an expert currently not budgeted for.
Before initiating the investigation the investigative plan should be reviewed, and agreed, with the client.   

Question 2 – Describe the three main areas of the intelligence gathering process.
Intelligence can be defined as -:
i. “Information that is capable of being understood.
ii. Information with added value.
iii. Information that has been evaluated in context of its source and reliability.”
i.e. information plus evaluation equals intelligence.
Intelligence gathering is essentially an iterative process, within which information is collected and evaluated, authenticated, collated with other data, used to develop hypothesis and analyzed to either prove the hypothesis or to force more information to be gathered. It can be a crucial success factor within any investigation.
The sources, tools and techniques adopted within the intelligence gathering process will differ depending on the nature, scope and goals of the investigation. However, three main areas of focus are surveillance, database searches and trash collection.
i. Surveillance – This involves the close observation of the behavior, or activities, generally of the suspected perpetrator. It can involve the use of technology e.g. camera’s, wire taps etc. or people following the suspected perpetrator, or close associates. Surveillance can provide useful evidence e.g. of a person living beyond their means but it can also be expensive and may only serve to point the investigator in other directions, rather than providing solid proof of a financial crime.
ii. Database Searches – In an increasingly digitized age more and more information can be found in either public or private databases. Depending on the nature of the crime searching social media sites on the web e.g. Facebook, Instagram etc. can be extremely useful to gain an insight into the lifestyle and activities of the suspected perpetrator. When searching databases the investigator needs to be particularly aware of the cost versus time dynamic e.g. a public database is a cheaper source of data but is generally a more time consuming source. They also need to be aware of the risk of information overload and the resulting inability to “see the wood for the trees.”
iii. Trash Collection – While generally not a pleasant activity searching the trash of a suspected perpetrator can often generate useful sources of information, as people are often careless about what they throw away. More and more businesses are becoming aware of this method of obtaining information and therefore insist that staff shred important, or confidential, company documents. However, few people adopt this practice at home. Nonetheless the investigator needs to be cognizant of the individuals right to personal freedom and privacy. 
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