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Fraud Detection Techniques

1. Give short answers for the following questions:                                                      (12)

i. Explain the term ‘fraud risk factors.’
Answer: 

Fraud risk factors are the factors accelerating committing of fraud to organizations and employees. Fraud generally occurs when three conditions are present:

a) Management or employees have an incentive or are under pressure.

b) Circumstances exist that provide an opportunity for fraud to be perpetrated.

c) Individuals involved are able to rationalize committing a fraudulent act.

The following are examples of fraud risk factors

a)  Fraudulent Financial Reporting Risk Factor
b) Incentives/Pressures Factor
·  Financial stability or profitability is threatened by economic, industry, or entity operating conditions, such as (or as indicated by):

· Excessive pressure exists for management to meet the requirements or expectations of third parties due to the following:

· Information available indicates that management or the board of directors’ personal financial situation is threatened by the entity’s financial performance arising from the following:

· There is excessive pressure on management or operating personnel to meet financial targets set up by the board of directors or management, including sales or profitability incentive goals.

c) Opportunities Factor
d) Attitudes/Rationalizations Factor
Risk factors reflective of attitudes/rationalizations by board members, management, or employees that allow them to engage in and/or justify fraudulent financial reporting may not be susceptible to observation by the auditor. Nevertheless, the auditor who becomes aware of the existence of such information should consider it in identifying the risks of material misstatement arising from fraudulent financial reporting.

For example: auditors may become aware of the following information that may indicate a risk factor:

e) Misappropriation Of Assets
For example, adverse relationships may be created by:

· Known or anticipated future employee layoffs;

· Recent or anticipated changes to employee compensation or benefit plans; and

· Promotions, compensation, or other rewards inconsistent with expectations.

ii. What control mechanisms could be adopted against corruption?

Answer:

Corruption is the use of public resources for private gain. Corruption is an opportunist behavior aimed at producing benefits for individual or group at the expense of society.  Corruption can be measured by corruption Index(CPI), which ranks countries based on how investors, political and risk analysts, and the public perceive levels of corruption.

The following are some measure against corruption
· Examining the incentives and rules that regulate socio-political interaction of society and change those incentives if they are flawed.
· Promote good governance that is accountable, transparent, honest, participatory, guarantees economic freedom, rights of individuals to freely exchange and contract, based on well secured property rights by law.

· Move forward with constitutional reforms with constitutional limits on government officials to prevent abuse of power,  guarantee economic freedoms, and to controls negative incentives. A clear delineation of political/public  activities from private economic activities is necessary

· Traditional ways of controlling corruption includes: societal, legal, market, and political. Traditional: civil society norms, vigilance, education. Legal: Control through laws, courts, police, media. Market Strategies: reduce state control of markets- change incentives against corrupt behavior and Political: Government decentralization, raise opportunities for citizen participation and liberalization

Corruption can defined or  explained by : Poor Performance of a public duty and deviations from the rules that regulate civil servants. A public servant can be corrupt if the his performance sacrifices the principal (citizens) for his own benefit. Corruption in Africa is understood in practical terms such as: theft of public resources by civil servants, embezzlement, illegal extraction of public resources, nepotism, favoritism, bribery, etc…
iii. Outline the main benefits of using analytic procedures in an audit process.

Answer:

Analytical procedures consist of ‘evaluations of financial information through

analysis of plausible relationships among both financial and non-financial data’.

They also encompass ‘such investigation as is necessary of identified fluctuations

or relationships that are inconsistent with other relevant information or that differ

from expected values by a significant amount’. A basic  premise underlying the application of analytical procedures is that plausible relationships among data may reasonably be expected to exist and continue in the absence of conditions to the contrary.

The following are  benefits of using analytic procedures in an audit process:
· Substantive analytical procedures play an important part in a risk-based audit approach.

· Properly designed and executed analytical procedures can allow the auditor to achieve audit objectives more efficiently by reducing or replacing other detailed audit testing.

· The effectiveness of analytical procedures depends on the auditor’s understanding  of the entity and its environment and the use of professional judgment; therefore, analytical procedures should be performed or reviewed by senior members of the engagement team.

· It is vital that the analytical procedures be sufficiently documented to enable an experienced auditor, having no previous connection with the audit, to understand the work done

Analytical procedure involves the analysis or relationship between:-

a) items of financial data, or between items of financial and non-financial data, deriving from the same period; or
 
b) comparable financial information deriving from different time periods to identify consistencies and predicted patterns or significant fluctuations and unexpected relationships, and the results of investigation
iv. What are the common rationalizations for a fraudster, which tempt him to commit fraud?
Rationalization involves reconciling unlawful or unethical behavior. Rationalization for fraudulent financial reporting. for example “Saving” a company. Rationalization for asset misappropriation involves  mistreatment by the company  and a sense of entitlement by the individual perpetrating the fraud. The person committing the fraud frequently rationalizes the fraud. Rationalizations may include, “I’ll pay the money back”, “They will never miss the funds”, or “They don’t pay me enough. 
Some common renationalization are as follows:
· They owe it to me.
· I’m only borrowing the money.
· Nobody will get hurt.
· I deserve more.
· It’s for a good cause.
· We’ll fix the books as soon as we get past this little financial problem.
· It’s for my sick child
v. Outline the important points to be considered when evaluating fraud risk factors.

Answer:

There are seven important steps involved in evaluating fraud risk factors, namely:-
Step 1: Audit team discussion  (“brainstorming”)

· Objectives of Brainstorming are:
· Gain understanding of:-
· Previous experiences with client

· How a fraud might be perpetrated and concealed in the entity

· Procedures that might detect fraud

· Set proper tone for engagement

· Discussions should be ongoing throughout the  engagement

Step 2: Identify information necessary to assess fraud risk factors

This step includes:-

· Inquiries

· Management

· Audit committee

· Internal auditors

· Others

· Planning analytical procedures

· Net income to cash flows (total accruals to total assets)

· Days sales in receivables

· Gross margin

· Asset quality index 
· Sales growth index

Step 3: a. Identify and b. Assess fraud risk factors:-

Identify Risk Factors Related to Fraudulent Financial Reporting includes Assessing Management’s characteristics and influence, Industry conditions and Operating characteristics and financial stability while assessing fraud risk factors includes  analysis type of risk  Significance of risk Likelihood of risk, Pervasiveness of risk and Assess controls and programs. 
Step 4: Respond to risk assessment

By responding to risk assessment, the analysis involves analysing
· Overall effect on audit

· Assignment of personnel

· Choice of accounting principles

· Predictability of auditing procedures

· Examination of journal entries and other adjustments

· Retrospective review of prior year accounting estimates

· Extended procedures

· Surprise inventory counts

· Contract confirmations

Step 5: Evaluate audit evidence

In evaluating audit evidence the following points are considered

· Discrepancies in the accounting records.

· Conflicting or missing evidential matter.

· Problematic or unusual relationships between the auditor and management.

· Results from substantive of final review stage analytical procedures.

· Vague, implausible or inconsistent responses to inquiries.

Step 6: Communicate fraud matters 

· Evidence that fraud may exist must be communicated to appropriate level of management.

· Sarbanes Oxley: Significant deficiencies must be communicated to those charged with governance.

Any fraud committed by management (no matter how small) is material

Step 7: Document fraud matters
· Discussion of engagement personnel.

· Procedures to identify and assess risk.

· Specific risks identified and auditor response.

· If revenue recognition not a risk—explain why.

· Results of procedures regarding management override.

· Other conditions causing auditors to believe additional procedures are required.

· Communication to management, audit committee, etc.

vi. Analytic procedures are used throughout the audit process for three primary purposes. What are they?

Answer:

Analytical procedures use comparisons and relationships to assess whether account

balances or other data appear reasonable Types of analytical procedures are:

a) Compare client and industry data.

b) Compare client data with similar prior period data.

c) Compare client data with client-determined expected results.

d) Compare client data with auditor-determined expected results.

e) Compare client data with expected results, using nonfinancial data.

However analytic procedures can also be classified as:

· Simple Trend Analysis (of one account)
· Ratio analysis
· Trend Analysis
· Comparative Analysis
· Common-sized analysis
· Reasonableness tests
 The table below summarizes timing and purpose or objective of analystical procedures
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2. ‘Circumstances may exist that create opportunities for management or other staff to commit fraud’. Discuss                                                                                                               (5)

Answer:

Management establishes the strategies and processes followed by the client’s business. Governance includes the client’s organizational structure, as well as the activities of the board of directors and the audit committee. Employee fraud is the use of fraudulent means to take money or other property from an employer. It consists of three phases:   (1) the fraudulent act, (2) the conversion of the money or property to the fraudster's use and (3) the cover-up
The following re some of the so called employee fraud Red Flags

Observation of changes in a person’s habits and lifestyles may reveal some red flags. Fraudsters may exhibit these behaviors: 

· Experience sleeplessness

· Drinking too much

· Take Drugs

· Become irritable easily

· Can’t relax

· Get defensive 

· Can’t look people in the eye

· Sweat excessively

· Go to confession

· Find excuses and scapegoats for mistakes

· Work standing up

· Work alone

· Work late frequently

The following figure classifies the fraud elements
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a) A motive is some kind of pressure a person experiences and believes to be unshakeable with friends and confidants

· Actual or perceived need for money (Economic motive) 

· “Habitual criminal” who steals for the sake of stealing (Psychotic motive) 

· Committing fraud for personal prestige (Egocentric motive) 

· Cause is morally superior, justified in making others victims (Ideological motive) 

b) Opportunity element

An opportunity is an open door for solving the unshareable problem by violating a trust.

· Weak internal controls

· Circumvention of internal controls

· The greater the position, the greater the trust and exposure to unprotected assets

c) Rationalization element 
When people do things that are contrary to their personal beliefs – outside their normal behaviour – they provide an argument to make the action seem like it is in line with their moral and ethical beliefs.

· Some of the most frequent rationalizations are:

· I need it more than the other person.

· I’m borrowing the money and will pay it back.

· Everybody does it.

· The company is big and will never miss it.

· Nobody will get hurt.

· I am underpaid, so this is due compensation

· I need to maintain a lifestyle and image.

3. SAS 99 suggests that key sources for the identification of fraud risk factors are inquiries of Management,’ in this context which type of questions should an auditor ask the management?                                                                                                                      (5)

Answer:
Statement on Auditing Standards (SAS) Number 99, entitled Consideration of Fraud in a Financial Statement Audit. SAS 99 has the same title as its predecessor, SAS 82, but the new standard is much more encompassing than the old. For instance, SAS 99 emphasizes brainstorming fraud risks, increasing professional skepticism, using unpredictable audit test patterns, and detecting management override of internal controls.

Case Study                                                                                                                                 (8)

A man was on remand in prison having been charged with drug dealing. No drugs were ever found and the evidence against him was simply that he owned a number of properties but worked as a cleaner in a local factory. The implication was that the property purchases could only have been funded from the proceeds of crime. The man denied this. A forensic expert was instructed to review the man’s financial affairs and explain how the man funded his lifestyle. The expert made a detailed review of the man and his family’s financial affairs, starting at the time he bought his first property. The records explained the sources of all the funds used to buy the properties. It showed how

the man had used equity created through the legitimate purchase and sale of other properties to create his portfolio and support his family’s lifestyle. The court accepted this fraud investigation report in its entirety and the man was released from remand without charge.
i. What type of evidence do you think the expert would have gathered for his report?
Answer:

The expert investigated the financial statements of the man who was put in remand. The financial statements shows the cash inflows and outflows and the evidence can be seen from the bank statements. However the expert must have interviewed the man to find out if he has other sources of income and that he did not depend on the salary from employer to owner those properties
ii. Which documents could have helped the forensic expert in gathering evidence?
Answer:

Such documents like financial Bank statement and other legal documents indicating possession of properties legally must have been availed to enable to investigate write investigation report.
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