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1. i. A policy is a guiding principle used to set direction in an organization. This includes objectives and principles of an entity. On the other hand, procedures are a series of steps to be followed as a consistent and repetitive approach to accomplish an end result. These are organization’s actions taken to ensure that objectives are achieved.



ii. Techniques for increasing the perception of detection include:

· Surveillance

· Anonymous tips

· Surprise audits

· Prosecution

· Enforcement of ethics and fraud policies

· Catch me if you can!



iii. Internal auditors examine accounts and transactions together with the underlying infrastructure of accounting systems and built-in risk controls. They are responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Internal auditors play an important role in evaluating the effectiveness of control systems, and contribute to ongoing effectiveness.

If they identify a control deficiency, they recommend to management certain appropriate solutions. They are constantly on the lookout for inefficiencies and better ways to work, again making recommendations to management. They are also responsible for enterprise risk management. All these functions will put the internal audit function in a better position both in the detection and deterrence of fraudulent activities.



iv. The commanding or the directive approach is confrontational and authoritative, clearly stating that if someone steals, will be caught and fired from their job. The entity does little or nothing to prevent fraud in this approach. If a fraud occurs and is detected, management would simply fire the employee without prosecution of the fraudster. Management probably also would be shocked that someone would perpetrate a fraud against the entity.



v. A precautionary approach to fraud prevention involves the implementation of controls that are meant to deter fraud from the onset. This includes screening out potential fraudsters on hiring staff through background checks for previous criminal records and credit reports. Segregation of duties can also help mitigate risk to the extent that the management must override controls or people must collude in order to commit fraud is also a tactic used in the preventive approach. 

On the other hand a detective approach entails setting up strong accounting controls and an internal audit function to monitor transactions against potential frauds. The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits.



vi. Internal controls are processes, effected by an entity's board of directors, management, and other personnel, designed to provide reasonable assurance regarding the achievement of objectives relating to operations, reporting, and compliance.

Internal control consists of five interrelated components as follows: 

Control Environment 

The control environment sets the tone of an organization, influencing the control consciousness of its people. Control environment factors include the integrity, ethical values and competence of the entity's people; management's philosophy and operating style; the way management assigns authority and responsibility, and organizes and develops its people; and the attention and direction provided by the board of directors. 

Risk Assessment 

Risk assessment is the identification and analysis of relevant risks to achievement of the objectives, forming a basis for determining how the risks should be managed. Because economic, industry, regulatory and operating conditions will continue to change, mechanisms are needed to identify and deal with the special risks associated with change. 

Control Activities 

Control activities are the policies and procedures that help ensure management directives are carried out. They include a range of activities as diverse as approvals, authorizations, verifications, reconciliations, reviews of operating performance, security of assets and segregation of duties. 

Information and Communication 

Pertinent information must be identified, captured and communicated in a form and timeframe that enable people to carry out their responsibilities. 

Monitoring 

Internal control systems need to be monitored--a process that assesses the quality of the system's performance over time. This is accomplished through ongoing monitoring activities, separate evaluations or a combination of the two.

[bookmark: _GoBack]The following are some of the internal controls that can be adopted in fraud prevention activities

· Adequate authorization procedures

· Adequate documentation, records, and audit trail

· Physical control over assets and records

· Independent performance checks

· Monitoring of controls



2. There are several issues to be considered when developing a fraud policy. The first step is to define what constitutes fraud. If no definition is predetermined, employees may be confused, may misunderstand, or may disagree about what constitutes a fraud to the employer. In addition, an entity could find itself in litigation, where the definition would probably be subject to judge or jury interpretation, who also might not agree with a victim entity. For instance, if an employee ‘‘borrowed’’ the employer’s digital camera, makes pictures of his personal property, uses the entity’s computers to set up an account at eBay, and to manage that account to sell his stuff, and does so on company time. Might this be categorized as a fraud? Without a proper definition of fraud, a judge or jury would struggle to call it a fraud. However, if the entity had used the ACFE’s definition of fraud in its fraud policy and made all employees sign it to secure their agreement, there would be much less doubt regarding the term “fraud” in the courtroom. So the entity should determine what actions it would consider fraud and carefully craft a definition as a key part of the fraud policy. Issues to consider in defining fraud would include:

· Any dishonest or fraudulent act

·  Violation of fiduciary responsibilities

· Misappropriation of funds, securities, supplies, or other entity assets

· Unauthorized use of the entity’s assets; such as equipment for personal use, or computers used for personal gain

· Impropriety in the handling or reporting of money or financial transactions 

· Profiteering as a result of insider knowledge of entity activities

· Disclosing confidential and proprietary information to outside parties

· Disclosing to other persons securities activities engaged in or contemplated by the entity

· Accepting or seeking anything of material value from contractors, vendors, or persons providing services or materials to the entity. Exception: Gifts less than $50 in value

· Destruction, removal, or inappropriate use of records (paper or digital), furniture, fixtures, or equipment 

· Malicious activities directed at the entity’s computers, systems, or technologies

·  Any violation of a relevant illegal act

·  Any similar or related irregularity



The entity’s fraud policy should also include the methods management will adopt when irregularities are detected or suspected. It should include questions such as who, what, where, and when in connection with any tips or complaints that are received and to whom such tips should be reported. The policy should ensure that the anonymity of the person providing the tip is maintained. The policy should clearly specify how such reports should be investigated, in addition to avoiding the occurrence of false or mistaken accusations, thereby alerting the suspect that an investigation is underway. Special care should be taken not to disclose any information on the investigation or the status of the investigation unless it is authorized by the management or required for legal reasons.

The policy should identify what unit will have the primary responsibility to carry out a fraud investigation of any suspected fraudulent acts as defined by the policy. That unit could begin with internal audit, an ethics unit, a special unit, an external consultant, a forensic accounting firm, or a legal firm. All investigations should be properly authorized and the policy should identify who that is and how that will be done.

Management should consider addressing the repercussions a person will encounter if found guilty of violating the fraud policy. For instance, the entity should have some guidelines as to when it would pursue criminal prosecution, based on the amount of the loss, position of the employee, or whatever factors the entity believes to be key factors in pursuing prosecution. The same is true for civil litigation or termination of the employee. 

The policy may also need to address when an attorney would be involved, which may be best in the majority of the cases. It could be that the entity has an attorney on retainer or internal legal counsel in which case that person would be consulted on each investigation, either at the beginning or during the investigation. Because of the possibility that any investigation may end up in litigation, criminal or civil, the employment of an attorney early in the investigation is usually wise.

Other similar investigative issues to be addressed by a fraud policy would include what circumstances under which management would involve forensic accounting subject matter experts as consultants, or cyber forensic subject matter experts. Sometimes the best evidence is digital, or ‘‘hidden’’ in technology. Or the volume of data to examine is such that data mining tools and experts are necessary to develop competent, sufficient evidence that a fraud has, or has not, occurred. If it is possible one or more subject matter experts might be needed, the entity should identify possible candidates well before a fraud is discovered as these subject matter experts are often scarce and hard to find in cities other than the largest ones. Sometimes law firms have a certain forensic accounting firm they work with regularly, and that should be considered as well.

The policy should be communicated to all employees and, much like an ethics policy, should be signed by each employee to indicate his or her voluntary agreement to comply. For instance, a discussion of the fraud policy should be part of employee orientation upon beginning employment. It should be promoted and communicated in entity literature such as newsletters.
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