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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
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1.
i. What is computer forensics?
Computer forensic defined as ‘the use of scientifically derived and proven methods towards preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating of furthering the reconstruction of events. Computer forensics involve the process of determining any activity that place on a particular computer device and of restoring deleted and corrupted data. Computer forensics is an important part of fraud investigation as it determines the key players involved in the fraud the information possessed by those players, the time when they acquired that information, the documents to which those involved in the fraud had access, the actions they took, the people with whom they communicated and their efforts in order to hide their actions. Forensic accountants are able to make use of data such as internet history, lost or deleted files, web based emails, and logging and registry files in order to collect evidence of the fraud.
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ii. Why are computer forensic engagements are carried out?
The reasons for computer forensics engagements carried out are:
a. Fraud prevention and detection control assessments
b. Investigations and consultations involving bankruptcy
c. Advisory assistance for disputes such as family law
d. Valuation assistance, non- testifying privileged consulting
e. Damage calculations and expert services
f. Investigations on financial reporting and security investigations, regulatory compliance and misappropriation of assets.

Other than that,
g. Intellectual property theft
h. Forgeries
i. Inappropriate email and internet use in the work place
j. Industrial espionage
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iii. Name some sources from which data can be retrieved.
a. Company’s general ledge
b. Sales database
c. Profit & expense systems
d. User files
e. Network drives
f. Web logs
g. Building access logs
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iv. Explain the characteristics of a computer forensic analysis.
a. Has ability to apply sound and replicable methodologies.
b. Ability to use practices that have been able to withstand challenges in the past.
c. Able to software that is acceptable in the forensic profession.
d. Using methods that yield reproducible results.
e. Documentation of all events comprehensively.
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v. What are the benefits of data analysis?
According to ACFE, data analysis is the practice of assessing bodies of business data to identify potential indicators of fraud. The software most widely used for detecting and investigating fraud includes ACL, IDEA, Excel and Access. With the help of sophisticated, powerful software and technological ability, most accurate information can be analysed. The most accurate benefits of data analysis are:
a. Reduction, and even elimination, of sampling risk.
b. Comparing relevant data from different sources and systems to show a fuller picture.
c. Monitoring relevant data trends over periods of time, analysing fluctuating trends, and identifying false positives and potential risk factors. 
d. Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
e. Testing internal controls and organisational policies for their efficacy in indentifying weakness.
f. Identifying trends that are unknown to company personnel, consultants and forensics accountants.
Data analysis helps forensic accountants to electronically analyse manual journal entries and identify abnormalities and potential risk with the help of analytical tools. 
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2. What are the legal factors that should be considered before starting computer forensic engagements?
i. Is there a subpoena that allows collection of data?
ii. Is counsel available to the engagement team under privilege?
iii. Does the expert have the necessary qualification and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
iv. According to state law, is it necessary for data to be collected and analysed only by a licensed private investigator?
v. In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international policy? 
vi. Does the forensic accountant or client have legal authority to gather the data?
vii. Does the team know to whom the data belong, and are there any privacy concerns?
viii. Is the scope of the examination limited to relevant data?
ix. Does the team able to find information related to reported case?
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3. What tools are used by forensic accountants for data analysis?
Hardware and software assists forensic accountants and a computer forensics to do their job. There is a variety of software analysis tools used by forensic accountants. The forensic accountants should scrutinize extracted data for normalisation of fields and types of data, after deciding it is necessary to normalise or cleaning the data. Normalisation or cleaning up of data refers to the process of data standardisation in order that they might be analysed efficiency. Software such as Excel, Text Pad, and ASAP Utilities can aid the normalisation process. 

	Type
	Description
	Examples

	Basic productivity Software
	The forensic accountant would need intermediate or advanced expertise in the use of the product. They may use software used for other business purposes as well.
	Excel and Access

	Excel/Office Add-on Data Analysis Software
	Intuitive programs with user friendly utilities that leverage Excel and other Microsoft products in order to perform data analysis. They enable the users who are beginners in data analysis to experiment without incurring high training or implementation expenses. 
	Active Data, Top Caats

	Data Analysis Software
	Comprehensive data analysis programmes that support various investigative activities, such as converting multiple electronic formats into a single format that can be used.
	IDEA, ACL

	Speciality Software
	Special purpose software to facilitate advanced data analysis inquiry of special investigative purposes.
	Wiz soft, SAS and SPSS
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4. What is a chain of custody form? What type of information does this contain?

Chain of custody is the ability to give an accurate accounting in a court of law as to the manner in which evidence was acquired, maintained, transported, examined and also by whom, when, where and for what purpose. Chain of custody describes a process as testified to by an individual who offers real evidence in a ourt and can account for the evidence from the moment it reached his/her custody until it is offered as evidence in court. The main purpose of chain of custody is to prove that the integrity of the evidence has been maintained from seizure through production in court.  Chain of custody documents how the data was gathered analysed and preserved for production. This information is important, as electronic data can be easily altered if proper precautions are not taken. Documentation must be maintained throughout the life of the evidence and must be readily for review at any time. Every instance of contact with the data must be documented throughout the entire discovery process.
The chain of custody form contains:
i. Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
ii. The exact physical location of each device including the address and room number.
iii. Every device’s condition, description, make, model number and serial number.
iv. The date and time at which each device was collected.
v. Markings on the device including case/project number, item number and the initials of the person who has marked the device.
vi. Description of data collection procedures: List of tools for each procedure, outcomes of procedures and any problems encountered.
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