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1. Kindly find my answers below;

i. According to the U.S. Department of Justice, computer forensics is defined as “the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.” It involves determination of any activity that took place on a specific computer device and recovering of data deleted or intentionally corrupted, it helps in determining the key players involved in the fraud and the evidences which is needed to prove that the suspects involvements in the fraud.
ii. Computer forensic engagement helps to understand the objectives of the engagement. Computer Forensic engagements are carried out for the following purposes:
(a) Fraud prevention and assessment of detection controls;
(b) Investigation of bankruptcy declared by a company, 
(c) Advisory services for family disputes, valuation of assets or properties, determination of damages and other expert services; and

(d) Investigations on financial reporting, regulatory compliance and possible theft or misappropriation of assets;
(e) Advisory assistance for disputes such as family law, valuation assistance, etc.

iii. The following are the sources from which data can be retrieved;
· External hard drives
· Mainframes and servers

· Scanners
· General Ledger Books

· Sales Database

· Expenses Systems

· Network drives
· Storage device

· CDs & DVDs

· Data stored in “cloud”

· Scanners and copiers
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· Instant messengers
· Laptop and personal computers

· Fax machines
· User files

· Web Logs, etc.

iv. An efficient computer forensic analysis has the Following Characteristics: 
a. A sound computer forensic analysis should have the ability to apply sound and replicable methodologies. 
b. It has to use the practices that should have the ability to withstand challenges in the past.
c. This analysis should be made by using software’s that is acceptable in the forensic profession.
d. It has the ability to apply methods that could produce duplicable and verifiable results. The results produced through this method can be verifiable and can withstand scrutiny; and

e. It should have the ability to apply methods that yield reproducible results.
v. Data analysis is one of the important tools which helps to analyze the available data to find and evaluate unexpected differences: Some important benefits of data analysis are mentioned below;
a. Data analysis helps in identifying data very efficiently and also the extraction of specific high risk data from bulk data;

b. Data analysis reduces or eliminates sampling risk;

c. Data Analysis helps in evaluating the data trends over  specific period of time, analyzing fluctuating trends and potential risk factors; 

d. Data Analysis helps in analyzing data collected from different sources to draw a final conclusion of the full analysis.
e. Data Analysis facilitates testing of the internal controls and identify its weaknesses and strengths
f. Data Analysis helps in finding the data trends which will help investigation process. 
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2. Before starting computer forensic engagements, the following legal factors has to be considered;
a. Is there a subpoena that allows collection of data?

b. Does the client have legal authority to collect the data?

c. Does the expert have necessary licenses and qualification to provide sound advice?

d. In case where the data has to be collected internationally, is the engagement team aware of the laws pertaining to the international privacy?

e. Is there any privacy concern regarding the data collected?

f. Does the forensic accountant have legal authority to gather the data?

g. Is the scope of the examination limited to relevant data? 

3. The expert knowledge of below mentioned tools will help the forensic Accountant to analyze data more efficiently and quickly;
a. Microsoft office tools like Excel, Access, Outlook etc

b. Data analysis tools like Oracle Reports, Business objects.

c. Basic Productivity Software

d. Specialist software tailored for analysis purpose

e. Software to pull the historical data
4.             Chain of custody form is a chronological record form which has  the details of collection, custody, analysis, control, transfer and disposition of evidence for the investigation. Chain of custody form has the following below mentioned details:
a. Name(s) and Signature of person(s) who is providing the device and collecting device;

b. The correct specific location of each device, including the address and room number;

c. Important details such as, description, make, model number, serial number and condition for all devices
d. The device was collected at which time?
e. Marking Tags of the device for easier identification and filing or safekeeping.
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