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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
i. Investigations of financial crimes may be divided into two general categories: reactive and proactive. 
Reactive investigations occur as the result of victim/citizen-initiated actions, they are investigations result from external notification that a crime has occurred, in this investigation approach, investigator ‘’reacts’’ only after the crime has been committed.
Proactive investigations occur as the result of investigator initiated action ‘‘not basically as result of a victim/ citizen initiation’’, the investigator discovers the financial crime in progress independent of a victim report, it is ‘’internally’’ generated notification, result from the investigation process.
‘‘Investigations of financial crimes may be divided into two general categories: reactive and proactive. Traditionally, reactive investigations occur as the result of victim/citizen-initiated actions.’’
‘’Forensic Accounting and Fraud Investigation for Non-Experts’’

ii. Solvability factors refer to those characteristics of a case that indicate how successful the investigation is likely to be. Identifying and discarding unsolvable cases leaves more time and resources for those cases that have a higher probability of being investigated successfully. Solvability factors can be classified as weighted or un-weighted.
While weighted systems recognize that not all factors are as important in determining solvability, un-weighted factors do not assign any particular importance to individual factors. In other words, each factor is as relatively important as the next. 
‘‘Solvability factors are those characteristics of an incident that help to predict how successful an investigation will be. Unfortunately, not all cases are solvable. Whether in the private or public sector it is necessary to help identify those unsolvable cases as soon as possible. After the unsolvable cases have been identified they can be discarded, allowing more time for investigating cases with a higher probability of solution. Generally, there are two types of solvability factors, weighted and un-weighted.’’
‘’Forensic Accounting and Fraud Investigation for Non-Experts’’

iii. Goals provide a solid foundation for the investigation to progress. Therefore, if these goals are ill defined, poorly designed, or unrealistic, the entire investigation is likely to be conducted in a haphazard manner and the investigative plan may not be executed properly.
Developing a plan is the second task after defining the goals. It is almost impossible to conduct a financial investigation successfully without having a sound plan.
Financial crime investigations usually require a heavy load of information. Investigators may be buried under volumes of financial information if they do not have a sound plan to manage it. The plan must be strong but sufficiently flexible to accommodate changes during the course of the investigation. It is possible to manage the flow of information and control the volume of evidence with an efficient plan.

iv. A good investigative plan has three major goals: to maintain focus, control growth, and promote adaptability.
1- Focus: An investigative plan should be focused and consistent with the goals of the investigation. This implies that warning signs and leads are not overlooked, and that there is no duplication of tasks.
2 - Control: Financial crime investigations tend to get out of hand and multiply in terms of the information under consideration; therefore, it is very important to maintain control of the investigation. A carefully conceived plan helps manage investigations, and even though the flood of evidence and information is inevitable, a strong plan makes it less destructive for the investigation as a whole.
3 - Adaptability:  Financial investigations are ever evolving. They always grow, and sometimes even shrink, but they are constantly changing. Therefore, a good plan must be accommodating and flexible enough to adapt to these changes; otherwise, even a slight change will render the plan useless. The investigator will then have to hurriedly re-evaluate the plan, formulate a new one, or work with a temporary plan, which is never advisable. Changes in the circumstances surrounding the environment do not have to translate into changes to the whole plan, which is why the original plan must be adaptable.

v. Stages involved in planning an investigative plan could be describes as follow:
* Financial Planning Stage: Investigators should be fiscally responsible and conserve their resources through preplanning because money is always scarce regardless of whether the investigator is working for a private client or for the district attorney’s office. Therefore, compromises have to be made in order to minimize costs. The investigators need to identify potentially expensive issues beforehand in order to consider the alternatives while there is still time. Making important fiscal decisions under pressure is likely to involve spending more than necessary.
* Personnel Planning Stage: After determining the scope and direction of the investigation, the next step is to predict the number of personnel that will be needed to conduct the investigation efficiently. It is desirable to pre-plan for staffing requirements, especially in long and complex cases. Obtaining help from experts is one way of identifying important personnel positions. Sometimes, certain financial transactions and situations are beyond the ability of the investigator to fully comprehend; therefore, outside help can be important in these cases. Experts and consultants in the areas of accounting, securities and stocks, corporate governance and international financial transactions may be helpful to the investigation. In today’s high-tech age it is very common to face technological problems, especially those concerning computer-based information; therefore, an expert in the field of technology would be useful. It is simply unreasonable and impractical to expect a financial investigator to be able to handle all kinds of scenarios. Sometimes these scenarios are beyond the scope of the investigator’s expertise, which is why it is so important to invest in a diverse pool of experts. These resources will benefit the investigation when it encounters issues as varied as computer security, cryptography, proprietary software, etc.
* Technology Planning Stage: Investing in the latest technology is a necessity, especially as the world is undergoing a digital revolution and everything is becoming more computerized. Such investments, either temporary or permanent, must be carefully planned.
Short-term or temporary investments would include rental equipment, such as a high-tech surveillance camera to monitor the suspect’s activities. Long-term investments would include purchasing the latest computer software or upgrading the equipment.
While technological investments are usually pre-planned and evaluated with a cost-benefit analysis, short-term investments tend to be unpredictable.
Anticipating the technological requirements of a case means planning the expenditure on technology and evening out its impact on the overall budget of the investigation. Technological incompatibility, however small, can seriously hamper an investigation. Differences between computer operating systems of the investigator and the suspect, video encoding systems, electronic communication equipment, etc. may stop a simple investigation in its tracks. Although planning may not eliminate the possibility of technological incompatibility, it will definitely go a long way towards mitigating the impact of such a situation.
Finally, ‘’Murphy’s Law does exist. Although careful planning is essential to the successful completion of a complex investigation, some investigations defy all attempts to map out their destiny. Murphy’s Law is as active in the investigative realm as it is in everyday life and will invariably insinuate itself into your investigation.’’
‘’Forensic Accounting and Fraud Investigation for Non-Experts’’

vi. Intelligence-gathering can be categorized into surveillance, database searches, and trash collection. It is up to the investigator to add more techniques and tools, as the following three categories are only the starting point, See Fig 5.3


A) Surveillance: Surveillance of the suspect’s or victim’s actions may provide valuable information and uncover facts related to the following:
- Valuable assets (boats, cars, etc.) owned by the suspect or people close to the suspect.
- Banks and financial institutions.
- Homes, buildings and other real estate in the possession of the people relevant to the case.
Although these things are visible to everyone, they may not have traceable documentation; therefore, finding out about them early on in the investigation may help investigators in future negotiations.
Surveillance may also identify key acquaintances who might be summoned for interviews and questioning.
B) Database Searches: Data have a number of uses, ranging from tracking people to predicting their buying preferences.
Databases contain a vast amount of information without which the economy would be paralyzed. Every transaction that takes place in a market economy is stored as data somewhere. These transactions include using a debit card, having a driver’s license renewed, paying for goods or services with credit card, etc. Therefore, it is crucial that investigators access databases, analyze the information stored in them, and piece this information together in order to gain a clear picture of their target. Databases are divided into two categories: public and private.
Private databases: These are databases to which access is restricted. They may include both government and commercial sources. An example of a private database is a credit-reporting service such as Experian. Public databases: These are less speedy but also less costly than private databases. Nowadays, more and more information is being made public as many government departments are making their databases available on the Internet free of charge. For example, property and tax assessment records can be accessed easily through the county clerk’s office.
C) Trash Collection: This job can be unpleasant and degrading as it literally means searching through someone’s trash in search of information; most people will avoid it as far as possible. It is, however, a very effective information-gathering tool because people are usually careless about discarding receipts, documents, personal items, etc. Even though these things may not at first appear meaningful, they may make a lot more sense in combination with other evidence and information.
Although the courts are generally protective of an individual’s right to personal freedom and privacy, they still assume that this right does not extend to items that have been discarded. 
The investigator may not be held liable for intruding on someone’s privacy simply by searching through the trash, but he/she must still carry out this task with caution and avoid recklessness. The investigator must recognize the importance of where the trash has been placed before he/she starts to search through it. For example, if it is sitting behind a fence, in the garage or even in the driveway, the investigator may be held liable for intrusion because he/she has trespassed on someone’s property. If the trash is left on the street for the trash collector to pick up, then according to the Supreme Court the individual does not have the right to prevent anyone from looking through it. The investigator should bear these distinctions in mind before collecting the suspect’s trash.
Collecting trash and searching for information in it have long been valuable sources of evidence for journalists, police and investigators. Sometimes garbage may contain the one missing piece of evidence that is required to complete the whole picture. People usually leave traces of where they have been, what they have been doing, their purchases, evidence of the frauds they have conducted, etc. in their trashcans, which is why trash-collecting is considered a category of intelligence-gathering. 

a. Private databases:
 - Access is restricted to such types of databases.
- Can store a variety of crucial information such as data related to real estate, telephone listings… etc. 
- May include both government and commercial sources.
- Individuals might have access to private databases in exchange for a fee.
- Some information can only be accessed by law enforcement personnel for legitimate purposes.
- An example of a private database is a credit-reporting service such as Experian.

b. Public databases: 
- Less speedy but also less costly than private databases.
- Many government departments are making their databases available ‘’Public’’ on the Internet free of charge.
-  Access to property and tax assessment records is an example of public databases.
- Public databases are less convenience and have to be compromised with cost benefit. 
- The World Wide Web is the biggest public database in the world. It is an important source for investigators.

3. All investigations, from those involving murder to those focused on financial crime, go through similar stages. Investigations begin with initiation and then proceed towards planning, execution, prosecution and, finally, reflection.
Although non-financial crime investigations have their own set of challenges, financial crime investigations require more evidence and are more complex than most murder and non-financial crime investigations.
High volumes of evidence and complexity of the investigated financial crime, caused by the heavy load and high volume of information contained in the financial transactions that must be examined. Investigators may be buried under volumes of financial information.
Qualities and volumes of these evidences also depend on the solvability factors governing the case, solvability factors can be classified as weighted or un-weighted. Solvability factors related to financial crime investigations are equally important ‘’ Materiality threshold is not exist’’, no weights assigned to factors; therefore, all factors are equally important, this characteristic interpret the high volumes of evidence and the complicated theories of evidence related to financial crime investigations.
On the other hand, weighted systems separate the more solvable factors from the less solvable ones. They recognize that not all factors are equally important; for example, fingerprints found at the crime scene hold more weight than the existence of a witness.

3. Case Study

i. The accounting system devised by the owner seems to have some drawbacks in many aspects. System design, implementation and training associated are vital to a proper and well-functioning system. Due to the limited knowledge and skills of the owner, he supposed to consult accounting expert as well as computer expert in developing the system to successfully operate and produce accurate results.
Poor system controls and unclear segregation of duties could result in weak and inaccurate reports generated by such accounting system.
Usernames and passwords, typically, are forms of input controls, assigned username and password guarantee that only authorised personnel has to access to the accounting system or some of its’ areas, this controls also help achieving the separation of duties in regard to recording of financial transaction into the system and it will reduce the effect of manipulation.
Inadequate training could also result in poor performance and inappropriate results.

ii. Shortfall and cash discrepancies probably caused by wrong recording of the pub financial transactions, weak controls and poor training are the main reasons standing behind such mistakes.
Examples of wrong recording of financial transaction include duplication of recorded cash receipts, (debit cash account). Also it includes void, omit or ignore recording of bank deposits. Both mistakes have a negative impact on both bank and cash accounts. 
Unsecure safeguards, cash location and uncontrolled access to these areas, may lead to cash to disappear or to be stolen.
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