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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	QUESTION 1

i. What does an internal auditor do?

An internal audit can be defined as an independent appraisal established by management to review the internal control process. Normally the work of an internal auditor is to objectively evaluate and report on the adequacy of the internal control system pursuant for good corporate governance. In this aspect, the principal role of internal audit is to evaluate risk and to monitor the effectiveness of the internal control. The duties and responsibilities of internal auditors should focus on the following tasks:
a. Review of the both accounting and internal control system of the entity,

b. Review of the economy, efficiency and effectiveness of operations in the area coated by the audit itself,

c. Review the entity’s compliance with laws and regulations, i.e. the Code of Corporate Governance and the need to have an internal audit department within an organization,

d. Review the safeguarding of assets,

e. Review the implementation of corporate objectives through feedbacks and reports being periodically communicated to management,

f. Identification of significant risks and monitoring risk management policy and strategies; and

g. Maintain due care and professional skepticism while undertaking the above tasks. 

ii. How do forensic accountants work with external auditors?

The primary role of external auditors is to express an independent opinion on whether the financial statements having been prepared as a ‘true and fair’ view in line with accounting standards. Normally external auditors have a better understanding of a client’s business as compared to a newly appointed forensic accountant team. Therefore it would be a major advantage for forensic accountants to seek the help of external auditors during a fraud occurrence. In line with IAS 300, external auditors will outline their audit strategy and focus on the following areas namely during their engagement:

a. Terms of engagement – Agreement letter between auditor and client before starting the job,

b. The client’s history and background,

c. Risky areas identified, i.e. going concern issues,

d. The effect of IT on audit and client’s assistance,

e. Extent of involvement of internal audit,

f. Requirement of experts,

g. Setting materiality range, i.e. deadline for the audit and;

h. Reliance on internal control and staffing requirements. 

Therefore forensic accountants may tap on the following areas of work that would be covered by external auditors in their engagement. In this aspect, there should be a sense of trust between both parties as there may be some information that external auditors may not to be disclosed to management. In addition, forensic accountants would definitely want to investigate the working papers (IAS 230) prepared by external auditors, even if it could be acquired through legal assistance. Normally working papers means that the material prepared and retained by the auditor during the audit. It could be in the form of data stored on paper, or electronic form. Also, working papers should record facts at the time decisions are taken or conclusion reached. 

iii. What are the objectives of internal auditors in forensic investigations?

Internal auditors should periodically communicate through reports and reports on the strengths and weakness discovered in the internal control system of the company; and should back it with recommendations in case of loopholes, i.e. review whether the entity’s assets are well safeguarded to avoid misappropriation. In this aspect, internal auditors should guarantee the authenticity of their reports as these would be verified by both external auditors and forensic accountants. 

Similarly, internal auditors do need to establish an audit plan with an expected time-frame and the methods of testing (Test on Controls) they are likely to adopt. Further, this should be backed up through a genuine report that will be issued to management. Therefore from the forensic accountant’s point of view, understanding of the internal audit function to determine whether reliance can be placed on the internal control system would be crucial, i.e. this may avoid less documentary research. Also it would be a humiliation if the fraud was discovered following the investigation made of forensic accountant. Therefore internal auditors should undertake their assessments meticulously and independently as in the worst scenario, this could discredit the reputation of the audit department.

iv. What is the role of forensic accounting investigators when working in a forensic team?

It is extremely important that forensic accounting investigators demonstrate a sense of moral ethics and behavior while working for their clients, i.e. confidentiality – information should not be disclosed to third parties unless authorized to.  In addition, independence and professional skepticism should also be highlighted coupled with norms and principles pursuant to a recognized global body, ACFE, IFAC or ACCA.

Also forensic accounting investigators should track crucial evidence instead of formulating opinions. Normally before the start of an investigation, forensic investigators should be aware and list the implicated parties for the enquiry, i.e. outside parties could have a major influence on frauds or there could be the possibility of collusion. Further, investigators should evaluate the repercussion of the fraud, i.e. the total amount of loss the company has incurred due to this and its repercussion on its activities.

Lastly it is important that forensic accounting investigators proceed with a work plan to ensure that expected objectives are achieved, i.e. a time frame should be outlined to seal the investigation as if the enquiry becomes too lengthy keep suspects and documents may disappear.

QUESTION 2

How do forensic accounting investigators work with lawyers?

Over the past years there has been a growing confusion on whether forensic lawyers or accountants should lead investigations. Those in favor of forensic lawyers claim that lawyers would demonstrate professional and diligence considering their legal background. Also forensic lawyers are better experts into gather greater evidence and this would lessen the repercussion of any fraud occurrences upon the goodwill of their clients, i.e. loss recovery experts. However there are situations whereby both forensic accountants and lawyers work together throughout the course of an enquiry. Normally in-house counsels are the initial parties that are liaised with during frauds. Afterwards, the audit committee along with internal and external auditors would be the next involved parties. There are several situations whereby forensic accountant investigators should consult forensic lawyers, i.e. qualified opinions given by external auditors, concerns highlighted by the audit committee, required changes in regulatory structures (SEC), wrongful dismissals, lawsuits from shareholders or civil litigations cases. Usually the formation of engagements teams is extremely important especially in assets’ misappropriations cases, whereby board members may consult each other on the recruitment and selection of a panel of forensic experts, i.e. lawyers and accountants.

 There are certain duties and responsibilities that forensic accountants are expected to fulfill while collaborating with forensic lawyers. Firstly forensic accountants should clearly assist the investigation through a set of different skills, knowledge and expertise. Secondly they should possess sufficient experience with due regard to the robustness of internal controls as fraudsters may often attempt to exploit any the slightest of weaknesses. Thirdly the identification of potential suspects is extremely important as this will lead to interview sessions. In addition, in search of key evidence, forensic accountants should possess skillful interviewing expertise to extract essential information, i.e. proper body language and proper interview environment. Fourthly forensic accountants must demonstrate their experience in data mining, i.e. structured and unstructured data, based on the company’ s electronic communicating devices. In this aspect, the ability to evaluate all important financial transactions of the company pursuant to relative financial standards is essential; and the recoupment of non-financial information, i.e. from the public, is important as well. There may be factual situations whereby forensic accountants devise their opinions and formulate their own assumptions which could help forensic lawyers. In this context, since forensic accountants have more knowledge in documentation, i.e. analysis of financial reports, it would be wise for forensic lawyers to entrust themselves with the information provided. This would be crucial while lawyers are drafting their report and in this way, they may include the suppositions deducted by forensic accountants. A reconciliatory role is also expected from forensic accountants towards internal and external auditors as well as the audit committee.

QUESTION 3 

What is the importance of privacy in forensic investigations? And, which measures could be taken to achieve this?

The sensitivity of information is a crucial aspect that forensic investigators would need to consider throughout the entire course of their investigation. It is extremely important the factor of “confidentiality” is inculcated among the investigative team, in the sense, that there should be the slightest leakage of information to third parties. Normally leakages may alert fraudsters and they may retaliate by divulging further information or by completely disappearing from the crime scene. In addition, leakages may attract the attention of the media as well, who may portray and publish harmful information that may affect the goodwill of the concerned firm. Further upon publication of such information from the media, this may cause a growing affluence, i.e. in the case of a listed company, share prices may fall drastically, shareholders may withdraw their investments, suppliers could rescind their contracts and employees may resign as well. However there may be situations whereby information must be communicated to outside parties, i.e. regulatory bodies such as the SEC, IRS, IFAC and others. In this aspect, there should be proper communication and authorization among the forensic engagement team on the importance of privacy and to whom should information be disclosed if needed to.

Normally if a client hired a forensic team, the former would expect the team to conceal the situation and respect the privacy of the latter as well. Therefore there are several measures that should be undertaken by both parties. Firstly the client could issue containing terms and agreements over confidentiality issues to the investigative teams. Hence any negligence from the investigative teams would lead to the prescribed sanctions as illustrated into the contract, i.e. fines, lawsuits or jail. In this way, the investigation would be bona fide. Secondly, to prevent any information leakage, the client should employ a specialized investigative team rather than a debutant one. A team with greater experience would know how to deal with confidentiality issues based on its experience acquired. Thirdly the investigative team itself should carefully recruit all of its members based on their past records, i.e. if someone had been previously dismissed due to the divulging of information to a third party, that person should not be included in the team. Furthermore, the process of data mining would mean that important data would need to be carried out by the investigative team for further examination. Generally these data may contain sensitive information, which if left at the hands of an outsider, would lead to severe repercussions. Therefore such information should be electronically stored and backed-up with strong access passwords being given to some members of the investigative team. 

In addition, training should be given for continuing professional development (CPD) to team members with due regard to privacy issues. A major role of a forensic investigator is that he/she should penetrate the mind of the fraudster and should think like the latter. Therefore, all possible movements and tricks should be anticipated and countered. There may be situation whereby the fraudster may be aware of the presence of the investigative team and would therefore want to know about the actions of the investigative team, i.e. the fraudster may assign someone to watch over or could try to tape the phones of the investigative team and access their emails. Hence it is extremely important the system used by the forensic team is highly protected to avoid loss of data which could disrupt the course of the enquiry.
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