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1. Give short answers for the following questions: 

I. Name at least three technology based sources from where you can get fraud evidence.

Electronic evidence is valuable evidence and it should be treated in the same manner as traditional forensic evidence. This is the type of fraud evidence that is expected to be recovered from three technology based sources. 
The three sources of electronic evidence include;

a) Business and Personal Computers including desktops and laptops as well as network savers – Computers store a lot of data that may be helpful in an investigation. Further computers host email accounts that maybe used by the owners for communication hence contain information that can help an investigation.

b) PDA, Cell Phone & Digital Camera - Personal digital assistants, cell phones and digital cameras may store data directly to internal memory or may contain removable media. The information contained therein can assist in investigations of fraud.

c)  Storage Media - Storage media is used to store data from electronic devices. These items may vary in memory quantity. The two above sources might be linked to this third source because it is a storage repository.

The methods of recovering electronic evidence, whilst maintaining evidential continuity and integrity may seem complex and costly, but experience has shown that, if dealt with correctly, it will produce evidence that is both compelling and cost effective

II. How the modern technology has influenced fraud environment?

Efforts to establish sound information assurance programs are rapidly evolving due to increased connectivity, enhanced technology, and the continuous introduction of operating and application systems software. The information assurance practitioner is repeatedly faced with new challenges to keep up with these changes. In parallel, these changes in technology have greatly affected the role of investigators. Law enforcement investigations, civil litigation, private investigation, and corporate investigations are all affected. Regardless of, whether, if the situation is a criminal matter, civil matter, or a corporate internal personnel issue, investigators must be cognizant to fact that computers touch every facet of our lives. Technology has become one of the most important factors in the daily business dealings of entities, as a result of which technology has become the medium through which a lot of things are being transacted among them being fraud. To understand the potential impact and extent of computer-related crime, it is necessary to understand the following;
Connectivity - communications in computers is the ability to transfer messages between independent devices. Thus, to communicate, the computer devices must be connected. The increase in connectivity of information technologies has increased vulnerability to computer crime, i.e. the connectivity that facilitates the desired benefits facilitates the undesired crimes.
The Internet aggravates the risk as it opens the network up to anyone in the world with the knowledge and opportunity to commit computer fraud. Thus, for computer fraud to occur, all that is required is for one of these computer experts to become motivated to attack an organization’s computer. The greatest benefit of the Internet is the opportunity to connect, almost any time, from almost anywhere, to millions of computers around the world. The threat (and or risk) is the increased complexity in systems, attacks, and the ability to discern who did what, when, and how. Computer connectivity continue to take on new forms, i.e. Networks are now connected wirelessly, through a virtual private network, via (VPN) intranets and extranets, with numerous types of other networks and ‘‘clients’’ (devices to connect to a network such as a BlackBerry or Personal Digital Assistant [PDA]). Networks increase the vulnerability of computer systems by opening them to the Internet or external systems.  Information can be stolen by copying it through a workstation or by tapping	into communication mechanisms. There can be unauthorized entry through public telephone lines or Internet access. Data can be downloaded remotely to a nearly invisible flash drive. Once any undesired event occurs, the viral nature of computers means the impact can be exponential.
Concentration of Data - Data stored in computers is increasingly being considered an asset capable of affecting the transfer of money. Data transfers allow for monetary transactions to occur in a variety of ways, quickly, any time, and remotely. But data also has value in another sense because of its concentration. Although data are not a negotiable instrument (as is a bank check), they nonetheless have intrinsic value. Digitized objects constitute confidential programs, scientific data files, programs a company can sell for a profit, and confidential financial information. Computer systems collect and combine data from all departments within an organization. These data are processed and typically centrally stored. Centralization for security purposes can be advantageous for certain risks, but the location of data in one location makes data vulnerable to other risks. In some cases, simply by obtaining the appropriate password, excessive unauthorized access, or ability to override controls, a person can access any or all of a company’s financial data or other digital records. Data also suffers from physical loss due to human error or system failures, which can destroy records forever if a contingency plan is not in place or does not work.
Positions of Trust - By the very nature of their jobs, database administrators, programmers, and data entry clerks are in a position to manipulate records. A high degree of trust must be placed in the people in these positions, but the positions and people present a high degree of risk. For a fraud to occur, generally speaking, the person had to first be trusted. Many computer analysts and programmers are not knowledgeable about accounting controls or the general principles of internal control. Thus most systems are designed without adequate controls, usually because they are standardized, not customized to the organization’s structure and processes. 

III. What is computer crime?

A computer crime is any unlawful activity that is done using a computer. This definition can extend to traditional crimes that are committed with the machine, such as counterfeiting money, but it also includes more tech-savvy crimes, such as phishing or logic bombs. Using a computer in this way, a criminal may be able to conduct unlawful activity with more anonymity and may be able to get away with more before he is caught. 
Stalking, soliciting sex, and counterfeiting can all be considered computer crimes if a computer is used to commit them. These crimes can be committed with or without a computer, but they are only considered when the computer is used in the process of committing them. For example, if a criminal uses a graphic design program to counterfeit money, it could fall under this category, as would a person who cyber stalks another by using a computer to harass them. 
Computer crime is any crime that is committed with a computer over a network. The computer or network may be the target of the crime, or the computer may be the device utilized to carrying out other crimes. Many times, when a person thinks of this sort of crime, he thinks of the damage that can be caused by unauthorized access to a computer by a remote user, known as a hacker. These types of crimes can be costly and damaging, and hackers who have access to computers can change, delete, copy, or damage data. For instance, should a hacker get access to a personal computer, he may have access to bank accounts and credit card numbers. If the target computer belongs to a major company or a bank, company secrets as well as worker or customer personal information could be at risk. 
Another devastating type of computer crime is a distributed denial of service (DDOS) attack. In this type of attack, a hacker may first take control of several people's computers using a type of malware. Then the hacker sends a message to so-called zombie computers to send almost continuous requests to a view a target Web site. The Web site's server can only handle so many inquiries at once, so it either crashes or denies service to legitimate people trying to access the page. As a result, this attack can cause trouble for both the owner of the site and the person trying to view it.
The following are some types of computer crimes:
· Hacking or unlawfully accessing a computer system or network.
· Changing, damaging, copying or stealing software or data.
· Placing malware or a virus on a computer system.
· Launching denial of service attacks. 
· Using a computer for fraud or identity theft.
· Blocking someone's computer or network access.
· Using encryption to carry out a crime.
· Faking email source information.
· Cyber stalking, or stalking someone over the Internet.
· Stealing services or information.
· Stealing personal information (phishing).
IV. What is computer crime theory?

Computer crime theory is a theory of computer-related crime, which is similar to the fraud triangle but specific to computer. It entails understanding elements underlying the commission of computer crime, i.e. the motivations, opportunities, means, and methods behind computer fraud, a concept known as OMM. The theory provides an understanding behind the motives of the offender, the opportunities that will result is crime commission, the common means of committing the offences and the methods used.  Among the motives are Economic, Ideological, Egocentric and Psychotic. Over and above these there are also environmental conditions that also provide motives for computer crime and abuse.

V. List at least five different types of computer related crimes.

· Identity Theft - Thieves steal the typical physical items, credit cards or their data, or they steal login credentials for financial accounts, or even someone’s identity. There are various ways a criminal might steal someone’s identity, including data theft through cracking, excessive access, or social engineering, spyware, or sniffing (software programs that capture Internet messaging). The problem of identity theft continues to grow and will continue to grow into the foreseeable future. 

· Dumpster Diving – is the practice of looking for treasure in someone else's trash (Recycle bin). In the world of information technology, dumpster diving is a technique used to retrieve information that could be used to carry out an attack on a computer network. Dumpster diving isn't limited to searching through the trash for obvious treasures like access codes or passwords written down on sticky notes. Seemingly innocent information like a phone list, calendar, or organizational chart can be used to assist an attacker using social engineering techniques to gain access to the network.

· Masquerading - A masquerade attack is an attack that uses a fake identity, such as a network identity, to gain unauthorized access to personal computer information through legitimate access identification. If an authorization process is not fully protected, it can become extremely vulnerable to a masquerade attack. Masquerade attacks can be perpetrated using stolen passwords and logons, by locating gaps in programs, or by finding a way around the authentication process. The attack can be triggered either by someone within the organization or by an outsider if the organization is connected to a public network. The amount of access masquerade attackers get depends on the level of authorization they've managed to attain.
 
· Blackmail - Internet blackmail has been an area of high criminal activity, with targets such as online casinos, security and technology companies, and who knows what others, because victims generally do not report blackmail publicly. The mafia, street gangs, and swindlers have increasingly migrated to computer-based operations, and often use blackmail or other threats. Ransoms from these attacks have been reported in the millions of dollars. If this type of crime is encountered, one must seek the help of a technology specialist and a lawyer immediately.

· E-Mail Attacks - Criminals might use a variety of nefarious e-mail attacks, including spamming, spoofing, viruses, and spyware. Spam is unsolicited e-mail or junk e-mail. Spamming techniques can be used to clog an e-mail server to the point it locks up. One of the first so-called viruses was the Christmas Virus released into IBM’s computers. A Christmas card message was sent
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VI. What is cyber forensic?

Cyber or Computer forensics is the application of scientifically proven methods to gather, process, interpret, and to use digital evidence to provide a conclusive description of cybercrime activities.  Cyber forensics also includes the act of making digital data suitable for inclusion into a criminal investigation. Today cyber forensics is a term used in conjunction with law enforcement, and is offered as courses at many colleges and universities worldwide.

VII. What is the difference between public and private investigations?

Public Investigations - The public investigation is an investigation that involves a potential violation of an enacted law creating a potential for criminal prosecution. The potential criminal prosecution includes a law and accompanying criminal court procedures, as a result the investigation needs to be conducted in a compliant way to legal requirements and procedures. As an example, cyber forensic evidence will need to address the violation of the law and legal requirement to prove the criminal offense. 
The investigator will need to understand the constraints of custody of evidence, expectation of privacy, and other critical issues in a public investigation.
Custody of evidence includes knowledge of proper legal protocol for acceptable (i.e., forensic) evidence in the courtroom. Those rules of evidence affect the original capture of the cyber evidence, and all time between then up to and including the hearing of the case in court—what is called a proper chain of custody. 
Thus when sources of potential cyber forensic evidence are captured, the cyber forensic specialist (CFS) understands what can or cannot be done at the crime scene, and what steps or precautions must be done to preserve the potential evidence. The CFS understands the types of actions or things that will alter or damage the potential evidence according to the legal perspective. 
Secondly, there is the consideration of expectation of privacy. In a public investigation, there is the need for a search warrant; a search warrant will need to be obtained before the CFS begins to capture evidence.
While on the other hand In a Private Investigations in a private investigation, the investigation is not governed directly by an enacted law. The private investigation usually involves a potential violation of, or dispute regarding, the entity’s policies and procedures, or a crime such as fraud. In the case of the former, issues might include unacceptable e-mail activity, falsification of corporate data, discrimination, etc.
The cyber forensics investigator will need to understand the constraints and investigative requirements of evidence, expectation of privacy, subsequent litigation, and other issues which are different from those in a public investigation. However, in the case of fraud, one must be careful in conducting an investigation without regard to expectation of privacy because fraud is one type of private investigation that is a crime. Therefore, the investigation should consider expectation of privacy in a fraud investigation as a safeguard. Because of circumstances or evidence that develop during an investigation, private investigations can become public; that is, the victim may decide to pursue criminal prosecution or civil litigation, during or after the fraud investigation process. In these cases, the attorney or prosecutor often will not understand cyber and digital evidence well enough to present it in court without expert assistance. The CFS can provide value to the private investigation not only by gathering effectual cyber evidence to support the case, but by educating and assisting lawyers or prosecutors in providing a ‘‘plain English’’ explanation of the digital information.

2. Discuss in detail the motives that could work behind computer related fraud. 

Computer crime theory is based on four elements namely motivations, opportunities, means, and methods (MOMM). Thus the first two terms come from the fraud triangle.

The motives that could be behind computer related fraud include;

a. Economic motives - which states that perpetrators have money as a main purpose. Their goal is to secure a financial gain from the crime. The object of the fraud does not have to be money but something that can be converted into or exchanged for money.

b. Ideological motives are demonstrated when perpetrators feel compelled to seek revenge against someone or when they believe something is oppressing or exploiting them, not necessarily involving any economic motive. For example, acts of stealing classified information for foreign entities is often conducted for political and ideological reasons. Sabotage against computers by disgruntled employees is another example. Such criminals may think that computer technology threatens their economic and political survival or wellbeing, or may simply be seeking revenge.

c. Egocentric motives are those associated with egos, power, and pride. Most frauds include this motive to some degree. Young enthusiasts who seek the thrill of the challenge to commit computer frauds or crimes exhibit egocentric motives. 

d. Psychotic motives include a distorted sense of reality, delusions of grandeur or persecution, and exaggerated fears of computers. There have been few reported incidents of computer abuse where psychotic motives were attributed to perpetrators.

e. Environmental conditions might also provide motives for computer related crime and abuse. Both the internal environment of the firm that operates a computer and the external environment (the world or marketplace in general). Internal influences that can add to the motive for computer related crime and abuse include:  Work environment, Reward system, Level of interpersonal trust, Level of ethics in the entity’s culture, Level of stress (pressure for performance), Level of internal controls effectiveness, 
External motives for computer-related crime and abuse may be provided by the current morals and social values of society, competitive conditions in the industry, and economic conditions in the country or the world.

3. Outline the steps involved in cyber forensic investigations process.

[bookmark: _GoBack]In General the process of cyber forensic investigations consist of  identifying, preserving, analysing and presenting digital evidence in a manner that is legally acceptable, thus it involves the following steps:.

Identification - This is the process of identifying such things as what evidence is present, where and how it is stored, and which operating system is being used. 

Collection or extraction – from the identification phase the investigator can the devise the appropriate recovery methodologies, and the tools to be used.

Preserving - This is the process of preserving the integrity of the digital evidence, ensuring the chain of custody is not broken. The data needs to be preserved (copied) on stable media such as CD-ROM, using reproducible methodologies. All steps taken to capture the data must be documented. Any changes to the evidence must also be documented, including what the change was and the reason for the change. You may need to prove the integrity of the data in a court of law.

Interpretation or analysing - This is the process of reviewing and examining the data. The advantage of copying this data onto CD-ROMs is the fact that it can be viewed without risk of accidental changes, therefore maintaining the integrity whilst examining the evidence. 

Communication or Presentation - This is the process of presenting the evidence in a legally acceptable and understandable manner. If the matter is presented in court the jury, who may have little or no computer experience, must all be able to understand what is presented
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