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I. What does internal auditor do? 
"Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.

Internal Auditors' roles include monitoring, assessing, and analyzing organizational risk and controls; and reviewing and confirming information and compliance with policies, procedures, and laws. Working in partnership with management, internal auditors provide the board, the audit committee, and executive management assurance that risks are mitigated and that the organization's corporate governance is strong and effective. And, when there is room for improvement, internal auditors make recommendations for enhancing processes, policies, and procedures."
II. How do forensic accountants work with external auditors? 
Forensic accountants and auditors share some goals similar to traditional accountants and auditors. They have different roles, knowledge and skills. Forensic accountant investigations include identification of fraud. This is different from Certified Public Accountant (CPA) investigations that are not responsible for identifying fraud. Forensic accounting investigations include litigation services related to a variety of situations including the following: business purchases, valuation of divorce assets, property damage, lost profits due to embezzlement and other illegal acts, tax evasion, and money laundering schemes. 
III. Objectives of internal auditors in forensic investigations
Internal audit is an independent and objective assurance activity. It adds value and improves an organization’s operations. The internal audit function provides a disciplined and systematic approach to evaluating and improving an organization’s effectiveness over risk management, internal control and governance. Unlike financial statement auditing, internal auditing has a focus beyond the accuracy of the financial statements, to include efficiency and effectiveness, compliance with policies and laws, safeguarding assets and accomplishing objectives. 
IV. Role of forensic accounting investigators when working in a forensic team
Forensic accountants may assist the defense counsel in writing a Wells submission" - a document that explains to the SEC why an enforcement action should not be pursued against them. The submission may explain how the company's accounting complied with GAAP, or if it did not, why the error was immaterial or occurred due to good-faith errors in judgment. Following the Wells submission, forensic accountants may attend settlement meetings with the SEC, or if the case is litigated, testify as an expert witness in depositions or at trial.

CPAs and forensic accountants play a critical role in accounting investigations and serve the public interest by helping companies get their financial reporting accurate. It is important to point out that in an investigation, the various teams of CPAs and forensic accountants working for different parties are concurrently investigating the same allegations and transactions. As a result, CPAs will likely be examining the same evidence and conducting similar kinds of investigative work. However, because each team is working for a different party, each may potentially view the facts and circumstances differently and could draw different conclusions. This dynamic highlights a reality about corporate accounting investigations that there may be no clear answers concerning the allegations and transactions giving rise to many resolution possibilities.

2.  How do forensic accounting investigators work with lawyers
Due to the nature of their specialties, forensic accountants often generate business through relationships with attorneys, especially litigators. That means it’s crucial for these accountants to understand just what attorneys expect out of such a working relationship. 

Lawyers recognize the value of good forensic accounting and valuation services. Fallout from the Great Recession, along with increased government and regulatory scrutiny, have amplified the demand for these services. Whether it’s a complex lawsuit or an internal investigation, Lawyer regularly turn to accounting professionals who possess both the ability to analyze complicated financial data and the ability to persuasively communicate their results.

The decision to bring in a forensic or valuation accountant means that complicated financial issues are so crucial to a case that they justify the additional expense associated with such an expert. It also means that the lawyer gets to do something that is rare in the litigation world: Choose the witness who will testify or present on a critical issue. More often than not, a lawyer simply takes the witnesses as he or she finds them—for better or for worse. 

The complexity of litigation requires that a forensic or valuation accountant possess a unique set of skills. 

Financial competence is just the start
Possessing the requisite financial competence is a given. The accountant must be unquestionably qualified and able to assist the lawyer with the required analysis and investigation. This includes not only a thorough understanding of the financial principles at issue, but ideally, an understanding of the industry context in which those principles are being applied. 

Recognized professional certifications and other objective evidence of professional expertise can assist a lawyer in selecting the right expert.

Access to quality forensic analytics software and programming skills is also a plus. That’s because the amount of potentially relevant data available in litigation and investigation matters continues to grow—even though clients have become less tolerant of the associated costs.
As we evaluate a case, good lawyers will involve a trusted forensic or valuation accountant at an early stage. That helps streamline the process, both in terms of time and dollars spent, and maximizes the quality of the analysis.

Given the fluid nature of most litigation, forensic and valuation professionals should communicate early and often with lawyers to make certain everyone knows what needs to be done and how much it will cost. The expert cannot assume that he or she knows what to do or that the attorney would necessarily want a given task performed. The need for effective communication, coordination, and cooperation cannot be overstated.

Communicating to others is key
The forensic or valuation professional also must be able to communicate relevant findings in a litigation, boardroom, or government forum that will likely include numerous adversarial challenges to those conclusions. A forensic or valuation accountant operates under a microscope. He or she must understand, therefore, the various stages of the litigation and investigation process to make certain that the focus remains on the quality of the analysis and presentation. Missteps can compromise the effectiveness of the forensic professional as a witness and undo months, or even years, of hard work. 

The expert must be proactive. A good expert understands potential litigation pitfalls and discusses them with the attorney early on in order to set the ground rules for the engagement. The goal is to prevent problems that can come back to haunt the expert’s perceived credibility. These include incomplete, poorly worded documents and emails that could be exploited by an opposing counsel. At times, experts simply march forward on a technical task without regard to how their work product trail can be used unfairly against them and the client. 

More generally, the expert must recognize and be ready to clarify with counsel potential issues such as when and how to communicate with the attorney, how and when to create work product, and the legal standards governing the admissibility of opinion testimony at trial.  

Most critically, the financial expert must know how to clearly and persuasively present his or her conclusions to the necessary audience in a manner that will survive challenge or cross-examination. He or she must be understandable and believable. 

Lawyers meet with financial experts to determine if they possess the necessary communication skills. Lawyers typically seek out candidates who they know personally or who come highly recommended by other trusted sources, often other lawyers. A forensic or valuation accountant can maximize the likelihood that a lawyer considers him or her for a given engagement in several ways. The professional can work to establish and maintain an impeccable reputation as a testifying expert. He or she can also join professional organizations that involve lawyers and will allow an accountant the opportunity to demonstrate his or her communication skills.

3. Importance of privacy in forensic investigations And measures which could be taken to achieve this
In case of any investigation whether that is related to computers or any other topics there are usually privacy issues that arise. The privacy is as much important to the organization or any other victim. In many cases it may be required for the computer forensics to share the data or compromise with the privacy to get the truth. But it is also possible the victim organization might lose out the trust over computer forensics team. 

The trust of the client is an important property that is needs to be addressed. More over there are organizations where in any slight leakage of the issue may attract huge media attention. It is also possible that due to this reason the reputation and finally the business of organization are endangered. 

There are many issues relating to investigation process. In the event of proper investigation of civil cases the privacy of the client may need to be compromised. It is all dependent over the sensitivity of the issue and the requirement of the result. 

The code of ethics also requires the computer forensics professional to maintain the privacy of the client. There are certain rules and guidelines that need be followed in order to maintain the ethicality of the issues. These rules also address the privacy concern and its issues. These guidelines are provided by the EC council. The first thing is to maintain the confidential information as private as possible.

It should not be used to extract any benefit. Do not use the personal information such as the name, email, SSN – Social Security Number, phone numbers etc. It is not advisable to release any such information that is related to the client. 

The consent of the client should be sought in order to deal with the issues. The entire situation and the consequences should be related to the client before any taking any decision that can affect the privacy of the client. Do not release any information that may help the rivals to take advantage of the issue. Protection of intellectual property rights is also a major concern in relation with privacy.

Disclosure of any information of the client to the Internet community, the public, by direct or indirect means is a violation of policies code of conduct. Any type of electronic transaction leads to disclosure of assets is also violation of code of ethics.

Before the process of investigation starts it is advisable for the computer forensics team to provide information about their service, areas of competence, any limitations regarding experience and education. It may also be possible that the computer forensics professional may not share the information with any third party but takes the advantage of the confidential information of the client himself.

Suppose the case of data recovery of text files containing credit card information. The data recovery expert may take the advantage and gain the monetary benefits. This is a clear violation of the policy and must attract the attention of the law. A proper case of violation of right to privacy should be initiated against such a professional.
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