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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 









                                   
	1. Give short answers to the following questions: (10)

i. What is Computer Forensics?
The gathering of electronic evidence is termed as computer forensics, according to the United States of America Department of Justice computer forensics can be defined as” the use of scientifically derived and proven methods towards the preservation,collection,validation,identification,analysis,interpretation,documetation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events” It is the process by which the suspected fraudulent activities that took part on a computer device are  by restoring deleted or encrypted files or by monitoring the activities of the computer device.

ii. Why are computer forensic engagements are carried out?
Computer forensics engagements are carried out for various reason including gathering evidence on fraudulent activities that including those that have not been committed directly using computer devices. They can also be carried out for fraud preventions and detection control assessment, Investigations and consultancy involving bankruptcy, financial reporting and security investigations, regulatory compliance, as an internal or external audit procedure

iii. Name some sources from which data can be retrieved.
Data can be retrieved from a number of sources to include:
· Laptops
· Workstations and Personal Computers
· Removable storage devices
· Copiers
· Cell Phones and PDAs
· IP Phones
· Scanners
· Cloud data storage
· Email
· Severs

iv. Explain the characteristics of a computer forensic analysis.
Computer forensic analysis has the following characteristics:
· Ability to apply sound and replicable methodologies.
· Using practices that have been able to withstand challenges in the past.
· Using software that is acceptable in the forensic profession.
· Ability to apply methods that yield reproducible results.
· Documenting everything comprehensively.

v. What are the benefits of data analysis?
Data analysis using improves the quality of forensic evidence gathered as it will:
· Reduce or eliminate the sampling risk as modern computer software’s are able to aid the efficiency of analysing up to 100% of the available data.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analysing fluctuating trends, and identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Testing internal controls and organisational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. What are the legal factors that should be considered before starting computer forensic engagements? (7)
The following legal factors need to be considered before starting a computer forensic engagement;
· Does the forensic expert or client have legal access/authority to the data
· Is legal counsel available to the engagement team under privilege
· Is there a subpoena that allows data to be collected?
· Does the computer forensic expert have the necessary qualification and licences to provide sound advice
· In instances where the data is being collected internationally is the engagement team aware of the laws pertaining to international privacy.
· Does the team know to whom the data belong and are there any privacy concern?
· Does the engagement team expect data to have any issues related to national security, child pornography on the devices that need to be examined and would need to be reported to the relevant authorities?

3. What tools are used by forensic accounts for data analysis? (6)
The Forensic accountant may use the following tools for data analysis.
· Basic Productivity Software such as Excel, Access
· Analysis software such as ActiveData, TopCaats which are intuitive programs with user friendly utilities that leverage excel and other Microsoft programs in order to perform data analysis. They are easy to useeven by beginers.
· Data Analysis Software such as IDEA,ACL which are comprehensive data analysis programmes that support various investigative activities.
· Speciality Software such as SAS,Wizsoft ,SPSS which are special purpose software to facilitate advance data analysis inquiry or special investigative purposes.

4. What is a chain of custody form? What type of information does this contain? (7)
The Chain of custody form is a log of the evidence gathered that shows the source of the evidence gathered the state in which it was when collected, which person and at what time had access to the evidence in custody. It is very important to keep collected evidence in a well organised manner as lapses in the chain of custody may render the evidence gathered inadmissible in the court of law.
The typical information that will be contained will include:
· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
· The exact physical location of each device including the address and room number.
· Every device’s condition, description, make, model number and serial number.
· The date and time at which each device was collected
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. 
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