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1. Give short answers for the following questions: 
I. What are the basic steps involved in creating enterprise risk management programme? 
The following stages form the basic steps for designing a company-wide Risk Management
Programme:
· Risk analysis and assessment;
· Business continuity and contingency planning;
· Response and resumption;
· Business recovery; and
· Review and re-evaluation
II. How can the need for risk management be raised in an organization? 
Creating an awareness of the need for risk management and its benefits can be addressed in the following ways:
· By emphasising possible risks to the company and by making comparisons to other companies that have suffered severe business disruption and successfully managed the crisis event;
· By pointing out the use of risk management by similar organisations, especially competitors in the same industry; and
· By explaining possible impacts to the company in respect of key performance indicators, such as market share, customer service levels, costs, staff turnover and profitability.

III. ‘Risks that an organisation faces usually originate from three sources’. What are these? 
Risks faced by an organisation tend to originate from three sources:
· The organisation’s mission, structure, and culture;
· The assets and resources owned or controlled by the organisation; and
· The company’s business partners.
IV. What is a contingency plan? 
· Contingency plan is the plane which helps The company to be prepared for a worst-case scenario even if the best risk-avoidance efforts have been implemented. For example, if multiple serious incidents occur across organizational and geographical boundaries, accompanied with disruptions to communication and power supply, the company needs a means to collect, filter, prioritise and escalate issues up the appropriate management ladder. Operational reliability and stability must be sustained to ensure the company survives
· A contingency plan should reduce the ultimate impact experienced through performance failure
V. What different approaches are used to collect inventory data? 
There are several approaches to collecting the inventory data, including:
· Performing a thorough and detailed-level (micro) inventory;
· Executing only a high-level or macro inventory; and
· Carrying out a combination of both a high-level and where required, a detail-level inventory.

VI. Outline the factors that should be considered when rating the possible severity of the impact of the performance failure. 
These critical success factors include, but are not limited to the following:
· Internal controls – Would the organisation’s internal controls, measurements, and reporting be threatened by an adverse incident?
· Safety and security – Would the safety and security of the employees or the physical assets of the organisation be in danger?
· Communications – Would the company’s communication abilities, such as electronic data interchange with its business partners be interrupted?
· Revenue generation – Would the company’s ability to service its customers and generate revenue be disrupted by the event?
· Reputation – Would the organisation’s image or brand be damaged due to the risk event or other supplementary effects?
· Legal – Would the business be violating any regulatory requirements or contractual agreements?
· External reporting – Would the incident prevent the organisation from generating external reports, such as financial statements, tax returns, etc?

VII. When creating a legal strategy for a business which areas should be given special attention? 


Special attention should be paid to the following conditions when creating the legal risk strategy:
· Areas where the effect of an interruption to operations far outweighs the remedies available;
· The possibility of such a problem occurring seems likely; and
· Recovering from the potential problem is difficult and expensive for the business.
VIII. What is the main objective of a contingency plan? 
The main objective of contingency plan is Operational reliability and stability must be sustained to ensure the company survives , Through preparing The company for a worst-case scenario even if the best risk-avoidance efforts have been implemented. For example, if multiple serious incidents occur across organizational and geographical boundaries, accompanied with disruptions to communication and power supply, the company needs a means to collect, filter, prioritise and escalate issues up the appropriate management ladder

2. What is business impact analysis? And which stages are involved in it? (7) 
impact analysis  is the Risk analysis or measurement 
the following stages are involved in impact analysis 
I. Assessing and Analysing the Risks
After identifying and prioritising mission-critical operations and collecting an inventory of essential elements that support those operations, the risk management team can continue with the next step of the project. Practical alternatives and guidelines must now be defined that will be used to assess, quantify and evaluate risk; gather risk assessment information and store accumulated risk assessment data in a manner that allows risk analysis and reporting to be performed. Conducting a risk assessment of the possible risks to which the company is exposed is central to the contingency planning process. The types of disasters can vary based upon several factors, including but not limited to:
· The past performance level of local utility companies in providing continuous services;
· The history of the area’s exposure to natural disasters;
· The company’s geographic location; and
· The amount of physical accessibility to the organisation.
II. Risk Evaluation Criteria
Risk Measurement Criteria should be identified in order to select an appropriate approach that can be used to assess risks involved. There are five main factors used to evaluate the probability and severity of the failure of a company’s operation or essential supporting elements, the organisation’s exposure, timing, and the volatility of the event’s occurrence.
Rating the chance of a performance failure helps to highlight potential failures that pose real or highly likely dangers to the business. This separate and distinctive rating step helps to focus mitigation and contingency planning energy on appropriate high probability risk areas. Some risks occur quite frequently but are low in severity, while other risks rarely occur but may be severe. Gathering failure frequency data from staff, vendors or suppliers responsible for an essential element can help ascertain relatively accurate failure probability estimates for most aspects under their area of concern. In the same way, getting the severity and frequency of natural disasters for a given geographic location from subject matter experts will provide forecasts for these types of occurrences. The severity factor answers the
question ‘how bad can it get?’ The higher the severity, the greater the risk is to the company.

3. Design a survey for the risk assessment of a company. (7) 
Functional Area Questions to Consider
Business Operation
· What factors might interrupt the production of goods and services?
· What factors might interrupt activities with existing channels, such as suppliers,  wholesalers, retailers and the Internet?
· What factors could disrupt relationships with purchasers of goods and services?
· What factors could interrupt servicing after the sale is made?
· What factors could prove costly as a result of changes in consumer demand?
· What factors could prove costly as a result of changes in technology?
· What factors could interrupt activities or be costly as a result of existing or new laws and regulations?
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