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ASSESSMENT # 10                                                                                   Total Marks: 30 

1. Give short answers for the following questions:                                                    (24) 

i. Outline the difference between policies and procedures.

Policies define entity objectives and principles, while procedures define actions the entity takes to ensure objectives are achieved. Policies and procedures document the actions and transactions determined to be unethical, as well as how violations will be treated. Therefore, the foundation for an antifraud culture and environment for any entity serious about preventing fraud is a fraud policy and carefully crafted procedures based on policy.
A fraud policy becomes the source document for developing fraud prevention measures, actions to detect fraud, and actions in response to a fraud, and thus influence the effectiveness of an antifraud culture or climate. To have an effective antifraud culture, an entity should have policies and procedures that define frauds, describe publication and communication of policy, describe implementation of controls for antifraud, describe training, define investigation procedures, describe actions taken in fraud audit and describe incident reporting procedures. 
But the creation of a written ethics or fraud policy is insufficient by itself. Effective systems include a means of communicating that policy adequately to all involved. An example would be to include ethics and fraud in employee orientation programs. Crucial to the success of the policy is a monitoring and compliance system. In research conducted on frauds and cooperatives, it was found when all three—policy, communication, and compliance—are present; fraud instances were statistically significantly less than any other situation. 
Only about one-tenth of the entities with an ethics policy had any compliance mechanism in place. Ethics policies can be based on values or principles. Instead of a detailed list of policies and procedures, a handful of values are selected as symbolic of the entity. With this approach, employees must buy into the values, which must be engrained in the culture and reinforced by actions. 

ii. Name some techniques that help increase the perception for detection.

Antifraud professionals agree that perception of detection is at the top of the list of fraud prevention measures. In fact, based on years of law enforcement and criminal justice experience, crime experts say the best deterrent to crime, including fraud, is the perception of detection. Because white-collar criminals who commit fraud tend to have some personal code of ethics, this technique is even more effective in preventing fraud than it is for ‘‘street’’ crimes. The fear of jail, humiliation, or loss of family ties is enough of a deterrent for many potential fraudsters to cause them to stop, think, and decide it is not worth the total cost. 
The best thing any entity can do to minimize fraud is to find a cost-beneficial way to increase the perception of detection. Some ways to increase the perception of detection include:
· Surveillance
· Anonymous tips
· Surprise audits
· Prosecution
· Enforcement of ethics and fraud policies
· Catch me if you can!

Surveillance
In those places where assets are at high risk, such as mailrooms where mail that contains checks and/or cash is opened, surveillance cameras or other surveillance methods can be a good perception of detection method. If surveillance is going to be employed as a countermeasure against fraud, it is best to announce it to the world that it is in place. One must make sure to monitor the surveillance in such a way that people will believe someone is actually following up on suspicious activities. Unethical employees will test the effectiveness of surveillance to see if it is really monitored and used by someone to actually follow up on suspicious activities. It is possible to use ‘‘dead’’ or fake cameras but only in conjunction with live cameras with monitoring and expeditious follow-up.
Anonymous Tips
Tips have been shown to be the best method to date in detecting frauds. However, they are also a prevention measure. The reason is simple. If employees know there is an anonymous tips system and anyone who sees something suspicious can turn them in, then it begins to serve as a perception-of-detection preventive measure. Best practices for anonymous tip programs include appropriate involvement of management, independent handling of complaints by a third party, and using multiple communication methods (phone, letter, email, etc.). Above all, make it easy, convenient, and comfortable for employees to provide a tip.
Surprise Audits
Internal audit is the highest-ranked proactive method of detection[footnoteRef:1] . But surprise audits by either the internal audit function or hired fraud auditors are even more effective. Not only can these audits serve a similar purpose in detecting frauds (which can then be considered for further preventive measures), but the fact the surprise audit was unannounced can create a perception of detection. Fraudsters do not know when the fraud auditor is going to showup, so they cannot prepare to fool the auditor. In fact, in at least one fraud, a fake announcement of a surprise audit (the internal auditor was attempting to play a joke) caused the manager of the business unit to confess to a fraud. [1:  Association of Certified Fraud Examiners-ACFE –Report to the Nation statistics. ] 

Prosecution
Enormous benefits can be gained by prosecuting fraudsters to the maximum extent of the law. It is true that there is some downside risk in a public trial, and even some risk that the prosecuting agency may fail to do its job effectively. But the upside is not merely obtaining justice for the single incident and justice for the fraudster. Prosecuting someone sends a strong message about perception of detection: If one commits a fraud and gets caught, this entity is going to seek prosecution and perhaps imprisonment. Most experts agree that prosecution is key to maintaining an effective level of perception of detection.

There are numerous stories of people who commit a fraud, do not get punished, and move on to commit another one at the next employer. This scenario is likely if an entity chooses not to prosecute but rather just fire the employee. That is, it is usually best for the business community and the fraudster for the victim to prosecute. But quite often the victim does not prosecute because it is not good for them—at least in the short term. This approach seems to contradict a famous philosophical statement: ‘‘The good of the many outweigh the good of the one or the few.’’
Enforcement of Ethics and Fraud Policies
The same philosophy is true for compliance with fraud policy, ethics policy, and corporate policy in handling frauds. An entity should have determined beforehand what it would do if a fraud occurred; in particular, what penalties would be meted out for what kinds of frauds and levels of fraud. Then the entity would need to make sure to monitor and follow through with its stated penalties for fraud. Failure to follow its own guidelines for punishment of frauds is worse than having no fraud policy at all. It is emotionally difficult to make these kinds of decisions ad hoc after a fraud has occurred, and those emotions may inhibit the best decision.
Catch Me If You Can!
Oddly enough, perhaps the greatest perception of a detection measure is to catch a fraudster, prosecute him, and highly publicize what has been done. A recently busted fraudster can significantly increase the perception of detection, as it serves as a living example and reminder that this entity is serious, capable of detecting frauds, and willing to prosecute. Additionally, rewarding employees who contribute to detecting fraud contributes to an antifraud culture.
iii.  How does internal audit help in fraud detection?

Internal auditing is the activity of independent, objective assurance and consulting created with the aim of creating additional values and advancement of the organization's business. It helps the organization in achieving its objectives by introducing systematic, disciplined approach to estimation and by advancing the process efficiency in risk management, control and management

Based on the statistics from the ACFE’s RTTNs, an average of about 60 percent of all frauds reported were discovered either by a tip or accident, indicating the need for more effective proactive detection methods such as internal controls and internal audits. In the ACFE’s 2014 survey, approximately 40 percent of cases are initially detected by tip, approximately 16 percent by management, 14 percent by internal audit, 6 percent by accident,  9 percent by external audit, and 1 percent notified by police. Internal auditors are only the second line of defense against the occurrence of fraud in an organization, because management is preeminently responsible for fraud deterrence and represent the first line of defense. 
The fact that auditors are coming around on a regular basis can serve as a prevention measure. Though by nature regular audits are detective, they could increase the perception of detection and thus serve as a prevention measure. However, if the auditors use some effective audit tools and techniques to look for ongoing fraud aggressively, that would serve as a prevention measure. A key to the effectiveness of regular fraud audits is to identify, review, and analyze anomalies.
Fighting fraud in an organisation requires the combined efforts of many different departments, including internal audit. Internal auditors assist in the prevention and detection of fraud by evaluating the adequacy and effectiveness of internal controls, assisting management in establishing effective fraud prevention measures, proactively auditing for fraud, and investigating suspected fraud. 
Internal auditors evaluate risks faced by their organizations based on audit plans with appropriate testing. Internal auditors need to be alert to the signs and possibilities of fraud within an organization. While external auditors focus on misstatements in the financial statements that are material, internal auditors are often in a better position to detect the symptoms that accompany fraud. Internal auditors usually have a continual presence in the organization that provides them with a better understanding of the organization and its control systems. Specifically, internal auditors can assist in the deterrence of fraud by examining and evaluating the adequacy and the effectiveness of internal controls. In addition, they may assist management in establishing effective fraud prevention measures by knowing the organization’s strengths and weaknesses and providing consulting expertise. 
The importance an organization attaches to its internal audit activity is an indication of the organization’s commitment to effective internal control and fraud risk management. The internal auditor’s roles in relation to fraud risk management could include initial or full investigation of suspected fraud, root cause analysis and control improvement recommendations, monitoring of a reporting/whistleblower hotline, and providing ethics training sessions. If assigned such duties, internal auditing has a responsibility to obtain sufficient skills and competencies, including knowledge of fraud schemes, investigation techniques, and laws. Internal auditors may conduct proactive auditing to search for misappropriation of assets and information misrepresentation. This may include the use of computer-assisted audit techniques, including data mining, to detect particular types of fraud. Internal auditors also can employ analytical and other procedures to find unusual items and perform detailed analyses of high-risk accounts and transactions to identify potential fraud.

iv. What is the commanding approach in fraud detection?

The commanding approach is confrontational and authoritative. It says: ‘‘Don’t steal. If you do, and we catch you, you’ll be fired.’’ When an entity does little or nothing to prevent fraud, it is probably taking this approach. If a fraud did occur and was detected, management would probably fire the employee—and probably would not prosecute the fraudster. Management probably also would be shocked that someone would perpetrate a fraud against the entity.

v. What is the difference between precautionary approach and detective approach? How are these approaches used for fraud detection? 

Fraud prevention and detection are related, but are not the same concepts. Prevention approach encompasses policies, procedures, training, and communication that stop fraud from occurring, whereas, detection focuses on activities and techniques that promptly recognize timely whether fraud has occurred or is occurring. 
While prevention approach techniques do not ensure fraud will not be committed, they are the first line of defence in minimizing fraud risk. One key to prevention is promoting from the board down throughout the organization an awareness of the fraud risk management program, including the types of fraud that may occur. Meanwhile, one of the strongest fraud deterrents is the awareness that effective detective controls are in place. 
In the precautionary approach, potential fraudsters are screened out using various means, including background checks for criminal records and credit reports. Internal controls can be used in the preventive approach. Namely, segregation of duties can mitigate the risk of fraud at least to the point where management must override controls or persons must collude to commit fraud, which are always possibilities.
On the other side, in the detective approach, management sets up accounting controls and an internal audit function to monitor potential frauds. The internal audit function periodically verifies the legitimacy of transactions and confirms the existence of assets. Between the periodic audits, management depends on the accounting controls to detect any fraud that might occur.
Combined with preventive controls, detective controls enhance the effectiveness of a fraud risk management program by demonstrating that preventive controls are working as intended and by identifying fraud if it does occur. 
Although detective controls may provide evidence that fraud has occurred or is occurring, they are not intended to prevent fraud. Every organization is susceptible to fraud, but not all fraud can be prevented, nor is it cost-effective to try. An organization may determine it is more cost-effective to design its controls to detect, rather than prevent, certain fraud schemes. It is important that organizations consider both fraud prevention and fraud detection.

vi. Explain what the term ‘internal controls’ means. Name some internal control activities that organisations can adopt in order to prevent fraud activities

The fraud triangle includes opportunity, which is basically a synonym for internal controls. Of the three legs, a fraud auditor or professional has little if any ability to affect pressure or rationalization, though management can create a positively influencing environment for those aspects. Pressure and rationalization aspects happen predominantly in one’s mind and can be difficult to observe directly. Specific control activities can restrict the opportunity to commit fraud and are more easily observed. Thus the control environment, specifically antifraud control activities, can act as preventive fraud measures.
Historically, the most common flaw with regards to fraud in control activities (aligned with corporate governance as discussed earlier) is inadequate and unmonitored segregation of duties. Other internal controls include:
· Proper authorization procedures
· Adequate documentation, records, and audit trail
· Physical control over assets and records
· Independent checks on performance
· Monitoring of controls
Besides corporate management, system and internal controls, internal auditing and audit committee comprise the second element whose primary objective is fraud prevention. The system of internal controls presumes all policies and procedures that the management has adopted in order to help in achieving, as much as possible, the management's objective regarding securing of regular and efficient performing of business, including the management's policy, protection of means, prevention from fraud and omissions, correctness and completeness of accounting records and timely preparation of reliable financial information. Comprehensive framework for internal control encompasses the following key elements: environment control, activity control, information and communication and monitoring.

 2. Discuss the important points that should be considered when developing fraud policy. (6)

A Fraud Policy Statement should apply to the directors and employees of an organisation and, equally important, should demonstrate the organisation's commitment to combating fraud and corruption wherever it is found. Many businesses and public organisations use a fraud policy statement to communicate the organisation's attitude and approach to the threat of fraud. This is a means for communicating their responsibility for securing their assets and their commitment to maintaining the highest possible standards. Such a statement may include some or all of the following areas:
· allocation of responsibilities for the overall management of fraud
· the formal procedures which staff should follow if a fraud is discovered
· any staff training necessary for the prevention and detection of fraud
· creations of awareness amongst staff that response plans have been devised, to deal with and minimise the damage caused by any fraudulent attack.
Alongside such fraud policy statements staff should be given clear guidance on the acceptance of gifts and hospitality and should also be clear on how to handle conflicts of interests. 
An organisation’s Fraud Awareness Policy should be a short, precise document that can be understood and acted on by the appropriate personnel within the organisation. In broad terms, and in addition to the points noted above, the plan may also cover the following:
· a general review of robustness of existing systems, procedures and controls in preventing fraud
· a means for regular testing of such controls
· the identification of assets (including corporate information and plans) most at risk
· an appraisal of the threat of fraud on those assets and how it might manifest itself
· the means of damage limitation and recovery of funds if fraud occurs
· an unequivocal statement that all fraud offenders will be prosecuted
· the steps to be taken in the event a fraud occurs and who is responsible for taking action including:
· assigning responsibility for an instant response to the occurrence
· recovering funds
· dealing with the media
· preserving evidence and reporting to the police
Drafting an effective anti-fraud policy An effective anti-fraud policy should be simple, concise and easily understood. As a minimum anti-fraud policy should include:
Policy statement: Preface the policy with a short statement that clearly sets out organisation’s commitment to prevent, detect, investigate and report fraud; the behaviour expected of staff and other third parties; and the action that will be taken against fraudsters. 
Definition of fraud: Define fraud and provide examples of what might constitute fraud and dishonesty in the specific context of your business. This may include theft, the misuse of funds or other resources, or more complicated crimes such as bribery and corruption, false accounting and the supply of false information. 
Key responsibilities: Highlight the responsibilities of senior management and staff in preventing, detecting and reporting fraud, and in co-operating with any investigations. Specify the individual and/or body with overall responsibility for the policy. 
Reporting suspicions: Set out whistle blowing arrangements (if appropriate) and/or specify a designated individual(s) to whom staff can report concerns on a confidential basis. If a separate whistle blowing policy exists, state where this can be found. 
Fraud response plan: Outline the process that will be followed in the event of a fraud being discovered or suspected, such as how evidence will be secured and the investigation conducted. If a separate fraud response plan exists, state where this can be found.

The plan, once communicated to all staff and fully implemented, should be subject to regular review at board level. All staff, including part-time and contract staff, should be aware of the organisation’s policy in respect of fraud and the need for vigilance to prevent fraud. 
Framework for writing a fraud and corruption control policy
There is no prescribed format for preparing a policy or procedures document. Using an existing agency-wide format may be appropriate. A policy should have a logical structure that enables the reader to identify the principal issues and the direction to take. For completeness it should also provide certain ‘maintenance’ or ‘housekeeping’ details such as:
• any underlying legislation
• links with related policies and procedures
• responsibilities, accountabilities, version control and review arrangements.
The following is a suggested framework for writing a global fraud and corruption control policy.
(i)  Statement of purpose or objectives
This is a statement of intent and outlines why the policy is being written. It explains the intended outcomes of the policy.
(ii) Introduction
This may outline the meaning and impact of fraud and corruption to the agency in the context of its operating environment. To remove any doubt, it may be beneficial to include a clear statement of the agency’s zero-tolerance stance on fraud and corruption.
(iii) Policy statements
The key features of the agency’s policy should be summarized as a series of direct, unambiguous statements. These statements should outline what the agency will do to control fraud and corruption from both internal and external sources.
(iv) Applicability
There should be a concise description of who will be affected by the policy, including both internal and external stakeholders. It may incorporate bullet points listing the people or bodies to whom the policy is relevant or on which it imposes particular requirements. It may outline individual responsibilities, as well as the links between
stakeholders.
(v) Definitions
Specific terms or key principles used throughout the policy should be defined. This will clarify meaning and avoid any ambiguity when the policy is applied.
(vi)  Procedures
It is usual to outline the various areas covered by the policy. The elements that was  identified for a fraud and corruption control policy are:  risk assessment;  internal controls;  internal reporting;  external reporting;  public interest disclosures ; investigations;  code of conduct;  staff education and awareness; client and community awareness.
(vii) References or authority
This lists the relevant legislation, or government directives or standards under which the agency operates and which are relevant to the policy.
(viii) Administrative details
All policies should list the following:
• author’s name
• author’s position
• approver’s name
• approver’s position
• date approved
• suggested review date.
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