[image: BOLC_Logo]                                                                  
   Assignment Cover Sheet





	Student Name:
	Thomas Brophy

	Student Number:
	1688

	Course:
	Diploma in Forensic Accounting

	Assignment NO:
	11



Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1 .i.    Computer forensics is the use of science based techniques to preserve, identify, collect, validate, analyse, filter and present evidence derived from digital sources. In the case of DOJ warrants, specific search criteria are used for litigation searches and chain of custody is used to maintain integrity of evidence. 

1.ii.  Most IT forensics are done in fraud prevention and protection of data and monies. Bankruptcy, disputes with staff and legal cases account for the majority of external and formal IT forensics investigations with a view to civil cases. Some cases warrant DOJ and criminal proceedings in which strict computer forensics investigations are carried out.

1.iii. Email servers, file servers and financial transaction servers is where most data is found. Laptops, computers and mobile phones provide single user evidence and computer logs are a major source of data for IT forensics. The FBI have been targeting private email servers in particular in recent years and the media have been obsessed with emails and text messages.

1.iv. A forensics analysis involves gathering and examining data in many different formats as required to answer questions. This can be multidimensional queries and reports on live database and email servers or statistical analysis with trend analysis and cross referencing or tracing transactions. 

1.v. Data analysis benefits decision makers by using filters, graphs and summaries over raw data which is often vast and difficult for non-IT professionals to understand. Data analysis provides accumulated figures on “skimming” and embezzling to help calculate and consolidate losses over time such as when you employer cheats on your National Insurance contributions. Data analysis also provides the benefit of identifying abnormalities, deviancy and financial irregularities systematically. 

2. Subpoenas and NDA’s should be the first consideration and permission may be required from suspects. Time and skill and willingness to testify in court are a major consideration. Data protection and piracy laws have to be considered so as not to cross any personal boundaries without a warrant. The scope and Jurisdiction are also important as threads can unravel major crimes and cross into personal data or other countries. 

3.  Spreadsheets, database queries and database reports are most commonly used for analysis. More complex template based systems may also be used such as Argus Valuation software and mobile forensics tools and reporting Cube Databases. Larger scale systems developed in house at the NSA and specialist firms process vast amounts of data for social media trends and military takeovers. Filtering systems created by gateway providers such as Mimecast and Message labs also generate statistics and metadata on fraud sources and email routing. 

4.   A chain of custody form is a document that accompanies the data processor to keep a record of data processes and location of evidence. Depending on the type if evidence, the information varies from cradle-to-death information on chemical and biological evidence to data format and volume. The form also contains the name of data processor and data subject and time and date of transfer and location of evidence. Receipts are also used when data is transferred from one organisation to another in the evidence chain particularly between plaintiff and defence forensics teams.
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