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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	
Question 1
i)

	Policies
	Procedures

	Definition

Policies are guiding principles that express the institutional culture, goals, and philosophy. Policies promote consistence and operational efficiency, enhance the organizational mission and mitigate significant institutional risk.
	Definition

Procedures are step-by-step descriptions of the tasks required to support and carry out organizational policies. Procedures articulate the process for accomplishing controls. Procedures might also document a course of action accomplished in a defined order, ensuring the consistent and repetitive approach to accomplish control activities

	Are expressed in broad terms
	Are a more detailed description of activities

	Are statements of what and/or why
	Are statements of how, when and/or who & sometimes what

	Are statements of how, when and/or who & sometimes what
	Detail a process

	Have widespread application
	Have a narrower focus

	Are non-negotiable, change infrequently
	Are subject to change and continuous improvement



ii)

Surprise audits

This refers to an unannounced audit conducted by internal or hired auditors. The audit is conducted at a random timeframe decided by the auditor. It is very effective because it does not give fraudsters time to identify measures in which they can safeguard themselves against fraud detection in terms of hiding documents, misappropriation of assets and so forth. However an audit which is announced in advance may enable fraudsters to also to prepare themselves for the audit in terms of identifying measures which may disclose their actions linking them to fraud.

Surveillance

Surveillance is important in increasing perception for detection. Surveillance cameras must be installed in areas where the company’s assets are most vulnerable or are an attraction for fraudsters for example servers, cash office and so forth. It is important that people are made aware of the existence of surveillance. This may instill some fear that when detected, may suffer consequences such as imprisonment. However, some fraudsters may not be intimated, in fact may be aware of ways to overcome such surveillance without getting detected. This may breed the necessity to install additional cameras to enhance security.

Implementation of ethics and fraud policies

Policies are guiding principles that express the institutional culture, goals, and philosophy. Policies promote consistence and operational efficiency. They also express on how different forms of fraud are punished against to promote ethical behavior.

Prosecution

Prosecution refers to the action taken against an offender by appropriate authorities for committing crime. It ensures justice for the entity and the individual who committed fraud. It also sends warning signals those who may be likely to get tempted in indulging in fraudulent activities. 











iii)

Assurance that all transactions are completely and accurately processed. Inaccurate transaction processing may lead to errors on which fraudsters are likely to capitalize on.

Assurance that adequate documentation supporting transactions is created and retained. Documents supporting transactions are a reliable source of evidence which can be presented at court for economic prosecution. 

Minimization of the risk of fraud and misappropriation of assets. Fraud essentially involves using deception to dishonestly make a personal gain for oneself and/or create a loss for another whereas misappropriation of assets refers to use of a company’s assets by its employees for their personal benefit is misuse of assets.

Confidence that only authorized transactions takes place. Unauthorized transactions present a conjunctive environment for fraudulent activities to take place.  

Assurance that the company’s assets and liabilities are correctly stated, in order for them to make informed decisions on the operation of the business. Informed decisions may pertain to change of policies, restructuring with the aim to enhance profit margins and achievement of other organizational objectives.   

iv)

v)

vi)

Internal control is the process designed and put into effect by management and others to provide reasonable assurance about the achievement of the entity s objectives with regard to reliability of financial reporting, effectiveness and efficiency of operations and compliance with applicable laws and regulations.

The internal control system comprises the control environment and control procedures. It includes all the policies and procedures adopted by directors and management of an entity to assist in their objective of achieving, as far as practicable, the orderly and efficient conduct of the business, including adherence to internal policies, the safeguarding of assets, the prevention and detection of fraud and error, the accuracy and completeness of the accounting records and the timely preparation of reliable financial information.

The organization can adopt to the following internal control activities to prevent fraud :

Ascertaining the systems and control operating in each transaction cycle 

 This refers to finding out how client process transactions and what controls are in place. The major transaction cycles in a business are: revenues, purchases, payroll, payments and receipts.

Recording systems and controls

The systems are documented in the audit working papers, typically the permanent file.

Confirmation that records are correct

It is important that the forensic accountant record of the accounting system should be correct and up to date; otherwise a wrong evaluation may result. 

Evaluation and conclusion on the effectiveness of the systems of control

The auditor assesses whether the systems and controls in place are likely to produce true and fair figures.

Question 2

Security of Data

To ensure that all documentation relating to an alleged act of fraud or corruption is available for review in its original form. Immediate action must be taken by relevant authorities to prevent the theft, alteration or destruction of such documentation.  Such actions may include :

· Seeking urgent advice from a suitably qualified internal or external expert regarding the handling of electronic documentation or media.

· Preventing the individual suspected of committing the fraudulent or corrupt act from having access to the documentation, computers, hard drives and any electronic data storage media pending the investigation.

· Limiting access to the location where the documentation, computers, hard drives and any electronic data storage media are currently kept.

· Removing the documentation, computers, hard drives and any electronic data storage media from their current location and securing them in another location.




Confidentiality of Information and Protection of Identity

Staff members, consultants, experts, external collaborators, interns, contractors, suppliers, cooperating parties and any third parties who have reported suspicions of fraud or corruption shall not discuss the matter with anyone other than the person to whom the report is made or as otherwise directed. 

Appropriate measures must be taken to ensure that the information reported is disclosed only to the persons handling the investigation and remains strictly confidential.

The identity of the person(s) reporting in good faith any suspicion of fraud and corruption and shall protect them from any form of reprisal. In cases of reasonable fear of adverse reaction from the person whom they reasonably suspect of having committed a fraudulent act or from a superior, the report may be submitted anonymously. In cases where the person reporting the incident is required to provide evidence, his/her identity shall be kept secret except as required by any legal proceedings.

Disciplinary Measures

Where there is proof of fraud or corruption, appropriate disciplinary action shall be taken.

Internal Auditors

The Internal Auditors shall be notified of and shall be given access to review any material cases of fraud or corruption and recommend improvements to the internal control system.

Directors and Managers

All directors and managers shall be responsible for preventing and detecting fraud and corruption and shall, therefore, ensure that there are processes in place within their area of control to:

• Identify and assess potential risks of fraud and corruption;
• Reduce and prevent the risk of fraud and corruption;

Managers who knowingly fail to take appropriate action or who directly or indirectly tolerate or condone improper action may themselves be held accountable, which may result in the imposition of disciplinary measures.
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