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	ASSESSMENT 9
1. Outline the factors on which fraud risk assessment depends.
Fraud risk assessment can be defined as a procedure that methodically discovers where and how fraud may happen. In fact it identifies who may be in a position to commit the fraud. Furthermore, a fraud risk assessment creates a structured process that identifies fraud risk schemes and respective controls that may prevent or detect scheme. Indeed this process measures detective and preventive controls to ensure they are designed and operating effectively. There are several factors on which fraud risk assessment depends.

Firstly there are Corporate Environment factors. The research conducted in 2008 by the ACFE claimed that around 900 fraud cases were successfully reported. Also it has been claimed that some organizations are more exposed as compared to others in fraud occurrence. Further research conducted by the ACFE insisted on the need to employ fraud specialists since many organizations are prone to fraud occurrences as mentioned above. Indeed the banking and financial services sector was the most exposed one.

Secondly the economic situation that organizations are facing should also be taken into consideration. In fact following the financial crisis, that is, during bad times, there were more frauds cases, i.e. the Bernie Madoff scandal in 2008 which occurred 12 months after the “bulb” financial crisis and which was labeled as the largest Ponzi scheme ever. In other words fraudsters will seize the opportunity whereby loopholes in companies’ controls can be easily exploited and these are mostly to be vulnerable during tough economic conditions.

Thirdly there are Internal factors as well, i.e. organizations may fail to promote a culture of probity and honesty among their employees; that is, employees are neither instructed nor trained when confronted with fraud situations. Further there may be incapacity to establish and ensure that performance norms are communicated to all employees. Sometimes organizations may lack appropriate lawful trainings related to deter and detect fraudulent practices. Also there may be situations whereby fraudsters within companies have escaped despite committing frauds; hence this may be exploited by several employees. Clearly some companies fail to implement proper sanctions whenever frauds situations occur. Finally audits play a crucial role in detecting frauds within companies. Therefore if audits within entities are not carried out accordingly with any proper inspections and follow-ups; loopholes in internal controls will be largely exploited, collusions among fraudsters may be created and it may lead to the collapse of entities, Enron scandal in 2001.

2. What are the main concepts about risk assessment?
Risk assessment can be defined as a process whereby hazards are identified, the risk related to these hazards are assessed or estimated and finally it is a process which determines adequate ways to reduce or manage those hazards.

Business risk is the threat that an event or action will adversely affect a business’s ability to achieve its ongoing objective. Normally it is the duty of auditors to plan their audits in order to understand the impact of such risks on the financial statements of entities. Also there are some risks that can be classified as controllable and some uncontrollable. Generally businesses are at risk if their objectives are not achieved. Therefore it is the management’s responsibility to identify all the business risks and manage those risks in order to survive. The higher the risk, the higher will be the return and the lower the risk, the lower will be the return.

Undeniably the ineffective implementation of risk assessment procedures will prevent any organizations from protecting themselves from fraud situations. Therefore it is the role of management to establish proper risk assessment procedures to control or mitigate risks. Normally the risk assessment process necessitates appropriate individuals or teams.  Also the independence factor must be highly emphasized as designated persons should be independent while carrying risk assessment procedures, i.e. internal audit dept. staffs. Furthermore the success of this task will depend upon the full support of the board of directors and the audit committee as well.

3. What are the internal factors that should be considered for fraud risk assessment?
Normally it is a must for businesses to develop and implement proper risk assessment measures to protect themselves against fraud situations. Therefore it is none other than the duty of management to ensure that adequate steps and approaches are undertaken. Indeed there are certain internal factors that should be taken into consideration for fraud risk assessment measures to be implemented successfully.

Firstly the adequate person or team should be consciously designated. Normally skills, expertise and knowledge will be the key requirements into selecting persons or teams that will implement risk assessment procedures. Another factor that should be considered is the independence factor, that is, the selected person or team should not divulge any information on risk assessment procedures that will be implemented as potential fraudsters may already be aware of the loopholes of these procedures. Normally staffs internal audit departments are most like the designated ones.

Secondly it is important to carefully select the appropriate that will be responsible for fraud risk assessment implementation. Normally the selected teams should have knowledge on the functioning of the organization and should also predict which departments are most likely to commit frauds. Therefore the selection of teams should not only come from one dept. as mentioned above but it should encompass individuals from several departments that possess skills and expertise against fraud situations. Also once the team has been formed, it is important to keep track of all the work undertaken. Therefore the fraud risk assessment team will be held accountable for any discrepancy in the fraud risk assessment procedures since their actions will be liable.

Lastly it is important for organizations to conduct formal risk assessment procedures within a certain time frame. Furthermore this should be in line with the financial planning and reporting of organizations. Therefore the fraud environment will be regularly monitored and newer fraud risk assessment procedures will be easily implemented.

4. What is ‘inherent risk’?
Audit risk can be defined as the risk that the auditor will come to an inappropriate audit opinion on the financial statement, i.e. risk of giving a wrong opinion. Therefore the auditor will provide an unqualified report when there are material errors in the financial statement or will give a qualified report when there are no material errors.

Inherent risk can be defined as the risk that a material error may arise from the nature of the business, i.e. risk in the business itself. Inherent risk can be increased by complex transactions which are difficult to understand. Normally it is the duty of auditors to assess inherent risks. Furthermore inherent risks are assessed at two levels namely: at entity level and at transaction level. Entity level involves an adverse attitude of managers towards internal controls, the type of business concerned e.g. technological obsolescence of products, and the environment in which the entity is conducting its products. On the other hand, transaction level implies that there is a high degree of estimation associated with the transaction, the entity is involved into very complex transactions, and the assets are susceptible to loss or theft.

5. Define the term ‘residual risk’.
Residual risk can be defined as the risk remaining after risk assessment procedures have been implemented within an organization.  There are basically several steps to determine the presence of residual risk within an organization. Firstly the risks should be identified and mitigated. Secondly risks that are deemed to be unacceptable should be remedied instantly. Thirdly, there are some risks that cannot be eliminated due to its nature; therefore these risks will prevail within the organization for a certain level, and these are known as residual risks. Essentially an organization should assess whether or not, it is implementing adequate risks treatments. 

Normally there are three basic steps for controlling residual risk for organizations. Firstly if the risks’ level is below the accepted risks’ level, then it is the duty of management to consent to the prevailing risk level. Secondly if the risks’ level is above the accepted risks’ level, then new policies and measures should be sought and implemented to mitigate those risks. In other words there should be a reassessment of residual risks. Thirdly if the risks’ level is above the accepted risks’ level, and if the costs to be borne by the organization into lowering those risks are greater than the repercussion itself, then the management should be advised to consent to those risks.

QUESTION 2

Prepare a fraud - risk assessment check list for any business of your choice.
Statement for ABC Fertilizers Ltd

Yes/No

Comments

1. Antifraud Processes and Controls
a) Does the organization have proper whistle blowing channels for all its employees?
b) Do all employees within the organization know about the repercussions of committing frauds?
c) Have previous fraudsters been correctly dealt with, even if it involved senior employees?
d) Have the management warned all employees about the impact of collusion towards the company?
e) Have all employees been adequately briefed about all possible fraud scenarios that may occur? If so, has it been conducted by fraud experts?
f) Have employees been told about the sanctions that they will have to face if they were exposed as fraudsters or accomplice?
g) Have employees been briefed about sensitive areas that are directly exposed to fraud situations?
2. Organization’s Initiative to combat frauds
a) Has the organization been promoting a culture of integrity and transparency towards all its stakeholders?
b) Has the organization lived to its mission statement that describes its fundamental values?
c) Have new employees been trained and briefed on the fraud culture of the organization?
d) Have existing employees been given updated briefings on fraud situations?
e) Does the organization perform screening procedures before employing any employee?
f) Does the organization promote individuals with high moral character or unethical people?
g) Does the organization ensure that employees who are leaving are not taking any sensitive information with them to be disclosed to third parties? Have necessary measures been taken to avoid these situations?
h) Does the organization compensate the hard work of all its employees? Is the remuneration system within the organization fair?
i) Is management fully aware of any fraud scenarios that may occur within the organization? How many on-the-spot checks been performed in sensitive areas so far?
3. The effectiveness of the organization’s internal control
a) How robust have been the internal controls of the organization been so far? Have the loopholes been strengthened rather than exploited? Have the weaknesses highlighted in the audit report been remedied or left behind?
b) Have sensitive areas been equipped with sensors, CCTVs, locked doors and other related equipments? Is the work performed in these areas supervised by experts? Does the organization promote a culture of segregation of duties among its employees?
c) Does the organization regularly update its computer system with protected passwords and anti-virus programs? 
d) Does it ensure that sensitive emails have not been sent to unknown third parties?
4. Audit

a) Have external and internal audits been performed regularly?
b) Does the internal audit department perform its duty accordingly?
c) Does the internal audit department brief the organization’s employees on a regular basis?
d) Have defects found within the organization’s internal control been handed over to the management with recommendations and discussions?
e) Do external auditors benefit from the full collaboration of the management?
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