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Fraud Detection Techniques
ASSESSMENT # 4
1.
i. 
	  	 Fraud Risk Factors:
a. According to SAS 99, the three main categories of fraud risk factors are management characteristics, industry characteristics, and operating characteristics (including financial stability).



· Management characteristics relate to management’s motivation to carry out financial reporting fraud, such as increased involvement in setting accounting principles and financial estimates for the company, responsibility to achieve aggressive financial targets, tension between external auditors and senior management, a history of violations, high senior management or board member turnover, etc.
· Industry characteristics are the economic and regulatory aspects of the environment in which the business entity operates.
· Operating characteristics and financial stability include the nature of the business, the complexity of its financial transactions, the locations where transactions are recorded and disbursements are made, the geographic location of the company’s operating activities, the company’s profitability, and its general financial condition.

b. Fraud risk factors related to asset misappropriation are classified into two categories:




· Susceptibility of assets to misappropriation:

Is the extent to which a business entity’s assets are at risk of being stolen or becoming the target of a fraudulent scheme.

· Adequacy of controls:

This means the design, implementation and monitoring of the entity’s control mechanism and its ability to detect and prevent fraudulent schemes and misappropriation of assets.

ii. 
	Corruption:
a. It is difficult to detect corruption and kickbacks because they are usually concealed by legal transactions. 
b. Bribes usually involve purchases; for example, the company overpays for goods and services and the perpetrator of the fraud receives kickbacks from the vendor.

c. Control mechanisms include the following:
· Transparency and integrity in the bidding process involved in asset procurement.


· Frequent rotation of employees through different vendor assignments.
· Using private fax machines and requiring the bids to be submitted to named individuals other than those soliciting the bids in order to prevent fraudsters informing their partners about lower bidding competitors.
· Establishing a hotline to enable vendors to complain should they be approached by someone seeking to bribe them.

· Enforcing a strong policy on the total disclosure of conflicts of interest, receipt of gifts, etc.
· Corrupt schemes usually result in victim companies having to overpay for goods and services.
· 

iii. 
Analytic Procedures
a. Analytic procedures that are used during audits fulfill three basic purposes:


· Preliminary analytic procedures help in providing an insight into the company and point out high risk areas in order that that the nature, timing and extent of audit procedures might be determined accordingly.
· Substantive analytic procedures are used in the evaluation of account balances and in obtaining audit evidence.

· Final analytic procedures carry out a final assessment of financial statements and assess whether audit conclusions are correct or not.







b. Benefits of analytical testing procedures include:

· Assessing the company’s ability to remain a going concern:

 Analytical procedures assess a company’s general financial performance, its performance relative to competitors, any future financial problems it may face, and whether it will be able to continue in business or is likely to go bankrupt.

· Indicating errors in financial statements:

 If analytical procedures reveal discrepancies between the company’s actual and expected performances, this may indicate accounting errors and irregularities.

· Implications for detailed audit testing and procedures:

· If analytical procedures do not reveal any inconsistencies between the company’s expected and actual performances, this may indicate that there are no material irregularities or errors.
· If analytical procedures find material irregularities, detailed audit testing becomes important.

· In addition to the benefits mentioned above, analytical procedures can also help in identifying unexpected relationships. For example, auditors might use financial data obtained from ratio analysis, past trends, financial statements, etc.

· Analytical procedures can therefore draw the following comparisons:
· Current data of the organization versus historical data from previous accounting periods.
· Actual company data versus budgeted amounts and forecasts.

· Financial data of the organization versus the industry’s data or data from a comparable company.


iv. 
· Rationalization and attitude originate from the organizational culture, the psychology of individuals working for the organization, and the relationship between employees and the company.
· Fraud, such as using office supplies for personal use and using the office phone for personal calls, has fairly simple rationalizations.
· Common rationalizations for a fraudster, which tempt him to commit fraud are:-
· The company will make more money in the next financial quarter and no one will ever notice the missing money.
· This month’s fictitious accounting entry can be reversed by a counter-entry next month; therefore it is not exactly fraud. The company will not incur a loss.
· Management does not take supervision of internal controls and discipline seriously.
· Management itself is involved in dubious transactions in order to and maintains aggressive accounting policies.
· The people who have been rewarded with promotions have disregarded the means of achieving objectives and have focused only on the attainment of organizational goals.
· Risk-taking is more rewarding than playing it safe.








v. 											
Evaluating Fraud Risk Factors:

· Risk factors can only be identified and evaluated with a thorough understanding of the context, i.e. the environment in which the business operates the business entity’s structure and culture, and its internal controls. 
· It is also important to have an understanding of the presence and
 effectiveness of mitigating factors that reduce the risk the fraud.
· The context and circumstances determine the significance of risk factors. A small business, for example, will have a less developed internal control mechanism than a large corporation.
· Unusual and suspicious transactions, ambiguous financial ratios and questionable explanations by the management should be identified in order to obtain a thorough understanding of the normal functions of the business entity, the overall industry in which it operates and the economic environment.
· The act of identifying and evaluating risk factors of fraud is a cumulative process; it is not something that is undertaken only at the planning stage. Every stage of an audit involves the auditors being vigilant and alert to misstatements indicating fraud.
· Auditors may come across new information at the following stages:
· Planning and risk assessment.
· Discussions with employees or with management.
· Audit tests such as control testing, substantive or analytical testing.
· Review of audit.





vi. 
· Analytic procedures are used throughout the audit process for three primary purposes, they are:-
			
	
· Preliminary analytic procedures:
Help in providing an insight into the company and point out high-risk areas in order that that the nature, timing and extent of audit procedures might be determined accordingly.
· Substantive analytic procedures: 
Are used in the evaluation of account balances and in obtaining audit evidence.
· Final analytic procedures:
 Carry out a final assessment of financial statements and assess whether audit conclusions are correct or not.


2.
A. INTRODUCTION:
	
	The origin of fraud lies in greed and the opportunity for deception. The  so called fraud triangle involves three conditions that are likely to be present when fraud occurs:

a. Incentive or pressure:
· Motivation or incentive to commit fraud.

b. Opportunity:
· Ability to carry out misappropriation of cash or organizational assets.

c. Rationalization and attitude
· Justification of dishonest actions.


FRAUD TRIANGLE
B. MAIN ANSWER:

		Opportunity:

· There must be an opportunity for a fraudster to commit fraud and a perception that a fraud can be committed with impunity. 
· Even a person who is inclined to commit fraud and is determined to do so needs suitable circumstances that will help him/her execute his/her plans. Moreover, such circumstances may also tempt a person who is not generally dishonest to deceive or commit fraud.
· Factors that provide opportunities for fraud include weak or ineffective controls, poor division of duties, and lack of supervision.
· Sometimes the nature and size of a business provides an inherent opportunity to fraudsters. For example, the number and types of transactions and the kinds of balances and accounts may be vulnerable to manipulation or falsification.


· Similarly, certain organizational structures and assets are more prone to fraud than others. 
· Risk factors that provide opportunities include:



· In large organizations, the extent of the management’s role in internal control systems and their ability to bypass controls may determine fraud opportunities. Factors that contribute to creating a high risk of misappropriation of assets include:

· The value, demand, convertibility and movability of assets.
· Weak internal controls intended to protect assets, such as lack of supervision, poor employee screening, weak accounting and physical controls, infrequent reconciliations and lack of segregation of duties.








3.	
		INTRODUCTION:
		
		Information Gathering:

· According to SAS 99 (Statement on Auditing Standards), carrying out inquiries with management and others, analytical procedures, evaluation of fraud risk and information-gathering lead to the identification of fraud risk factors.

· “Management and others” include executive management, internal audit team, audit committee, and those inside the organization who are directly involved with operational duties.

	MAIN ANSWER:

· The following are some of the most important questions an auditor might ask during the course of his/her inquiries:

· Is the management aware of any alleged, suspected or perpetrated financial misstatement or asset misappropriation that might have resulted in material misstatement in the organization’s financial statements?
· Is the management aware of any perpetrated or alleged fraud regardless of materiality?
· Did the management receive any letters or other communications by ex-employees, analysts, etc, alleging fraudulent activity?
· What specific areas, transactions or accounts has the management pointed out as being vulnerable to fraud and what are the reasons behind this fraud risk?


· What programs or internal control mechanisms has the management put in place to mitigate the risk of specific fraud or to deter fraud in general? How are these programs and controls 
monitored and supervised?
· How are the companies operating locations and other business segments monitored? Are there certain segments that are more prone to fraud?
· Did the audit committee or any other authority receive a report from the management regarding the entity’s control environment? This report would include information on how the company’s internal controls deter fraud, risk assessment procedures, communication and information systems and 
monitoring activities.
· Has there been any request to the management or anyone else in the company to alter or withhold information, and to make fictitious transactions or accounting entries?

· The auditor should ask the audit committee the following questions:

· What is the audit committee’s evaluation of fraud risk?
· How do internal auditors view fraud risk?
· What results have these procedures produced?
· How has the management reacted to findings of internal audit? Has this reaction been satisfactory?
· What audit procedures have been put in place by internal auditors to detect and prevent fraud?

· The nature of inquiries conducted within the organization will depend on the area of expertise and the level at which the employees are working.


· Although lower-level employees may not have the same overview as senior management, they might still provide important insights into the 
operations of the business. For example, a low-level employee may be responsible for operating controls in the organization or may even be aware of fraud being committed by senior management.


CONCLUSION:

· The auditor should not disregard the possibility of the organization’s in-house counsel providing relevant information. In the event of fraud, the counsel is highly likely to have been made privy to the information and asked to take remedial steps.
· Legal counsel, compliance officers and employees of the human resources department are usually aware of ethics violations by the organization and suspected cases of fraud in the past.

















		CASE STUDY:

i.

	INTRODUCTION:
	
	Forensic identification is the application of forensic science, or 	"forensics", and technology to identify specific objects from the 	trace evidence they leave, often at a crime scene or the scene of 
	an accident. Forensic means "for the courts".
														
		[image: ]



MAIN ANSWER:

The forensic expert would have performed:
	

· Firstly; Preliminary analytic procedures which would help in providing an insight into the company and point out high risk areas in order that that the nature, timing and extent of audit procedures might be determined accordingly.
· Secondly; Substantive analytic procedures which were used in the evaluation of account balances and in obtaining audit evidence.
· Lastly; Final analytic procedures which makes final assessment of financial statements and assess whether audit conclusions are correct or not.
· The expert would have conducted substantive tests at the beginning and determine the existence of fraud by requesting and reviewing contracts, examining invoices and deliveries, and obtaining confirmations from customers regarding accounts receivables and the amount of sales.
· If analytical procedures do not reveal any inconsistencies between the company’s expected and actual performances, this may indicate that there are no material irregularities or errors. 
· This would further imply that detailed audit testing may not be needed as the substantive evidence gathered by analytical procedures suggests that the company’s financial performance is fairly reflected in its financial statements. On the other hand, if analytical procedures find material irregularities, then 
detailed audit testing becomes important.
· In the present case, A man was on remand in prison having been charged with drug dealing. No drugs were ever found and the evidence against him was simply that he owned a number of properties but worked as a cleaner in a local factory. The implication was that the property purchases could only have been funded from the proceeds of crime. The man denied this. A forensic expert was instructed to review the man’s financial affairs and explain how the man funded his lifestyle. the expert made a detailed review of the man and his family’s financial affairs, starting at the time he bought his first property. The records explained the sources of all the funds used to buy the properties. It showed how the man had used equity created through the legitimate purchase and sale of other properties to create his portfolio and support his family’s lifestyle.	

CONCLUSION:

· The evidence helped the forensic expert to understand that the man made legitimate purchase and sale of properties to support his family. Hence he was released from remand without charge.

ii.
INTRODUCTION:
· Fraud usually occurs as a result of collusion and is carefully concealed. This makes the job of fraud detection very difficult, especially if it involves large sums of money and financial misstatements (which occur only in 2% of cases). 
· Perpetrators cover up fraud by producing false documents and omitting incriminating documents from the company’s files. 
Criminal actions are made to appear legal through falsification and the alteration of genuine paperwork.

		       	  MAIN ANSWER:
· The documents that provide evidence of correct dates include:

· Copies of signed contracts.
· Transaction records stored in the management’s information system. 
· Sales journals and registers, which have recorded dates of the transactions.
· Purchase order dates. If the purchase order was dated after the period end, it would be hard to explain the falsified dates on invoices and delivery documents.
· Dated correspondence concerning negotiations and the actual transaction.



· The expert in order to determine accelerating or declining sales; would have-

· Scrutinized purchase orders, invoices, and equity capital documents.
· Examined closing inventory.
· Looked for documents with altered dates.
· Conducted inquiries into employees in the equity capital department regarding large sale, purchase of properties near the period end, bill-and-hold transactions, etc.
· Conducted inquiries into personnel outside of the financial and accounting functions, into large customers and into customers who place orders towards period ends regarding side agreements, such as return rights, terms of cancellation, guarantees, etc.
· Analyzed sales returns and cancellations that have occurred towards the end of the accounting period.
· Send confirmations to customers with quantities, amounts, dates, and side agreements. This includes looking for written 
confirmations in addition to oral confirmations, and following up on unreturned confirmations and confirmations that have been returned with discrepancies.

· Reviewed manual sales journal entries.
· Verified estimates for percentage of completion.
· Identified vendors who are related parties (customers, employees), and analyzing transactions that have occurred with those parties.
· Analyzed disaggregated sales data and various relationships with sales.

· In addition, the auditors might scrutinize public records and 

perform background checks on customers, vendors and third 
parties to verify their existence. 
· Usually, when receivables are falsified, the corresponding amount is credited to sales. Fake sales invoices are created to support fictitious sales and receivables, phantom customers are created, or fake transactions are concealed in the accounts of large customers with a high volume of activity.

CONCLUSION:
With the help of the documents and evidences gathered, the forensic expert was able to understand that no fraud was committed and the man was released from remand without charge.
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Analytic Measures


Primary	
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Concluding















Rationalization and attitude


Incentive or pressure


Opportunity







The nature of the industry and the business, the kind of business transactions, and the manner in which records and accounts are maintained.


The way in which a business interacts with its customers and suppliers, and its position in the market. For example, if a business dictates its terms and dominates the market, it may be proneto inappropriate transactions.


The level of supervision of senior management by independent entities, such as external audit teams, supervisory boards and non-executive directors.


The stability of the organization and the complexity of its structure.
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Management characteristics


Industry characteristics


Operating characteristics and financial stability
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