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	1.i. Business economists categorise technology as an element of capital goods, one of the factors of production used by a business to produce goods or services consumed by society.  It could be said that technology is then a subset of production being the process that changes inputs into outputs.  An example of this type of transformation processes are motor vehicle assembly plants, electrical appliances and production lines.  It must be known that although technology is central to the production process, it has for greater applications.

The Oxford Everyday Dictionary gives the following definition, “technology is the scientific study of mechanical arts and applied sciences”.   Products produced by the manufacturing process exhibit incremental advances in technology and their functionality, quality and reliability that influences market creation, market share and market growth. 

Technology risk threatens the assets and processes vital to a business and may even prevent compliance with regulations, impact profitability and damage a business’s reputation in the market place.  It can be defined as those events that would lead to insufficient, inappropriate or mismanagement of investment, in technology and in terms of the manufacturing process, product/service design and/or information management.  Mismanagement would include poor protection of intellectual property, business continuity planning or security – with the most important consequence of this risk being a decrease in market share.

1.ii. The benefits of technology risk management are as follows:

· It identifies potential market share loss, due to a competitor’s improvement in product design.

· It provides a higher quality of information for improved decision making purposes.

· It identifies the threats to current business practices from emerging business-to-customer relationships.

· It offers insights into the drawbacks of not aligning technology to strategy and business operations.

· It establishes a system of on-going assessment of the latest technological developments in the manufacturing processes, as advances in technology improve productivity.

· Understanding and managing your risks brings peace of mind – you can be confident that you have taken due care and diligently exercised risk management in accordance with your business technology requirements.
 
1.iii. The “intranet” is a private computer network that can only be accessed by authorised users.  The prefix “intra” means “internal” and therefore implies an intranet is designed and used for internal communications.  Some “intranets” are limited to specific local area networks (LAN), while others can be accessed from remote locations over the internet.  Local “intranets” are normally the most secure since they can only be accessed from within the network.  In order to access the “intranet” over a wide area network (WAN), one would typically be required to enter login details.

“Intranets” serve may different purposes, but their primary aim is to facilitate internal communications within a business /company.  Employees can securely share messages an files with one-another and the “intranet” can provide a very simple way for system administrators to broadcast messages and roll-out updates to all workstations connected on the “intranet”.  “Intranets” save time for companies, provided that the information they contain is easily accessible by the majority of employees.

There is however a risk, that if the “intranet” is down for long periods of time, employees will be unable to do their work or even their routine jobs.

Examples of “intranet” services include “Microsoft SharePrint”, “Huddle”, “Igloo” and “Jostle”.

1.iv. “E-commerce” (short for Electronic Commerce) is the ability to buy and sell merchandise on the internet and doing business electronically.  Simply, it is business conducted through the use of computers, telephones, fax machines, barcode readers, credit cards, automated teller machines (ATM) or other electronic appliances (whether or not using the internet), without the exchange of paper-based documents.

“E-commerce” can include the activities such as procurement, order-entry, transaction processing, payment, authentication, and non-repudiation, inventory control, order fulfillment and customer support.

There are other applicable terms used for “e-commerce”, being B2B (Business-to-Business) and B2C (Business-to-Customer), where B2B makes up the largest contingent of trade on the internet.  Some companies that us “e-commerce” on the internet are Cisco and Oracle.

1.v. “ROI” stands for “Return on Investment”.  Time and costs are the most important features of investment decisions, irrespective of who makes them.  An investment is when an outlay of something of economic value, usually cash, is made at one point in time, which is expected to yield economic benefit for the investor at some future point in time – generally, the benefits follow the outlay.

The CEO (Chief Executive Officer) is often expected to provide improvements in the bottom-line within a specified timeframe and thus there is pressure on a product to produce quick improvements in performance and/or costs from the start.

A project investment process can be seen as a sequence of six key stages, each of which must be given due consideration by managers as there are many inherent risks in any investment process.   These six stages are:

· Determine the investment funds available.

· Identify profitable project opportunities.

· Defining and classifying proposed project(s).

· Evaluation of the proposed project(s).

· Approval of the project(s).

· Monitoring and controlling of the project(s).

“ROI” (Return on Investment), falls within stage 4 above and is a key evaluation method.  In an IT context, ROI calculations provide a business with an estimate of the percentage return that it will make over a specified period.  “ROI” is calculated by way of the following formula:

%ROI = Benefits x 100
               Costs

Where the current annual costs can be; employee costs, existing software license costs, software support, hardware support, overheads (rent and / or building running costs) and any other maintenance costs.  The investment costs would include the consultancy fees, hardware and software purchased costs, costs of installation and the costs to remove any redundant hardware/software.  The new estimated annual costs consist of the software license costs, software and hardware vendor support and employee operators and overheads, such as rent and building running costs.

2.
AJK Ltd – Technology Risk Management Plan

· Technology Risk Accountability rests with the board of AJK Ltd.

· The board, with the aid of the CRO (Chief Risk Officer) is to establish AJK Ltd.’s IT risk appetite.

· The board, with the aid of the CRO (Chief Risk Officer) will on a six monthly basis review and update the risk register and will proactively control risk response actions.

· The board with the aid of the CRO (Chief Risk Officer) must ensure that risk management is ingrained within the management structure to enable senior and middle managers to quickly respond to changes in IT risk profiles.

· The board, with the aid of the CRO (Chief Risk Officer) must ensure a transparent and proactive approach to IT risk management that will allow competitive advantage.

· The board, with the aid of the CRO (Chief Risk Officer) must enable comprehensive two-way communication.  The IT practitioner language must be simplified to enable the board to understand how much IT risk the company is taking.

· The board, with the aid of the CRO (Chief Risk Officer) must make sure that It is in line with the business objectives, which is critical to developing the company.

· The board, with the aid of the CRO (Chief Risk Officer) must understand the risks and opportunities related to new technology like e-commerce, outsourcing, etc.

· The board, with the aid of the CRO (Chief Risk Officer) must keep track of where IT projects overrun, exceed their budgets, require expensive on-going maintenance or failure to satisfy the needs of the end-users.

· The CRO (Chief Risk Officer) must conduct lessons learnt workshops on all completed IT projects and insist that senior and middle management use these lessons learnt on their future IT projects.

· CRO (Chief Risk Officer) must analyse the IT industry to identify alternative suppliers to avoid the overdependence on a single vendor.

· The CRO (Chief Risk Officer) must ensure that IT risk is accumulated so that the risk control tasks can be prioritized and that everyone understands the consequences of risk mitigation action.

· [bookmark: _GoBack]The board, with the aid of the CRO (Chief Risk Officer) must realise the IT fit, as no business can survive while standing still and the IT within the business must adapt to reflect and be aligned to organisational changes.
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