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 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
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1. Please find below my answers.
i. Computer forensic involves application of investigative and analysis techniques for the collection, preservation or storage, validation, identification, analysis, interpretation, documentation and presentation of digital data with the aim of reconstructing the events and come up with an evidence to prove or disprove an allegation of fraud through the use of computer. In addition, this involves determination of any activity that took place on a specific computer and recovering of data deleted or intentionally corrupted, determination of those persons involve, time when data or information was acquired and trail of data movements.
ii. Computer forensic engagement is a professional service that are carried out for the following purposes:
a. Fraud prevention and assessment of detection controls;
b. Investigation of bankruptcy declared by a company, to prove or disprove that there is no fraud involve why it went bankrupt;
c. Advisory services for family disputes, valuation of assets or properties, determination of damages and other expert services; and
d. Investigations on financial reporting, regulatory compliance and possible theft or misappropriation of assets;

iii. The following are sources of retrievable data: 

a. Laptop and personal computers
b. External hard drives
c. Mainframes and servers

d. Scanners
e. Storage device

f. Thumb-drives

g. CDs & DVDs

h. Data stored in “cloud”

i. Cell phones

j. Scanners and copiers

k. Instant messengers

l. Fax machines

m. Answering machines
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iv. The following are characteristic of a computer forensic analysis: 
a. It has the ability to apply sound and replicable methodologies. The methodologies used in the analysis must be replicable since it is iterative process;
b. It can comprehensively document everything. All the relevant data required for the investigation are included with the use of this method.
c. The practices or methodologies used have been able to withstand past challenges. The methodologies applied must be tested satisfactorily to avoid future occurrence of deviations; 

d. It has the ability to apply methods that could produce duplicable and verifiable results. The results produced through this method can be verifiable and can withstand scrutiny; and
e. Using software that is acceptable in forensic profession. It will render the data captured or gathered unacceptable if the software used is not acceptable to the forensic profession.
v. The following are the benefits of data analysis:
a. Data analysis facilitates the quick identification and extraction of specific high risk data from the entire populace;
b. It helps in comparing data gathered from different sources to come up with a complete picture of the event;

c. Data analysis reduces or eliminates sampling risk;
d. It helps in monitoring relevant data trends over the specific period of time, analyzing fluctuating trends and potential risk factors; 

e. It helps in testing the internal controls of the organization and identify its weaknesses; and
f. It helps in identification of unknown data trends relevant to the investigation. 
2. The following legal factors should be considered before starting a computer forensic engagement:
a. Does the client have legal authority to collect the data?
b. Is there a subpoena available for the collection of data?
c. Is legal counsel available for the engagement?

d. Is the forensic investigation have legal basis?
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e. Does the forensic team composed for the investigation has necessary qualification and experience to handle this kind of engagement?

f. Is the scope of the engagement limited only to the relevant data?

g. Does the team knows the owner of the data, and are there any privacy concerns?

h. Is the team aware of laws related to international privacy, in cases where data are collected internationally?
3. The following are tools used by forensic accountants for data analysis:
a. Microsoft Excel/Office

b. Analysis Software

c. Data Analysis Software

d. Specialty Software

e. Basic Productivity Software

4. Chain of custody form is chronological record or paper trail that specifies the collection, analysis, custody, control, transfer and disposition of evidence for the investigation. This contains the following:
a. Name(s) of person(s) provided device and signature (s);
b. Names of person(s) collecting the device;

c. The specific location of each device, including the address and room number;

d. Details of the device such as, description, make, model number, serial number and condition;
e. The date and time when the device was collected;
f. Tag of the device for easier identification and filing or safekeeping.
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