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QUESTION 1

(i)Outline the difference between policies and procedures

Policies and procedures defined

According to business dictionary, policies are rules, principles and guidelines formed by an organization to steer reaching its objectives and are typically written down and communicated to staff and easily accessible to all concerned stakeholders. For example, Human resources policy and credit policies.

A policy is a course of action adopted by an organization and that is followed in achieving business strategic business objectives. The policies may emanate from external or internal sources. External sources of policies may be statutes such Occupational Health and Safety Act, Affirmative action’s and Disability Act. The gender proportionality in employment requires a blend in both sexes. For instance, in Kenya, 30% of positions are reserved for either gender but not more than one gender should comprise more than 70 percent in any formal employment set up. Furthermore, in the appointment s in Commissioners, thirty percent rule must observe in Kenyan context. Thirty percent of all tenders are reserved for the youth 

Procedures are defined by business dictionary as specific methods adopted to express policies in action in daily operations of the organization. They are the nitty- gritty of the policies. Procedures deal with steps that should be followed when executing tasks aimed at achieving business objectives within the framework of existing organization’s policies. Standard operating procedures are a clear example of procedures. They define logical sequence of activities in a given business process. They may represent workflow system and provide a lead into the audit trails to tract system failure or determine dysfunctional system that may lead to frauds in a business.

 (ii)Name some techniques that help increase the perception for detection

According to Jim M (2009), article, Fraud Matters, one of the key elements in understanding fraud is to realize that where opportunity (Donald Cressey Fraud Triangle-1973) exists, perpetrators can act.

An organizations ability to heighten the perception that fraud will be detected will substantially reduce the likelihood of its occurrence and potential fraudsters will be kept at bay when they believe that they will be caught. Controls may be of little assistance in fraud detection if nobody is aware of the existence of such control measures.

Conversely, even if controls are weak, the perception of their existence may deter criminals from committing fraud.

Therefore a key element in preventing fraud is increase perception of detection.

Some techniques that have been employed by organization exist and they can be classified as external, internal and normal occurrence. These are explained in the table below

Threat Source

Measures adopted to increase perception of detection

EXTERNAL-

come from vendors, customers and competitors

1. Signs ‘shoplifters will be prosecuted”

2. Placards showing ‘this place is under CCTV 24hrs”

3. Tags on goods with detectors at door

4. Bubble lenses in entire shop 

Internal –

these come internal control challenges mainly employees

i. Cctv surveillance cameras

ii. Reminding staff they under watch

iii. Staff training on common theft schemes

iv. Surprise checks

v. Prosecution of apprehended staff

vi. Ethics and fraud policy implementation 

Normal occurrence

Related to daily social activities eg music industry, casinos

i. Strengthen Internal controls systems

i. Maintain internal audit function

ii. Use anonymous hotlines

iii. Teaching staff and vendors about red flags of fraud and the company policy barring it

Summary of techniques of increasing perception for detection

a. Surprise checks-proactive fraud management (ACFE)

b. Surveillance-use cameras where assets are at higher risk

c. Prosecutions-deterrent measure

d. Anonymous hotlines-encourage letters, emails, third party handling cases

e. Ethics and fraud policy implementation-

f. Catch me if you can-exposing caught offenders and publicize 

Question 1 (iii)-How does internal audit help in fraud prevention

According report to the nation(RTTN) by ACFE, internal audit has the highest degree in proactive methods of fraud detection but only if fraud auditor is hired.

The internal audit discovers frauds which may have been considered for future investigations..For instance, by carrying out surprise check on a teller’s till a difference may be discovered which if investigated further could lead to prosecution dismissal of the apprehended suspect staff

Internal audits are laced with principles to detect, identify fraud and perpetrators and hence prevention of fraud.

The internal audits ensure preservation of evidence during fraud investigation and they ensure that audit trails are not blurred by employing chain of custody principle to keep track of who did what and where evidence is kept.

Internal audit also assists in fraud prevention, by ensuring that policies and procedures are complied with. During internal audit exercise, compliance with organizations policies and procedures is checked and all irregularities are noted are recorded and communicated and a follow-up is done with management to ensure corrective actions are taken appropriately.

Finally, it is generally unacceptable to try to eliminate all the risks, but a tolerable risk level and risk appetite should be set by the management for effectiveness of internal controls in fraud management.

The internal audit achieves its fraud detection by having various detection techniques that may increase its effectiveness in detection and management of fraud. Some these are, having internal audit department, establishing and maintaining risk register and progress reports for any reported cases, staff policy on compliance, gift policy and disciplinary procedures.

Question 1(iv)  What is commanding approach in fraud detection? 

This refers to an authoritative and confrontational method of proactive fraud management. It involves sending direct messages to the people concerned in the organization that “corruption is Zero tolerance and if you are caught in corruption you will be dismissed and prosecuted.

Question 1(v) –what is the difference between precautionary and detective approach. How are these approaches used in fraud detection?

These are among the classical approaches in fraud detection. They are explained as below

Precautionary-approach….In this approach, likely offenders are identified by various methods such as background checks and criminal records. Internal controls may used in preventive approach. For instance, duty segregation is precautionary in that it may diminish the chances of risk of fraud such that no fraud without staff collusion.

Detective approach-Under this method, internal control system is established to monitor potential frauds. It involves periodic verification of transactions by an internal audit function with accounting controls being it major source of information.

Both of these methods are used in fraud prevention and detection. One may appear proactive(precautionary) while the other may appear to be reactive(detection).Whereas the former aims at keeping fraud at bay, the latter may detect presence of or fraud that has taken roots and may call for investigation.

Question 1(vi) Explain the term internal controls. Name some of the internal control activities organizations can adopt in order to prevent fraud.

Internal controls are measures that an organisation puts in place to protect life and property. It may include physical access controls to rules of conduct and procedures, but may not guarantee elimination risk of errors or fraud. Internal controls effected by management, board of directors and other personnel that are designed to minimize risk of exposure to an acceptable level within the context of organizations objectives. Risks are adverse events that may befall a business such as theft, spoilage, business interruptions, fraud and embezzlements, civil liabilities and loss of competitive advantage.

CEOs and CFOs may be held personally liable for weak internal controls (Sarbanes Oxley Act Section 404).The internal control systems (ICS) must provide reasonable assurance that they will meet their objectives.SOX also stresses that the ICS must be consistent with reasonable practice and all associated risks with business objectives must be disclosed. 

Specifically, the ICS is designed to ensure the following:

a. Reliability and integrity of the financial reports

b. Compliance with applicable laws and regulations

c. Promote strategic, tactical and operational efficiency and effectiveness. These are under pinned by conscious corporate culture and good leadership

The main components of effective ICS are control environment, risk assessment, control activities, information and communication and monitoring.

Some of the internal control activities organizations can adopt in order to prevent fraud activities are named below

a. Segregation of duties-these may only be possible in large organization with sufficient resources to deploy

b. Adequate documentation and records. These would enable audit trail and assist in audit and during any investigative work.

c. Controlled access to assets and records-meant to safe guard unauthorized access and embezzlements

d. Independent accountability, checks and reviews of performance, May increase perception of detection and keep at bay frauds

e. Approval and authorizations-ensures only genuine transactions are processed

Question 2-Discuss the important points that should be considered when developing fraud policy

When designing a fraud policy, it would be appropriate to understand that having such a policy in place is not an end in itself.

Research about co-operatives and frauds discovered that there was a correlation between number of fraud cases reported and presence of three essential elements of policy; policy, compliance and communication. Only one tenth of firms that had ethics policy had any compliance checks.

When creating fraud policy several issues should be considered. These are explained in the next paragraphs.

Firstly, there should a clear definition of the policy matter, in this case fraud. When clearly defined it would be easily drilled down on the staff concerned and the implementation would then be easier since every member affected by the policy will have the same understanding vis-a-vis organizations objectives.

Strategies for handling detected frauds. If the procedures are clearly defined, the organization would have lesser time in handling reported frauds. Time will again be saved in resolving the reported fraud matters.

The fraud policy should acceptable level of privacy. The policy should embrace the rights of innocent people who may have been mistakenly involved in a scam and also the witness and whistle blowers should be protected.

There should be a description of fraud response procedures. Fraud response should be defined and documented .People should be identified and responsibilities assigned regarding specific roles that each member in the response team will play.

Litigation and legal procedures should clearly described and be followed keenly during a fraud investigation exercise. This may increase the perception detection when identified offenders are brought to book and convicted. The extent to which the fraud matter should be pursued and published should be tolerable and acceptable to organization.

Subject Matter expert (SME) in forensic accounting and fraud investigation may need to involve in fraud investigations where such is essential. The policy should incorporate procedures of how to engage third party services in fraud issues.

The policy should luridly outline how the investigation process should be conducted. Consideration should be given to procedures on reporting and prosecution of the apprehended culprits.

The recovery process should also be well described in the fraud policy. The relevant executive body responsible for recovery should be clearly defined in document.

Reward policy should be defined and should be followed consistently to ensure that the fraud policy is live and functional. For instance, if kes.100000 is put for whistle blowing, then there should be clearly policy stating when and how the person will be compensated without prejudicing the rights of the whistle blower.

Controls in place should be described that illustrate how potential frauds will be mitigated. Policy on document examinations should be clear. The system should be tested to assess their effectiveness .
Finally, policy on insurance should also be included in the fraud policy documents. The criteria for selecting insurer, and how to engage the insurance company when fraud occurs should be clearly stated .Having a fraud policy is paramount for effective fraud prevention system and ,just as mentioned earlier, having the policy in place may remain an exercise in futility if there is no regular compliance check.
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