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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.

For high grades use examples and illustrations where appropriate. 
	1. Short Answers –

i. Computer forensics is the process of determining if any activity took place on a particular device and of restoring the deleted or corrupted data.  Computer forensics can determine the key players involved in a fraud, the information possessed and at what time, if and when it was passed between them and their efforts to hide their actions.  Forensic accountants familiar with computer forensics can recover deleted files and examine data such as internet history, emails, logging/auditing data, registry files and hidden folders/ files to collect evidence of a fraud.

ii. Computer forensic engagements can be carried out for the following reasons –

a) Fraud prevention and detection control assessments

b) Investigations and consultations involving bankruptcy

c) Advisory assistance for disputes such as family law

d) Valuation assistance

e) Non-testifying privileged consulting

f) Damage calculation and expert services

g) Financial reporting and security investigations

h) Regulatory compliance

i) Misappropriation of assets

Computer forensic assistance is usually requested by internal /external audit teams, law firms, individuals, and in-house counsel.

iii. Some sources from which data can be retrieved are –

a) Laptops, Desktop computers & Virtual machines

b) Removable disks

c) Printers

d) Solid state storage

e) Fax machines

f) Thumb drives, memory sticks/pen drives.

g) IP telephones

h) Tapes or other backup storage

i) PDAs

j) CDs, DVDs and floppy drives.

k) Cell phones, mobiles, I-phones etc

l) Emails

m) Scanners

n) Copiers

o) Recycle bins, deleted areas

p) Ipods, MP3 players, I-pads

q) Instant messenger applications

r) Servers

s) Data stored online in the Cloud

iv.  The characteristics of a computer forensic analysis are -

a) Ability to apply sound and replicable methodologies – to follow a system or pattern for each forensic analysis regardless of what the investigation subject is.

b) Using practices that have been able to withstand challenges in the past – like any system, it will change over time to adapt to new technologies and paradigms.  In past analysis’s where the findings were challenged and overturned perhaps on a technicality, it is common sense that the subsequent investigations practices close this loophole to stop the same challenge being used again.

c) Using software that is acceptable in the forensic profession – using familiar software that others in the profession recognise and use is important, otherwise the investigators leave themselves open to this being used as a challenge against their findings.  Also using well-known and recognised software, means members of the investigating team can be swapped out if required, and the new team members should be familiar with the software being used.

d) Ability to apply methods that yield reproducible results – again similar to the software argument above, if the investigating team is using familiar software then another investigating team following the same methods should find the same results.  This could be useful in the event of a court case where the prosecution can demonstrate that two independent investigating teams reached the same conclusions.

e) Documenting everything comprehensively – again in court a judge or defending legal team will ask for documentation to back up anything said or any allegations made, therefore everything should be documented in layman’s terms, leaving no room for doubt that the investigating team’s findings and conclusions are accurate and comprehensive.

v. The benefits of data analysis are the time they can save an investigator by leveraging his time using computer applications, rather than historically spending hours sifting through lines of journal entries, he/she can identify items to perform further test on and then use powerful software to analyse this data, benefits include –

a) Reduction and even elimination of sampling risk.

b) Comparing relevant data from different sources and systems to show a fuller picture.

c) Monitoring relevant data trends over periods of time and analysing fluctuating trends, identifying false positives and potential risk factors.

d) Identifying and extracting certain risk criteria from the entire data population for further analysis.

e) Testing internal controls and organizational policies for their efficiency in identifying weaknesses.

f) Identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. The legal factors that should be considered prior to embarking on an engagement are –

a) Is there a court order that allows data to be collected & does the forensic accountant have a copy of this?

b) Is legal advice available to the forensic engagement team and is this advice completely confidential?

c) Is the forensic accountant able to withstand challenges to any findings? i.e. does he have the correct qualifications and licenses to provide sound advice.

d) According to the laws in some countries data can only be collected and analyzed by a licensed private investigator.  Therefore by ensuring all of the engagement team are licensed to recommended levels for that country means only suitably qualified investigators will carry out the analysis. Or individuals who would be recognised in court as expert witnesses in the forensic accounting field in any subsequent case.

e) If the investigation is an international one, is the engagement team aware of the laws pertaining to international privacy?  The laws in certain countries may be different from others therefore the engagement team should make themselves aware of the laws or look to hire in expert/legal advice for the countries they are working in.

f) Does the forensic accountant or client have the legal authority to gather data?  Has the investigation been approved by the entities board of directors and internal audit?  Where a third party company, a solicitors, a government body etc, have hired the forensic accountant have they obtained full authority via the relevant bodies to carry out the investigation.

g) Do the forensic accountants know to whom data belongs, are there privacy concerns.  Should the team be passed data upon their appointment is there a full chain of custody supplied with the data.  If the data is confidential is it currently being or has it been stored securely in a lockable storage with the correct controls in place for who can view the data.

h) Is the scope of the investigation limited to relevant data?  i.e. has a lot of irrelevant data been collected and are there mounds of information to look through, this will slow any investigation down.  Only the data which is applicable to the problem as hand should be required by the investigating team, therefore all the data will need to be sorted through and the irrelevant data removed as part of the planning phase before the investigation can begin.

i) Does the team expect to find sensitive data on the devices they will be examining that will need to be reported to the relevant authorities?  The team would have been briefed on the nature of the investigation so should be aware the devices they are examining may contain data of a criminal or sensitive nature.  Should this be discovered the team should be aware of their duty to report this and hand any devices over to the authorities.  This may mean crucial information required for their investigation is handed over and their investigation has to be put on hold until the criminal investigation is completed.
3. Tools used by forensic accountants for data analysis could be some of the following –

a) Basic productivity software – the forensic accountant would need an advanced knowledge of applications such as Excel/Access, the ability to carry out calculations and use formulas on Excel and query databases on Access would be the bread and butter of the forensic accountant’s tools.  Indeed an advanced knowledge of the entire MS Office suite would be required as the investigator may also be required to type up documents in Word and make presentations on PowerPoint.

b) Analysis Software – this would consist of add-ons for excel/office, which enable the forensic accountant to conduct his investigation.  Applications such as active data, which gives advanced data analytics capabilities in Excel, will save time and give the investigator more ways to manipulate data.  Also (CAATS) Computer assisted audit tools applications such as TopCatts or TeamMate Analytics will aid any investigation.

c) Data Analysis Software – more specialised than the above analysis programs these support various tasks the investigator may wish to carry out when manipulating data.  Applications such as IDEA  Data Analytics which performs over 100 audit-relevant tasks or ACL who supply various applications specialising in audit management, compliance management and operational risk management.

d) Specialty Software – highly specialist data analysis software invaluable to the forensic accountant and designed for tasks such as data mining, security and access.  SAS (Statistical Analysis System) is a software suite that can mine, alter, manage and retrieve data from a variety of sources.  Applications such as WizSoft, which can search for duplicates, uncover errors, data mine and uncover relationships that may exist among seemingly unrelated fields and SPSS statistics, which can data mine, perform text analytics and a variety of other advanced data analysis tasks.
4. A chain of custody form should contain the following information –

a) The name/signature of the person who has provided the device.

b) The exact location the device came from, including the address and building/room.

c) The device’s condition, description and make model and serial number.

d) The date and time that the device was collected on.

e) Any special features or markings on the device, i.e. item/asset number, initials of the person who number the device for examination.

The items should then be stored in a secured evidence locker preferably sealed in an anti static bag to prevent tampering and data loss.  The items would need to be signed out if they were being removed for any reason.  Attaching a copy of the chain of custody form to each device for identification purposes if possible would also help, rather than trying to cross-reference the device to its form once the forms were all filed in a folder.  It is critical to maintain the chain of custody of the device once it has been established as a lapse in protocol may impact the credibility of the entire examination.


Student Statement:

By submitting this assignment, I confirm that this is my own work.
	Student Signature
	Mark Cawkwell
	Date
	01/03/2016


For Tutor / Assessor Use Only
	Total Marks
	

	Marks Obtained
	

	Percentage / Grade
	


   Assignment Cover Sheet











