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UNIT 9 – FRAUD RISK ASSESSMENT
QUESTION 1
Give short answers for the following questions:
I. Outline the factors on which fraud risk assessment depend.
Fraud risk assessment is the process by which management examines the organisation’s exposure to potential fraudulent schemes. The ultimate objective of such an assessment is to establish and maintain controls and to monitor their operational effectiveness. Fraud risk assessment must be tailored to the organisation’s industry and all drivers of fraudulent activity.

Effective fraud risk assessment depends on the knowledge of fraud, including the fraud triangle, fraud schemes, red flags, and accounting information systems. Below is a brief explanation of each of these concepts:

· Fraud Triangle is a framework designed to explain the motivation for a person to commit fraud. It has three components namely, pressure, opportunity and rationalization;

· Fraud scheme refers to the types of activities undertaken by individuals or companies to deprive an organisation of its resources / assets. Such schemes are done in a dishonest or illegal manner and are designed to give a financial advantage to the person that perpetuates it;

· A red flag is an indicator of fraud.
The current state of the economy should also be considered in a risk assessment. People steal in good times, but in bad times, they steal more!

II. What are the main concepts of risk assessment?
The essential concepts of risk assessment are the probability of the occurrence of the event and  the  impact  or  magnitude  of  the  event  if  it  occurs. 
Probability is the likelihood of occurrence of fraud and magnitude is the financial impact and the effect on the ability to continue operating as an organisation.
Control related factors  can  be assessed on  many  levels,  including  entity,  people  (behavioural),  divisions, geographies,  accounting  or  business  processes,  controls, products  or  services, or computerized  systems. 
Both internal and external threats must be considered on an ongoing basis.

Usually  the factors considered  on  an  entity  level determine  the probability of fraud, theft, or misappropriation, and are a product of elements such as the personality  of  the  executive  and  employees,  the  working  conditions,  the  effectiveness  of internal  controls,  and  the  level  of  honesty of the  organizational  environment.

Additionally, the process should include the techniques by which the management integrates and embraces risk management best practices.

III. What are the internal factors that should be considered for fraud risk assessment?
Internal factors, such as inadequate management controls or monitoring activities, increase the possibility of fraud, theft, and embezzlement. Insufficient controls include:

· Failure to create an honest organizational culture.

· Failure to define and communicate minimum acceptable standards of personal conduct and performance.
· Insufficient orientation and training on ethics, fraud, legal matters, and security issues.

· Failure  to deliver  guidance and  take  administrative  action  when  performance  level  or personal behaviour falls  below  acceptable  standards,  or  violates  the entity  principles and guidelines.

· Inadequate  company  policies  with  respect  to  sanctions  for  legal,  ethical,  and  security violations; especially for frauds and white-collar crimes.

· Lack  of well-timed or  periodic  audits,  inspections,  and  follow-through  to  ensure compliance  with  entity  goals,  priorities,  policies,  procedures, and  governmental regulations; generally speaking, a lack of accountability in important positions of trust.

· Uncertainty in job related duties, responsibilities, and areas of liability.

IV. What is ‘intrinsic risk’?
Intrinsic risk is the threat that an entity or organisation would face if there were no control procedures in place. It is also known as inherent risk. The risk exists “already” before any mitigatory measures are put in place. It is the risk that an organisation faces in the absence of any action it might take to change either the likelihood or impact. It can be high or low depending on the nature of the organisation, transaction or asset involved.
V. Define the term ‘residual risk’.
Residual risk is the vulnerability or exposure that remains after controls have been applied. It is the risk that remains after all efforts have been made to mitigate or eliminate risks associated with a business and its processes. In the context of fraud, residual risk is the probability of fraud occurring even after counter measures have been put in place. After a risk assessment, residual risk may be known but not entirely controllable or avoidable.
QUESTION 2

Prepare a fraud risk assessment checklist for any business of your choice.
RISK ASSESSMENT CHECKLIST FOR UMODZI INVESTMENTS LIMITED

	Name of Organisation : Umodzi Investments Limited
Prepared By:  Mike Banda                                Date: 30th May 2016.

Reviewed By : Kalonje Mwale                          Date : 30th May 2016


	1).Does the organisation have appropriate policies to counter fraud and is there adequate level of fraud awareness among its staff? Specific issues :
	Yes
	No
	Comments
	Reference

	a). Generic risk factors
	
	
	
	

	· Has the organisation assessed its employees in the context of their opportunity to perpetuate fraud and the impact in would have on the continuity of business operations? Is such risk within tolerable levels?
	√
	
	
	Job evaluations report and all job descriptions filed on personal staff files.

	· Does the organisation have a policy that enables it to immediately take disciplinary action such as dismissal of any employee found to have committed fraud?
	√
	
	
	Human Resource Manual Version 2.1 2014 and the employee Code of Conduct.

	· Are all frauds reported to law enforcement agencies in line with policy and are charges placed?
	√
	
	Though the Anti-Fraud policy stipulates this, no fraud incidents have occurred in the past.
	

	· Are all causes of past frauds evaluated and corrective actions taken?
	
	
	Not applicable.
	

	b). Managing individual risk factors and promotion of moral behaviour as a deterrent to the commitment of fraud
	
	
	
	

	· Does the organisation’s mission statement include good corporate citizenship as one of its goals?
	√
	
	
	Refer to the Strategic Plan 2015-2019.

	· Is there a written code of conduct and are the ethics adequately communicated to all staff?
	√
	
	The employees read the Code of Conduct and they sign annual attestations that are filed on personal files.
	There is an employee Code of Conduct circulated to all employees.

	· Are there training programmes to disseminate ethical and security standards to all employees, including the new ones?
	√
	
	Employees undergo mandatory refresher trainings on ethics.
	The Human Resource Manual is given at time of employee induction. 

The Human Resource Department has a Training Needs Register. This feeds into an Annual Training Plan and Calendar.

	· Does the culture of the organisation discourage and condemn unethical behaviour?
	√
	
	The Board has an Ethics Sub-Committee whose role is to promote an ethical culture.
	Refer to the Strategic Plan.

	· Does the organisational recruitment process prefer individuals of higher moral character over unethical ones?
	√
	
	All new recruits are screened at point of entry and there are on-boarding clearance procedures and reference checks.
	Refer to the Human Resource Manual

	· Are there appropriate pre-engagement screening procedures and background checks and tests?
	√
	
	Refer to above.
	Checklists are on file for evidence of clearance and reference checks.

	· Are there counselling provisions for employees with substance / drug abuse problems?
	
	√
	There are no such instances covered in the Human Resource Manual
	

	· Does the organisation have policies that ensure healthy employee relations and fair remuneration that assist it in preventing fraud?
	√
	
	The organisation has an Employee Relation manager whose role is to ensure healthy and productive relations.
	Refer to the Human Resource Manual and Employee Handbook.

	· Is there a fair system of handling employee grievances and disciplinary issues?
	√
	
	An adhoc disciplinary committee is convened when ever disciplinary issues arise. It has a balance composition and includes a representative from the Staff Union.
	The Human Resource Manual has a Disciplinary, Grievance and Complaints component.

	· Are all employees that leave the organisation for whatever reasons subjected to exit interviews?
	√
	
	
	There are employee exit checklists for all employees who leave the organisation.

	c). Management Awareness
	
	
	
	

	· Does management have the capacity to detect indicators of fraudulent activity?
	√
	
	Management undergoes fraud awareness refresher trainings. All new managers are taken through an anti-fraud presentation as part of induction.
	Refer to the Annual Training plan and calendar.

	2). Does the organisation have a robust internal control system? Specific issues:
	
	
	
	

	a). Is fraud the main focus of the organisation’s  internal controls?
	
	
	
	The organisation has several procedural manuals. 

	· Does the internal control system indicate an express desire to prevent fraud?
	√
	
	
	Refer to the Finance Manual, Administration Manual and Procurement Manual.

	· Does the organisation have controls that prevent physical access to sensitive locations, records and documents?
	√
	
	There is a Security Policy which includes components on management of Keys. 
	There is a night alarm system;

Padlocks are used for cabinets;

There is an electronic office locking system that requires the use of Personal Identification Numbers (PINs)

	· Is access to computer equipment and computerised records restricted by such means as passwords and Personal Identification Numbers (PINs)
	√
	
	Staff are sensitised and discourage from Passwords. It is a disciplinary issue to share passwords.

Employees sign an annual Information Technology (IT) Controls Attestation.
	Refer to the IT Policy.

	· Does the computer system limit access to sensitive files and applications and are there additional log in requirements for remote access?
	√
	
	The organisation requires different passwords for different systems or information processing platforms and databases.

Staff are also prompted to change passwords on regular basis.
	Refer to the IT Policy.

	· Does the organisation have measures to restrict access to those who need it for purposes of their jobs?
	√
	
	Access to the shared drive is restricted and a change-request form must be completed and signed as authority before a password is allocated.
	

	· Is exchange or sharing of keys and passwords expressly forbidden?
	√
	
	
	Refer to the IT policy and Security Policy on keys handling.

	· Is there surveillance equipment (such as CCTV and Cameras) in sensitive areas?
	√
	
	
	There is Closed Circuit TV (CCTV) in all offices.

	C ). Job descriptions for staff
	
	
	
	

	· Do all staffs have written job descriptions for their specific roles?
	√
	
	
	A sample of staff files was examined and there are signed job descriptions on file.

	· Are job descriptions adhered to by all employees and managers?
	√
	
	
	There is a performance management system and performance review reports are on file.

	· Does the entity have an organisational chart that spells out roles and responsibilities in line with job descriptions?
	√
	
	
	The organisation has a clear Organisational Chart and it is visibly displayed in every department. Staff induction also includes discussion of the organisational chart.

	· Is there segregation of duties that ensures no single person or function completes an entire transaction cycle
	√
	
	
	Refer to the organisational chart and job descriptions.

	· Are there internal checks over transactions such as requiring dual signatories for bank payments?
	√
	
	
	The Finance Manual stipulates all checks and controls. Payment Vouchers have provision for dual authorisation.

	· Is annual staff leave mandatory and specified in job descriptions?
	√
	
	Though staff leave is mandatory, it is very difficult to take leave for some job roles.

There is a risk that staff might get fatigued and is also a recipe for concealment of fraudulent activity.
	

	· Does the design of job descriptions consider fraud prevention factors?
	
	√
	This is only done for very sensitive roles and management positions.
	

	d ). Periodic reconciliations and analyses
	
	
	
	

	· Does the organisation perform regular bank reconciliations for all its accounts?
	√
	
	
	The organisation has a file for reviewed and signed monthly bank reconciliation statements.

	· Is there a reconciliation of receivables to the debtors list?
	√
	
	
	Debtors reconciliations are prepared, reviewed, signed and file on timely basis.

	· Is there a reconciliation of payables to the creditors list?
	√
	
	
	Creditors reconciliations are prepared, reviewed, signed and file on timely basis.

	· Do the monthly management accounts include variance reports? 
	√
	
	
	Refer to physical file of signed management accounts.

	· Are there performance ratios and other metrics that analyse profit and loss accounts by various criteria?
	
	√
	Currently, performance ratios are not calculated.
	

	e ). Staff supervision
	
	
	
	

	· Are supervisors and managers aware of fraud indicators and can identify unusual events when they occur?
	√
	
	This is part of the induction process and training.
	

	· Are employee performance reviews conducted diligently by supervisors / managers and do they include fraud considerations?
	√
	
	Though performance reviews are done for all staff, the fraud component is only for restricted roles.
	

	· Where segregation of duties is not possible, do managers undertake close supervision in order to compensate for this inadequacy
	√
	
	The organisation has adequate staff and they are adequately supervised.
	

	· Is it possible for management to override controls and can other staff notice the incidence of such override?
	
	√
	There is strict Board oversight and a very active internal audit committee.
	Refer to the file of signed Board minutes.

	f ). Internal Audit
	
	
	
	

	· Does the organisation have an internal audit function and an audit committee?
	√
	
	
	Refer to the organisation chart and minutes of the audit committee minutes.

	· Does the internal audit function conduct monitoring checks in order to assist in the prevention and detection of fraud?
	√
	
	Internal audit assignments are undertaken on quarterly basis and timely reports prepared and shared with management.
	Refer to the internal audit plan and internal audit reports and action plans.

	· Is the organisation subjected to external audits?
	√
	
	The organisation is subjected to annual external audits within three months of the end of the financial year.
	Refer to external audit reports and Management Letters with responses from management.

	· Do management and audit committee cooperate with the external auditor at all times?
	√
	
	All issues identified by external audits are tabled at Board meetings and responses given to the auditors on timely basis.
	Refer to all communications with external auditors and minutes of meetings.

	3). Is there evidence that the organisation has adequately addressed the following fraud prevention issues?
	
	
	
	

	Promotion of an ethical environment.
	√
	
	The tone for upholding of ethics is set at the top by involvement of the Board and putting in place an Ethics Committee.
	

	Risk Financing
	√
	
	There is adequate budget allocation for risk monitoring and audits.
	Refer to the annual budget.
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