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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	ANSWER TO THE QUESTIONS:
Q 1 (i) Fraud risk is the vulnerability that an organization faces from individuals capable of combining all three elements of the fraud triangle. Fraud risk can come from sources both internal and external to the organization.

Nature of the business, environment ethics and values of company as well as employees are factors influencing an organization’s fraud risk.

Although the risk factors cover a broad range of situations, they are only examples and, accordingly, the engagement team may wish to consider additional or different risk factors. Not all of these examples are relevant in all circumstances, and some may be of greater or lesser significance in entities of different size or with different ownership characteristics or circumstances. 

In corporate risk factor related with following issues these organization needs to consider in their fraud risk management program:
· Roles and responsibilities.
· Commitment.
· Fraud awareness.
· Affirmation process.
· Conflict disclosure.
· Fraud risk assessment.
· Reporting procedures and whistleblower protection.
· Investigation process.
· Corrective action.
· Quality assurance.
· Continuous monitoring.

Internally organization need to assess following internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Board failure to take ownership of agendas and information flow.
· Access to multiple layers of management and effective control 
· Absence of effective senior management team (including chief executive officer (CEO),chief financial officer, and chief operating officer) evaluations, performance management, compensation, and succession planning. 
· Not having proper code of conduct specific for senior management, in addition to the organization’s code of conduct.
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behavior that violates organizational principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

Based on fraud triangle theory we find three major fraud risk factors like:
a. Incentive/Pressure Factors : 
i) Financial stability or profitability is threatened by economic, industry, or entity operating conditions, such as high degree of market saturation, declining margin, rapid changes in technology, product obsolescence, decline of customer demand etc.
ii) Excessive pressure exists for management to meet the requirements or expectation of third parties due to over expectation of investors, need to obtain additional debt or equity financing etc.
iii) Information available indicates that management or the board of director’s personal financial situation threatened by the entity’s financial performance arising from significant financial interest in the entity, significant portions of their compensation like bonus, stock option etc.  
b. Opportunity Factors: The nature of the industry or the entity’s operations provides opportunities to engage in fraudulent financial reporting that can arise from the following :
i. Significant related-party transactions not in the ordinary course of business
ii. Strong financial presence or ability to dominate a certain industry sector
iii. Significant, unusual, or highly complex transaction at  year end
iv. Significant bank accounts or subsidiary or branch operation in tax haven jurisdiction etc.  
c. Attitudes/ Rationalization Factors: Risk factors reflective of attitudes/ rationalizations by board members, management, or employees that allow them to engage in and/or justify fraudulent financial reporting may not be susceptible to observation by the auditor. Nevertheless, the auditor who becomes aware of the existence of such information should consider it in identifying the risks of material misstatement arising from fraudulent financial reporting. Examples: 
i. Insufficient communication, implementation, support, or enforcement of the entity’s values or ethical standards by management.
ii. Known history of violations of securities laws and other laws and regulations
iii. Excessive interest by management in maintaining or increasing the entity’s stock price or earned trend. 
By analyzing above mentioned factors organization can established preventive controls that can use manual or automated processes that stop something bad from happening before it occurs.







Q 1 (ii)
Fraud Risk Assessment are some tools use in an invaluable resource for fraud examiners to identifying and addressing their clients' or employers' vulnerabilities to internal fraud. Fraud professionals can use this tool to assist organizations in identifying fraud risks and developing a fraud risk response.

Risk assessment helps the organization to address their control risk and inherent risk. This assessment able to identify the potential schemes and scenarios of different fraud event. 
Main concept and ideas about risk assessment are:
· Prioritize identified fraud risks
· Evaluate whether mitigating controls exist or are effective or not
· Properly document the risk assessment process & conclusions
· Conduct periodic reviews and updates

Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and an understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, etc. Effective risk management, as opposed to a point-in-time risk assessment, is a continuous process. This unit deals with risk assessment concepts and tools that help in the process of risk management. 






Q 1 (iii)

To assess and address of fraud risk, forensic accountant need to identify risk factors, weight these, scoring and finally plan to make a action plan how to tackle these risks. 

Some in-house factors of organization need to consider while we assess fraud risk these are:

· Adequacy and effectiveness of the system of internal control
· Ethical climate and pressure on management to meet objectives
· Competence adequacy and integrity of personnel
· Competence, adequacy, and integrity of personnel
· Acceptance of audit findings and corrective action taken
· Organizational, operational, technological, economic, accounting law and regulation changes
· Political climate locally and internationally
· Complexity of activities
· Degree of automated systems and their complexity
· Size of the concern

Internally organization need to assess following internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Board failure to take ownership of agendas and information flow.
· Access to multiple layers of management and effective control 
· Absence of effective senior management team (including chief executive officer (CEO),chief financial officer, and chief operating officer) evaluations, performance management, compensation, and succession planning. 
· Not having proper code of conduct specific for senior management, in addition to the organization’s code of conduct.
· Absence of a culture that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate legal, ethical, fraud detection and security-related training.
· Absence of company policy regarding sanctions for financial crime and breach of security.
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behavior that violates organizational principles.
· Lack of clarity in job roles, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.





Q 1 (iv)
An initial assessment of fraud risk should consider the inherent risk of a particular fraud in the absence of any known controls that may address the risk. Inherent risk is the risk posed by an error or omission in a system due to a factor other than a failure of control. In another approach, we can say Risks that are present before management action are described as inherent risks.

Inherent risk is the risk before considering any internal controls in place to mitigate such risk.
In forensic investigation process for identifying inherent fraud risk investigator consider following issues:
-Gather information to obtain the population of fraud risks that could apply to the organization. Included in this process is the explicit consideration of all types of fraud schemes and scenarios; incentives, pressures, and opportunities to commit fraud; and IT fraud risks specific to the organization.
-Assess likelihood and significance of inherent fraud risk
-Assess the relative likelihood and potential significance of identified fraud risks based on historical information, known fraud schemes, and interviews with staff, including business process owners. 
-Respond to reasonably likely and significant inherent and residual fraud risks 
-Decide what the response should be to address the identified risks and perform a cost-benefit analysis of fraud risks over which the organization wants to implement controls or specific fraud detection procedures





Q 1 (v)
Residual risk is the threat that remains after all efforts to identify and eliminate risk have been made. In other words, the amount of risk left over after natural or inherent risks have been reduced by risk controls.
There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose to either accept residual risk or transfer it -- for example, by purchasing insurance to transfer the risk to an insurance company. 
After mapping fraud risks to relevant controls, certain residual risks will remain, including the risk of management’s override of established controls. Management must evaluate the potential significance of those residual risks and decide on the nature and extent of the fraud preventive and detective controls and procedures to address such risks. 
Finally we can say about the residual risk as the risks that remain after management action are described as residual risks.





Q 2
Risks from faults in the organizational structure of the company are expressed in terms of responsibility for taking appropriate action for specific events. The risk assessment checklist asks us to verify that, for each event how organization taking specific action against the risk.  Some risk are “preventable” risks, such as breakdowns in processes and mistakes by employees. Some are “strategic” risks, which a company undertakes voluntarily, having weighed them against the potential rewards.“External” risks, which are “global risks”. The global economic downturn has put an emphasis on risk management and corporate all over are ramping up their understanding and implementation of risk management within their businesses. 
For preparation of a fraud-risk assessment checklist I would like to choose an Automobiles Manufacturing Company and as following manner I would like to set the check-list of security related issues:  
A. Information Security Policy

1. Information security (i.e. design, patent, marketing data, MIS) policy document
-Does an Information security policy exist, which is approved by the management, published and communicated as appropriate to all employees? 
-Does it state the management commitment and set out the organizational approach to managing information security? 

2. Review and Evaluation
-Does the Security policy have an owner, who is responsible for its maintenance and review according to a defined review process? 
-Does the process ensure that a review takes place in response to any changes affecting the basis of the original assessment, example: significant security incidents, new vulnerabilities or changes to organizational or technical structure?

B. Organizational Security

Information security infrastructure
1. Allocation of information security responsibilities
a. Are responsibilities for the protection of individual assets and for carrying out specific security processes clearly defined?

2. Co-operation between organizations
a. Are the appropriate contacts with law enforcement authorities, regulatory bodies, utility providers, information service providers and telecommunication operators maintained to ensure that appropriate action can be quickly taken and advice obtained, in the event of an incident?

3. Independent review of information security
a. Is the implementation of security policy reviewed independently on regular basis? This is to provide assurance that organizational practices properly reflect the policy, and that it is feasible and effective.


C. Security of third party access

1. Identification of risks from third party
a. Are risks from third party access identified and appropriate security controls  implemented? 
b. Are the types of accesses identified, classified and reasons for access justified?
c. Are security risks with third party contractors working onsite identified and appropriate controls implemented?

2. Security requirements in third party contracts
a. Is there a formal contract containing, or referring to, all the security requirements to ensure compliance with the organizations security policies and standards? 

D. Outsourcing

1. Security requirements in outsourcing contracts
a. Are security requirements addressed in the contract with the third party, when the 
organization has outsourced the management and control of all or some of its information systems, networks and/ or desktop environments? 
Does contract address how the legal requirements are to be met, how the security of 
the organizations assets are maintained and tested, and the right of audit, physical security issues and how the availability of the services is to be maintained in the event of disaster?

E. Asset classification and control

Accountability of assets
1. Inventory of assets
a. Is there a maintained inventory or register of the important assets associated with each information system?

Information classification
1. Classification guidelines
a. Is there an Information classification scheme or guideline in place; which will assist in determining how the information is to be handled and protected?
2. Information labeling and handling
a. Is there an appropriate set of procedures defined for information labeling and handling in accordance with the classification scheme adopted by the organization?

F. Personnel security

Security in job definition and Resourcing
1. Including security in job responsibilities
a. Are security roles and responsibilities as laid in Organizations information security
policy documented where appropriate? 
Does this include general responsibilities for implementing or maintaining security
policy as well as specific responsibilities for protection of particular assets, or for extension of particular security processes or activities?

2. Confidentiality agreements
a. Do employees sign Confidentiality or non-disclosure agreements as a part of their initial  terms and conditions of the employment and annually thereafter? 
b. Does this agreement cover the security of the information processing facility and 
organization assets?

3. Terms and conditions of employment
a. Do the terms and conditions of the employment cover the employees responsibility for information security? Where appropriate, these responsibilities might continue for a defined period after the end of the employment.

G. User training

1. Information security education and training
a. Do all employees of the organization and third party users (where relevant) receive appropriate Information Security training and regular updates in organizational policies and procedures?
Responding to security/threat incidents
1.Reporting security/threat incidents
a. Does a formal reporting procedure exist, to report security/threat incidents through 
appropriate management channels as quickly as possible?
2. Reporting security weaknesses
a. Does a formal reporting procedure or guideline exist for users, to report security weakness in, or threats to, systems or services?


H. Physical and Environmental Security

Equipment Security
1. Equipment location protection
a. Are items requiring special protection isolated to reduce the general level of protection required?
b. Are controls adopted to minimize risk from potential threats such as theft, fire, explosives, smoke, water, dist, vibration, chemical effects, electrical supply interfaces, electromagnetic radiation and flood?
2. Power Supplies
a. Is the equipment protected from power failures by using redundant power supplies such as multiple feeds, uninterruptible power supply (ups), backup generator etc.?
3. Equipment Maintenance
a. Is maintenance carried out only by authorized personnel? 
b. Is the equipment covered by insurance, and are the insurance requirements are satisfied?
4. Securing of equipment offsite
a. Does any equipment usage outside an organizations premises for information processing have to be authorized by the management?
b. Is the security provided for equipment while outside the premises equal to or more than the security provided inside the premises?
5. Secure disposal or re-use of equipment
a. Are storage devices containing sensitive information either physically destroyed or securely over written?
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