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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Q. 1 i) A policy can be defined as a guiding principle or objective used to highlight the firms views on specific areas, such as fraud, and thus nurture the corporate culture they wish to have. A good anti-fraud policy should therefore outline the organisations commitment to:
· Take appropriate measures to detect and prevent fraud
· Encourage employees to report any suspicions of fraud
· Investigate all instances of suspected fraud
· Take appropriate disciplinary and criminal proceedings against fraudsters including reporting them to the relevant authorities

A good policy should also define fraud, highlight potential fraud indicators and outline the relevant responsibilities of all managers and employees.

Procedures are actions taken by organisations to achieve their objectives and policies. Relevant procedures to achieve a firms anti fraud policy may include:
· Training of staff during induction so they are aware of the policy, definition of fraud and what to look out for
· Implementation of relevant reporting channels so employees can raise their suspicions of fraud to allow them to be investigated by senior management or the board of directors
· Use of internal audit function that can oversee a good and effective control environment including the segregation of duties, adequate authorisation processes and physical controls over easily misappropriated assets such as cash

Q. 1 ii) The following are some techniques that can increase the perception of deception, and thus help in the prevention of fraud occurring:
· Surveillance – CCTV cameras can be installed in specific locations within an organisation such as mail rooms (where cheques may be received) or accounts offices (where the petty cash tin may be stored). If individuals believe they are been watched and their activities monitored, this will act as a deterrent for them to commit fraud.
· Anonymous tips – if employees are encouraged and incentivised to report suspicious activities by way of rewards, potential fraudsters will be deterred from committing such crimes as they will be aware that anybody could turn them in. For this to be a successful preventative method the reporting procedure should be easy and convenient for all employees, and management should follow up on all tip offs, regardless of how small the suspected crime is. 
· Surprise audits – where fraudsters go unnoticed, they are able to devise elaborate stories to explain away the facts and cover up the crime they have committed. If surprise audits are announced, and the possibility of them been found out increased, this would increase the pressure on them as they would have less time to prepare deceptive responses to questions. According to the Association of Certified Fraud Examiners Report to the Nation, some announcements of surprise audits have actually caused fraudsters to confess their crimes. 
· Prosecution – company policy should indicate that all fraudsters will be prosecuted in the criminal courts, and thus may receive a criminal record. This may be enough to deter such crimes been committed as some occupations would not employ an individual convicted of fraud, and so such a punishment would have severe repercussions on their future lives. 
· Enforcement of ethics and fraud policies – a firm should aim to instill a positive corporate culture amongst all employees and introduce relevant policies to deal with instances of fraud. Such policies would set out the firms responses such as termination of employment or reporting to external bodies such as the police. If the firm failed to comply with its own policies, and allow fraudsters to go unpunished, this would act as rationalisation in future incidents. 
· Catch me if you can – if a business has history of uncovering fraudulent activities, this would act as a deterrent to potential fraudsters as it indicates that their monitoring and investigative procedures provide good results in unearthing these crimes. 

Q. 1 iii) An internal audit function helps in the detection of fraud by periodically reviewing and monitoring financial transactions, usually on a monthly or quarterly basis. This review is undertaken to determine the legitimacy of transactions and so any fraudulent items should be detected. With this function being internal to the firm, and performing reviews more frequently than external financial auditors (who are likely to visit annually to audit the financial statements), the chances of fraudulent transactions been successfully covered up are reduced. 

In addition to reviewing financial transactions, the internal audit function will be responsible for periodically verifying the whereabouts of tangible fixed assets ensuring these have not been misappropriated. Such an activity may not be done in detail by external auditors due to the use of sample sizes and the possibility of assets been located at a number of different sites.
The internal audit function will also help to maintain the firms control environment which aims to prevent fraud. However, controls such as the segregation of duties and authorisation procedures can also help to detect fraud, where it was unable to prevent it from occurring.  

Q. 1 iv) The commanding approach to fraud detection, otherwise known as the directive or confrontational approach, is where the firm does very little to prevent fraud, but through its internal policies insists that all employees who steal will be caught and punished by having their employment terminated and possible criminal proceedings taken against them.

Directors of firms who use the commanding approach believe that such a policy acts as a sufficient deterrent to all potential fraudsters, and so would be shocked to learn if somebody had committed fraud. 

Q. 1 v) The precautionary approach to fraud detection, otherwise known as the preventative approach, incorporates measures to restrict any potential fraudsters from being employed by the firm such as criminal background checks being completed during the recruitment process. In addition, effective internal controls are implemented such as the segregation of duties, which further contribute to fraud prevention, which is the ultimate aim of this approach. A firm using this approach would take all reasonable steps to prevent fraud from occurring, as discussed above, however management override of controls and collusion between employees could still result in fraud occurring and so when using this approach, it would be very difficult to detect any instances of fraud, unless the directors received an anonymous tip off.

The detective approach is different in that measures are put into place to actively look for and detect fraudulent activities. This tends to be in the form of an internal audit function that will periodically check financial transactions to verify that they are legitimate transactions, and such checks would identify any instances of fraud. In addition, accounting controls are established to detect any frauds that may occur in between periodic audits and these may include analytical review procedures comparing actual figures to budgeted figures with any inexplicable differences investigated further.

Q. 1 vi) Internal controls can be defined as systems and procedures introduced by an organisation to conduct its business in an orderly and efficient manner, safeguard its assets and resources, deter and detect errors, fraud and theft and ensure the accuracy and completeness of its accounting data that is therefore reliable and prepared in a timely fashion. The following are examples of internal controls that could be used by a firm:
· Segregation of duties – for example on payroll, have one individual prepare payroll and one individual to prepare and process the payments. This would reduce the risk of fraud through the creation of ghost employees. Also, individual who processes bank payments should not be responsible for bank reconciliations.
· Authorisation – in certain organisations, bank mandates can be amended so that cheques over a certain limit require two designated signatures. Equally, with the growth of online banking, certain controls can be implemented whereby BACS payments are prepared and then need authorising by a director or senior manager.
· Adequate documentation, records and audit trail – where relevant, documents should be signed and dated to indicate that they have been reviewed and approved. For example, employees timesheets by a supervisor before payroll is prepared, or purchase invoices before payment is processed. 
· Physical controls over assets – petty cash should be stored in a locked safe with access limited to certain individuals while computer records should also be protected with usernames and passwords with individuals been granted with relevant access rights to sensitive data.
· Independent performance checks – regular reconciliations of accounts with unreconciled or unusual transactions investigated further. Reconciliations should also be reviewed by an independent individual who is not responsible for preparing the reconciliation. 

Q. 2) It is important that a firm appreciates the significance of its anti fraud policy, as this written statement is the starting point for developing an efficient fraud response program and will also contribute to the corporate culture, which can influence the likelihood of fraud occurring or not. As such, it is critical that the fraud policy is suitable, and so the following points should be considered:

· Definition of fraud – according to the Association of Certified Fraud Examiners, occupational fraud is ‘the use of one’s occupation for personal enrichment through the deliberate misuse or misapplication of the employing organisation’s resources or assets’. In simple terms, this means employees who use company assets for their own benefit are committing fraud.  If the firm wished to take such a ‘zero tolerance’ approach, it could request all employees to sign and agree with this policy and it could then not be contested in a court of law. While the above definition relates soley to the misuse of company assets, the following areas may also be considered:
· Any dishonesty
· Violation of responsibilities
· Misappropriation/theft of assets
· Misuse of confidential information

· Fraud indicators – in addition to the definition, the policy should highlight fraud indicators so that ordinary members of staff are aware of the signs to look out for that could suggest fraudulent activities are taking place. For example, these can include an employee beginning to start work earlier, or finish later, when nobody else is in or a previously ‘poor’ employee suddenly living an extravagant lifestyle. As company policies are often brief in detail, it may be that employees undergo training in this area. 

· Fraud response – the policy should also indicate the firms disciplinary procedures should a fraudster be uncovered. This may include written warnings, suspensions, and termination of employment or in severe circumstances, the reporting of the individual to the police. 

· Incident reporting – to encourage employees to report suspicious activites to management, the firm should set up official reporting channels, and these should be detailed in the firms anti fraud policy. In particular, the 4 W’s and H should be answered to provide clear instructions:
· Who – state who the suspicions should be reported to, and when making the report ‘Who’ the suspect is.
· What – state what has been seen to raise suspicions
· When – state when the incident took place
· Where – state where the incident took place
· How – state how the report should be made. Relevant form completed, meeting with director etc baring in mind that the reporting individual may wish to remain anonymous.

· Controls implemented – if employees are aware of the internal controls in place to detect and prevent fraud, this may further act as a deterrent from potential fraudsters committing their crimes. In addition, they will understand and appreciate why certain tasks are done, when they may otherwise see them as unnecessary and a waste of time. For example, if manager asks to review an individual’s work, they may see it as a lack of trust in their ability, when really it could be a review control to detect fraud. 
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