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Fraud Prevention

ASSESSMENT # 10

1. Short Answers:

i. 
		
		INTRODUCTION:
		
		Policies and Procedures

· A policy is a deliberate system of principles to guide decisions and achieve rational outcomes.  A policy is a statement of intent, and is implemented as a procedure or protocol. 


· Procedure is a fixed, step by step sequence of activities or course of action (with definite start and endpoints) that must be followed in the same order to correctly perform a task.

		MAIN ANSWER:
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· The objectives and principles of an entity are its policies, while the organization’s actions taken to ensure that objectives are achieved are called procedures. 
· Policies and procedures document all unethical actions and transactions and determine how violations should be treated. A sound fraud policy and procedures based on that policy contribute substantially to laying a firm foundation for an anti-fraud environment.
· All publically traded companies are required to have an ethics policy as per SOX, while companies without an ethics policy are required to state the reasons for its absence. 
· Policies define entity objectives and principles, while procedures define actions taken by the entity to ensure that objectives are achieved. Policies and procedures document the actions and transactions determined to be unethical, as well as stating how violations will be treated.


·  The company’s fraud policy is a source indicating the company’s fraud prevention measures, actions that have been taken to detect and respond to fraud, and the efficacy of the anti-fraud environment.
· The company’s policy and procedures should have the following characteristics in order to develop an effective anti-fraud culture:
· Define frauds
·  Publication and communication of policy
· Describe how anti-fraud controls would be implemented
· Describe training
·  Describe proactive audit measures to detect and prevent fraud
·  Describe how anti-fraud controls are tested
· For an effective anti-fraud system, a written fraud and ethics policy alone is insufficient. It is necessary to communicate this policy to all related parties and implement it. 
· This can be done by including ethics and fraud in employee orientation programs.
· An ethics policy does not necessarily have to involve a long list of policies and procedures; rather, it may be simply based on values and principles that are symbolic for the entity. These values must be firmly incorporated into employee behaviours and organizational culture, and these must be reinforced by actions. 












ii. 
		INTRODUCTION:
		
		Perception of Detection
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· Perception of detection is one of the leading elements in fraud prevention. According to crime experts with years of experience in law enforcement and criminal justice, the perception of detection is the biggest deterrent to any kind of crime, including fraud.
· The fear of punishment, imprisonment, humiliation, and the loss of personal relationships are enough to make a potential fraudster think several times before committing fraud and evaluate whether it is worth all the risk or not. 
· This technique for deterring fraud is more effective in financial fraud cases than in street crime because most white-collar criminals follow their own personal ethical codes. Therefore, increasing the perception of detection is the best, most cost-efficient way of minimizing the risk of fraud.

		MAIN ANSWER:
	
· Tactics for increasing the perception of detection include:



· Surveillance
· Anonymous tips
· Surprise audits
· Prosecution
· Enforcement of ethics and fraud policies
·  Catch me if you can!




	Surveillance:
·  Surveillance cameras might be installed in places such as mailrooms, where mail containing cheques or cash is opened, and where assets are subject to high risk, in order to increase the perception of detection.

	Anonymous Tips:

· Following up on anonymous tips is one of the best methods of fraud detection, as well as prevention. If employees and potential fraudsters are aware that anyone may turn them in and that they are constantly being watched, this fosters a very strong perception of detection.



	Surprise Audits:

· Surprise audits more effective method. These methods are effective for more than just fraud detection; the mere announcement that an audit might take place at any time creates a perception of detection.

	Prosecution:

· Prosecuting fraudsters to the maximum extent of the law sends a strong signal that no one can get away with financial crimes.
	
	Enforcement of Ethics and Fraud Policies

· An entity should have a clear plan of action in case a fraud occurs, including determining the penalties for different kinds and levels of fraud.

	Catch Me If You Can!

· The greatest perception of detection is to catch the fraudster, prosecute him/her according to the law and organizational policy, and publicize the treatment of the fraudster.

iii. 

	  INTRODUCTION:

· Internal auditing is an independent objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes


· It is a permanent review of the economic activity of an entity; an independent activity of assessing on behalf of the economic entity’s management that involves examining the financial, accounting, and other kind of operations concerning the services as a whole; an evaluation of tasks and conformity of the accounting entries, reports, assets, capitals, and results; or an attestation or certification of financial accounting documents. 
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	MAIN ANSWER:

· The responsibilities concerning fraud prevention within an organization are divided between the executive board, the audit committee, and the internal audit. 
· The internal audit represents an efficient line of defense against fraud, having a role both in monitoring risks, as well as in fraud prevention and detection. The internal audit constitutes a tool at the disposal of the audit committee, the only one able to independently assess fraud risks and anti-fraud measures implemented by the executive board.
· The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits.


· In their current activities, the internal auditors must: have enough knowledge in order to identify the signs of a possible fraud; be attentive of the cases that involve a risk of fraud; and appreciate the necessity to further investigate a case, inform the responsible persons from an organization and take actions to eliminate or reduce the possibility of fraud occurrence. 

· According to the National Standard on Audit 240 ‘Fraud and Error’ (SNA 240), the auditor is not responsible and cannot be held accountable of fraud and error prevention. Furthermore, conducting an annual audit can serve as a means to reduce the possibility for fraud and error to occur.

·  In practice, it often happens that when the audit points out a case of possible fraud or error, the responsible entity does not expose the situation and tries to ‘clean up’ using their own means, usually by removing from within the entity the persons responsible for the possible fraud or covering the losses from internal resources (rarely recovered from the guilty parties), all in order to not tarnish their market prestige and reliability. 


· Regular visits by auditors are an effective prevention measure. While the main aim of the audit is detective by nature, it still creates a strong perception of detection and can therefore serve as a prevention measure.

· In major financial frauds of recent years, the internal audit function was not allowed to function to its full potential, as financial information was not analyzed and other kinds of frauds were investigated. 

· The CEOs of those companies did all they could to prevent diligent auditors from investigating their scams. Only when an auditor came in late at night to examine financial records that the executives were not willing to provide were the fraud and the CEO involved in it exposed.



· There were quite a considerable number of cases when following a scandal in the press, the managers of entities where frauds occurred were forced to admit in front of the public opinion that they had knowledge (at least partially) of the respective fraud discovered after an internal audit and that they acted to remove the losses and the wrongdoers, preferring to keep quiet precisely for protecting their entity.
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· The role of the internal auditor depends, of course, on his professional training and practical abilities, as well. The internal audit cannot completely prevent fraud, but it can adapt its work method and procedures so that it can increase the chances to identify and correctly interpret the signs of fraud. 
· The internal auditors must have a superior level of theoretical knowledge and practical experience in order to successfully accomplish their role. They must know the possible fraud schemes and scenarios that are specific to an organization’s field of work (for example insurances, retail, telecommunications, etc.) and be able to recognize the signs of a possible fraud scheme. 









iv. 
		
		INTRODUCTION:

		Classic Approaches:

· Reviewing the classic approaches adopted to reduce employee theft, fraud and embezzlement will help to develop an efficient fraud prevention program. The following are some of the classic tactics:
	

		MAIN ANSWER:

		Directive approach:

· A Directive action is an official or authoritative instruction
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· Directive approach is the commanding approach in fraud detection
· This is a confrontational and authoritative approach, clearly stating that if someone steals, they will be caught and fired from their job. In taking this approach, the entity does not take measures to prevent fraud.
·  If a fraud occurs and is detected, the accused is simply fired without a prosecution. In such a case, the management itself would be shocked to learn that someone had committed a fraud.
· It says: “Don’t steal. If you do, and we catch you, you will be fired.” When an entity does little or nothing to prevent fraud, it is probably taking this approach.


v. 

	INTRODUCTION:

	Classic Approaches:

· Reviewing the classic approaches adopted to reduce employee theft, fraud and embezzlement will help to develop an efficient fraud prevention program. The following are some of the classic tactics:







	MAIN ANSWER:

	The difference between precautionary approach and detective approach:

a) Precautionary approach:

· Prevention is better than cure:
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· According to this approach, preventive measures are taken to screen out potential fraudsters; these measures include background checks for previous criminal records and credit reports.
·  Active and efficient internal controls also contribute to fraud prevention. 
· Segregation of duties to the extent that the management must override controls or people must collude in order to commit fraud is also a tactic used in the preventive approach.









b)   Detective approach:
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· This entails setting up strong accounting controls and an internal audit function to monitor transactions against potential frauds. 
· The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits.
· Indicators: - lack of segregation of duties in vulnerable areas, High employee turnover, Management decisions is dominated by an individual or small group.

		CONCLUSION:

	In today’s economic climate, it is more important than ever to take every precaution possible to reduce exposure to financial loss, reputational damage and service interruption which are the common consequences of fraud.







vi. 
		
		INTRODUCTION:

		Internal Controls:

· An entity’s system of internal control consists of policies and procedures designed to provide management with reasonable assurance that the company achieves its objectives  and goals including:  
		
· Reliability of financial reporting
· Compliance with applicable laws and regulations
· Effectiveness and efficiency of operations
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· Opportunity is one of the elements of the fraud triangle, referring essentially to internal controls. Fraud auditors have little impact on the other two legs of the fraud triangle, i.e. pressure and rationalization, although management can create an enabling environment for these elements. 
· Pressure and rationalization are psychological and are therefore difficult to observe. Internal controls, on the other hand, are more easily observed and may influence the opportunity to commit fraud. 


· One of the most common internal control lapses is the lack of segregation of duties. The following are some internal control activities that might serve as preventive measures:




1) Adequate authorization procedures:
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· Separation of the functions of authorization, recordkeeping, and custody.
· Separating IT duties from User Departments




2) Adequate documentation, records, and audit trail:

[image: ]

· Pre numbered consecutive documents so missing items are noticed
· Prepared as near to transaction time as possible
· Good design with instructions and appropriate spaces

3) Physical control over assets and records:



· Deterrents to prevent physical access.
· Access controls to prevent getting into computer system.
· Backup and recovery procedures








4) Independent performance checks:
			[image: ]
· Personnel are likely to forget or intentionally fail to follow procedures, or they may become careless unless someone observes and evaluates their performance.

5) Monitoring of controls:
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· Client management’s ongoing and periodic assessment of the quality of internal control performance to determine whether controls are operating as intended and modified when needed.  








2. 
		
		INTRODUCTION:

		FRAUD:
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· There are many definitions for fraud and a number of possible criminal charges, including: fraud, theft, embezzlement, and larceny. The legal definition usually refers to a situation where:
· a person makes a material false statement; 
·  the victim relies on that statement; and 
·  The criminal benefits.

		MAIN ANSWER:

		Fraud Policy:
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· An appropriate fraud policy is the best starting point for developing an efficient fraud response. This step must be undertaken before a fraud actually occurs or before the specifics of an anti-fraud program are determined.
· While developing a fraud policy, there are several issues that need to be considered. The first is the definition of fraud.
Let us suppose that an employee “borrows” the employer’s camera. This employee uses the camera to take pictures of his/her personal property or personal belongings and then uses the company’s computer to set up an eBay account and sell his/her belongings all during work hours. 
· Might this be categorized as a fraud? Without a proper definition of fraud, a judge or jury would struggle to call it a fraud. 
· However, if the entity had used the ACFE’s definition of fraud in its fraud policy and made all employees sign it to secure their agreement, there would be much less doubt regarding the term “fraud” in the courtroom.
· The same policy could be applied to employees who “borrow” heavy equipment for their personal use over the weekend, as it is not required until Monday. 
· Therefore, it is important that the company craft a definition of fraud and make it a part of their fraud policy. The following should be considered when defining fraud:

· Any dishonest or fraudulent act
· Violation of fiduciary responsibilities
· Misappropriation of funds, securities, supplies, or other entity assets
· Unauthorized use of the entity’s assets, such as equipment and     computers for personal use
·  Improper handling or reporting of money or financial transactions
· Earning profits from insider knowledge of entity activities

· Disclosing confidential and proprietary information to outside parties
· Disclosing securities-related activities of the entity to outsiders
· Accepting or seeking anything of material value from contractors, vendors, or persons providing services or materials to the entity. Gifts worth less than $50 are an exception
			Destruction, removal, or inappropriate use of records (paper or 				digital), furniture, fixtures, or equipment
· Malicious activities involving the entity’s computers, systems, or technologies
· 	Any violation of a relevant legal act
· Any similar or related irregularity
· The entity’s fraud policy should also include the methods management will adopt when irregularities are detected or suspected. 
· It should include questions such as who, what, where, and when in connection with any tips or complaints that are received and to whom such tips should be reported. 
· The policy should ensure that the anonymity of the person providing the tip is maintained. The policy should clearly specify how such reports should be investigated, in addition to avoiding the occurrence of false or mistaken accusations, thereby alerting the suspect that an investigation is underway.
· Special care should be taken not to disclose any information on the investigation or the status of the investigation unless it is authorized by the management or required for legal reasons.
· The policy should be particular about maintaining confidentiality for the sake of innocent employees who may have been swept up into the investigation and for the whistle-blowers.

		Fraud Response Team:
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· Once the fraud policy has been laid down on paper, the management should identify the people and positions that are responsible for implementing the various procedures included in the policy.


		Fraud Response Team and SMEs:

 (
Legal/Litigation
: 
prosecution, knowledge of potential effectual prosecutors, civil litigation
)

 (
Legal/HR
: legal termination of fraudster, legal issues in investigating an employee
)


 (
Digital forensics
: data mining for evidence
) (
Executive management
: manage all key decisions of the process and follow up
) (
Internal audit
: support the investigation, evidence gathering, controls remediation
) (
Forensic accounting/CFE
: fraud investigation, fraud/legal evidence, proper interviews
)																																																																																																														



 (
Cyber forensics
: evidence embedded in IT, hidden in IT, potential cyber sources of
evidence
)


 (
Public relations
: avoid publicity, manage publicity, and craft public responses to fraud
)




· A Subject Matter Expert (SME) is a requirement in any forensic accounting-related activity or fraud investigation. 
· Some people tend to confuse a fraud audit with a financial audit and think that an internal auditor or a financial audit expert will be able to carry out a fraud investigation or audit for evidence. That is a misconception. 
· The approach to a fraud audit is totally different from that to a financial audit, and someone who is not trained or insufficiently experienced to conduct a fraud investigation will not be able to do so successfully.

		CONCLUSION:

		All these above points should be considered when developing Fraud 		Policy.
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Independent performance checks


Adequate authorization procedures


Physical control over assets and records


Monitoring of controls
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