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 Q.1. I. 

· Technology risk can be defined as those events that would lead to insufficient, inappropriate or mismanagement of investment in technology, in terms of the manufacturing processes, product design and/or information management. Mismanagement would include poor protection of intellectual property, business continuity planning or security. The most important consequence of this risk would be a decrease in market share.

Q.1. II.  

Businesses benefit from technology risk management in the following ways:
· Identifies potential market share loss due to a competitor’s improvement in product design
· Provides a higher quality of information for decision making purposes. Enables a proactive approach towards managing technology projects and maps the risks to investment in technology. In order to succeed, business leaders will need to take advantage of the new way of conducting business, based on the ever growing speed of information and create processes and products faster than competitors
· Identifies the threats to current business practices from emerging business-to-customer relationships. Gates claims that ‘Today US businesses are ahead of businesses in other countries in the adoption of digital technologies. The many reasons include openness to risk taking, individual empowerment and labour mobility’ (Gates 1999)
· Offers insights into the drawbacks of not aligning technology to strategy and business operations 
· Establishes a system of on-going assessment of the latest technological developments in the manufacturing processes (advances in technology improve productivity).

Q.1. III. 

· Intranet is computer network quite like the internet, but is designed for use within a single company. Intranet is less expensive and easier to install than networks. Organisations are using intranet more and more to circulate internal information, such as job openings, phone directories, marketing, publicity, and training materials.

Q.1. IV. 

· E-commerce (Electronic Commerce) is the ability to buy and sell merchandise on the internet and doing business electronically. Other applicable terms for e-commerce are B2B, business-to-business where companies do business with each other, and B2C, business-to-customer where companies do business with customers over the internet. These are the main types of e-commerce, with B2B making up the largest contingent of trade on the internet. Among the first technology organisations to move their sales and buying to the web were Cisco and Oracle.

Q.1. V. 

· ROI means “Return on Investment” and it is a key evaluation method. 
In an IT context, ROI calculations provide a company with an estimate of the percentage return that it will make over a specified period, as the result of investing in a new computer system.

The ROI is calculated as: %ROI = benefits/costs × 100

Q. 2 

 A technology risk management plan for a business :

1) What is Technology Risk

Technology risk can be defined as those events that would lead to insufficient, inappropriate
or mismanagement of investment in technology, in terms of the manufacturing processes, product design and/or information management. Mismanagement would include poor protection of intellectual property, business continuity planning or security. The most important consequence of this risk would be a decrease in market share

2) Reasons to prepare this plan :

The list of possible sources of technology risk is considerable. Any study of the sources of risk must be geared towards the particular activities of a company.
In this particular plan, a sample of the sources of risk within the term technology risk is recorded below:
· IT is not being aligned to the business objectives
· There is lack of investment in technology
· Ineffective protection against hacking and viruses, and a resultant loss of information
Confidentiality

3) Approach and required action for implementation of Technology Risk Management :

The following issues will need to be attended to in order to create an effective system of technology risk management:

· Implement information security
· [bookmark: _GoBack]Manage technology investment to secure business objectives and optimise investment advantages
· Embrace new e-commerce developments
· Monitor rivals in order to avoid being outmanoeuvred by new technologies being introduced that can shift industrial boundaries
· Ensure that the correct information reaches the correct people at the correct time by means of email, intranet and management information systems
· Understand the risks of outsourcing and how to control them

4) Managing Technology Risk
· IT Governance
According to Thomas (2005), the idea of IT governance has come about as a way of imposing order on chaos. While chaos may be too strong a word, there have been a number of spectacular IT failures, particularly in the public sector. There is a conviction that careful management of risk has a direct relationship with the success of any business, as expressed by Paul Beach, the head of corporate banking at Atos Consulting: “If shareholder value is coming out of your IT, then good corporate governance of that is absolutely vital because a risk poorly managed could drive that value away” (Thomas 2005). With the unavoidable use of IT within companies, a critical dependency for business operations has been created. More and more organisations rely on IT to provide a competitive edge or need to use IT successfully to achieve advantage over competitors. Therefore, company boards must include IT in their good governance programme. Corporate IT governance is about their boards being responsible and using methods to ensure that risk is reduced and assigned suitably as follows:
· Allocating clear risk accountability tasks i.e. realising that final responsibility for risk management rests with the board. Although, the board may delegate responsibility for certain aspects of risk management; they bear the responsibility of ensuring its successful implementation. The board’s responsibilities cannot be renounced;
· Establishing the company’s IT risk appetite, which will then guide decisions like outsourcing, business continuity, system integration, insurance, and security;
· Updating the risk register, proactively controlling risk response actions and frequently reviewing high-level risks at board level;
· Ensuring that risk management is ingrained within the management structure to enable managers to respond quickly to changes in risk profiles. They should know in advance how to escalate risk information throughout the company, i.e. what to report, when to report, in what format, in how much detail, and to whom;
· Understanding that a transparent and proactive approach to risk management ensures competitive advantage;
· Enabling comprehensive two-way communication. IT managers must become good communicators by sharpening their language and presentation skills to make sure the full implications of IT issues are communicated as IT practitioner language can become an obstacle to effective communication.
· The decision making ability of the board is dependent on the quality of the information that is provided as is the board’s capability to make judgements. The board needs to know how much IT risk the organisation is taking;
· Making sure that IT is in line with business objectives and can understand that IT is critical to developing the company;
· Realise the IT fit. No company can survive while standing still. IT systems must adapt to reflect and be aligned to organisational change;
· Understanding the opportunities and risks related to new technology like e-commerce, outsourcing, adopting of new business models and the integration of legacy IT systems within acquired companies with existing IT systems is vital;
· Keep track of where IT projects overrun, exceed their budgets, require expensive on-going maintenance, or failure to satisfy the needs of the end-users;
· Understanding how important robust return-on-investment studies have been for IT expenditure’
· Conducting lessons learnt workshops on all completed IT projects and insist that managers of successive projects study these lessons learnt reports;
· Make certain the board is aware of the newest IT developments and that a lack of investment would reduce market share of the company;
· Analyse the IT industry to identify alternative suppliers to avoid overdependence on a single vendor; And Ensuring that IT risk is accumulated so that the risk control tasks can be prioritised and that everyone understands the consequences of risk mitigation action, which means that the reduction in one risk does not increase risk exposure elsewhere in the company, to the extent that the overall IT risk is enlarged.

5) Required investment :

· Due to the above mentioned reasons; there will be a pressure on this IT project to produce quick improvements in performance and/or costs right from the start
· Accordingly, the investment decision will be taken to start this investment. 
· The investment process can be seen as a sequence of six key stages, each of which must be given due consideration by managers. Many risks are inherent in any investment processes. Common risks include insufficient input from IT specialists, lack of stakeholder involvement, lack of satisfactory end-user consultation, inadequate project definition, poor assessment benchmarks, inadequate time devoted to the selection process, and insufficient assessment of the implementation and in-use risks.
· Identifying the appropriate investment funds for managing the above response categorised  under (avoidance, transference or mitigation) we need to evaluate our proposed tasks through a cost benefit analysis or a commonly by the calculation of ROI  
· Return on Investment (ROI) is a key evaluation method. In an IT context, ROI calculations provide a company with an estimate of the percentage return that it will make over a specified period, as the result of investing in a new computer system

· %ROI = benefits/costs × 100


6) Reviewing and evaluating the project :
         It is very important after such investment to evaluate the outcomes and achieved                benefits.
    Doing this requires the answers to a number of key questions must be provided, including     the following:
· What was the scope and goal of the project?
· What were the expected benefits and how were they ascertained?
· Did the project support the overall business objectives?
· What was the cost and how the funds were arranged?
· What is the expected return on investment?
· What other resources were required to successfully complete the project, e.g. number of employees or external vendors?
· What was the project timescale, what were the key milestones of the project and did the time scale meet the management expectations?
· What was the expected pattern of cash flow/expenditure?
· Were there any interfaces with existing or other planned projects?
· What are the key aspects for implementation?
· Were risk issues taken into account in the appraisal process and what was the outcome?
· How soon will the benefits be felt?
· Will they be felt immediately once the new system is implemented or will they accumulate over time?

7) Approve Projects

Formal approval will be given once the manager(s) responsible for authorising the investments are content that the projects should be conducted. However, if more information is needed from those proposing the project or if revisions to the proposal are required, then, the final approval for a project maybe postponed. In some cases, if the project does not provide a return on investment, then the project may be rejected.

8) Monitor and Control Projects

Electing to invest in a new IT project does not guarantee that it will progress and be implemented without problems. Managers will have to actively control the project through to completion.
Managers should insist on seeing regular project progress reports that provide information like actual vs.planned expenditure, actual vs. Planned progress, any changes to the brief and the effectiveness of risk management actions. In extreme cases, if circumstances have changed dramatically for the worse, managers may abandon the project.


9) Conclusion :

This technology risk management plan can befit the company to; 

· Identifies potential market share loss due to a competitor’s improvement in product design;
· Provides a higher quality of information for decision making purposes. Enables a proactive approach towards managing technology projects and maps the risks to investment in technology. In order to
· succeed, business leaders will need to take advantage of the new way of conducting business, based on the ever growing speed of information and create processes and products faster than competitors;
· Identifies the threats to current business practices from emerging business-to-customer relationships. Gates claims that ‘Today US businesses are ahead of businesses in other countries in the adoption of digital technologies. The many reasons include openness to risk taking, individual empowerment and labour mobility’ (Gates 1999);
· Offers insights into the drawbacks of not aligning technology to strategy and business operations; And Establishes a system of on-going assessment of the latest technological developments in the manufacturing processes (advances in technology improve productivity).
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