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Marking Criteria:
We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Question 1 

i. Outline the difference between policies and procedures.

The objectives and principles of an entity are its policies, while the organisation’s actions taken to ensure that objectives are achieved are called procedures. The difference between policies and procedures can be explained in the following example. 

A business hires staff specifically to handle social media including updates and interaction with followers. The task is for the social media manager to post updates to the various social profiles and respond to messages. The social media policy gives the manager guidelines and rules to follow when posting updates. One rule in the policy may inform the manager to avoid responding to obvious spam messages. Another rule may inform the manager not to post any obscene images. The procedure gives detailed steps to the manager and others involved for completing the tasks. For posting on a social media site the procedure will list the URL for the login. The next steps will be to login, create the post, review it for any potential policy violations and finally hit submit to publish the post to the public. 

ii. Name some techniques that help increase the perception for detection. 
· Surveillance – cameras might be installed in places such as mailrooms, where mail containing cheques and cash is opened and where assets are subject to high risk. It is important to announce that such measures have been taken so people believe someone is watching and monitoring their activities. 
· Anonymous Tips – employees should be provided with an easy, convenient and safe path to offer tips. If potential fraudsters are aware that anyone may turn them in and that they are constantly being watched it fosters a very strong perception of detection. 

· Surprise Audits – according to the Association of Certified Fraud Examiners’ Report to the Nation statistics, the internal audit is the highest ranked proactive method of detection. The mere announcement that an audit might take place at any time creates a perception of detection. Fraudsters do not have the time to prepare deceptive answers for the auditors because they do not know when the audit will occur. 
· Prosecution – according to most experts, prosecuting fraudsters is the key to maintaining a perception of detection. On the one hand, it ensures justice for the entity and the fraudster and on the other it warns potential fraudsters against committing fraud. 
· Enforcement of ethics and fraud policies – an entity should have a clear plan of action in case a fraud occurs, including determining the penalties for different kinds and levels of fraud. Ensuring compliance with the entity’s fraud and ethics policy has the same effect on the perception of detection as that of prosecution and surprise audits. 
· Catch me if you can! – the greatest perception of detection is to catch the fraudster, prosecute him/her according to the law and organisational policy and publicise the treatment of the fraudster. Successful fraud detection sends a clear message that the entity is not only capable of detecting fraud but is also willing to prosecute those who commit it. 

iii. How does internal audit help in fraud detection? 

A daily, weekly, monthly or annual internal audit assesses the effectiveness of a company’s internal control system and helps uncover evidence of fraud, waste or abuse. Some departments may be audited more frequently than others. For example, a manufacturing process may need daily audits for quality control purposes, while the human resources department may need an annual audit of records and processes.

An internal audit is carried out by an internal auditor (an employee of the company) who helps ensure that the audit trail is generated. Use of proper accounting procedures that leave an audit trail enables the internal auditor to discover frauds and trace them to their origin. Of course, the amount of the internal audit effort devoted to detecting frauds must be decided on a cost-benefit basis. It is generally not cost effective to attempt to eliminate all frauds. 

Internal audits are also important components of a company’s risk management as they help to identify issues before they become substantial problems, such as attempts to steal intellectual property. 

iv. What is the commanding approach in fraud detection?

According to the Association of Certified Fraud Examiners’ Report to the Nation statistics, the internal audit is the highest ranked, proactive method of fraud detection. However, surprise audits conducted by internal or hired auditors is an even more effective method. These methods are effective for more than just fraud detection; the mere announcement that an audit might take place at any time creates a perception of detection. 

Fraudsters do not have the time to prepare deceptive answers for the auditors, as they do not know when the audit will occur. In one instance, for example, the internal auditor played a joke and announced a surprise audit, which led to the manager confessing to a fraud. 

v. What is difference between precautionary approach and detective approach?

The precautionary approach takes preventative measures before the fraud occurs whereas the detective approach is an approach where the preventative measures uncover the fraud when it has taken place. 

How are these approaches used for fraud detection?

According to the precautionary approach, preventive measures are taken to screen out potential fraudsters. These measures include background checks for previous criminal records and credit reports. Active and efficient internal controls also contribute to fraud prevention. Segregation of duties to the extent that the management must override controls or people must collude in order to commit fraud is also a tactic used in the preventive approach. 

In the detective approach strong accounting controls and an internal audit function to monitor transactions against potential frauds are set up. The internal audit function is responsible for periodically verifying the legitimacy of transactions and confirming that the entity’s assets exist. Accounting controls are established to detect any fraud that may occur in between periodic audits. 

vi. Explain what the term ‘internal controls’ means. 

Internal controls are a process effected by management, the board of directions and other personnel designed to minimise risk exposures to an acceptable level given the company’s objectives. Risk exposures include events that can adversely affect the company, such as asset losses due to theft or spoilage, accounting errors and their consequences, revenue losses, expense overruns, business interruptions, fraud and embezzlement, fines and penalties, civil liabilities and losses of competitive advantage. Internal control is process oriented. It focuses on the processes by which the company is run rather than on the outcomes of the processes. 

Control activities are the policies and procedures that help ensure the management directives are carried out. They occur at all levels of the organisation and encompass almost every activity. Some internal control activities that organisations can adopt in order to prevent fraud activities include the following: 
· Segregation of Duties – the separation of the following functions: authorisation, custody and recordkeeping. It means that no individual in the company should perform more than any one of the functions. 
· Adequate Documentation and Records – accounting keeps a running record of all transactions and that record, if well kept, normally makes it possible to detect most irregularities. 
· Controlled Access to Assets – access to all company assets must be granted only in accordance with management’s authorisation. 
· Monitoring of Controls – it is not enough just to have good control processes; they must be continually monitored and updated as needed. 




Question 2 
Discuss the important points that should be considered when developing fraud policy. 

An appropriate fraud policy is the best starting point for developing an efficient fraud response. This step must be undertaken before a fraud actually occurs or before the specifics of an anti-fraud program are determined. While developing a fraud policy, there are several issues that need to be considered, the first is the definition of fraud. The following should be considered when defining fraud: 
· Any dishonest or fraudulent act
· Violation of fiduciary responsibilities
· Misappropriation of funds, securities, supplies or other entity assets
· Unauthorised use of the entity’s assets, such as equipment and computers for personal use
· Improper handling or reporting of money or financial transactions
· Earning profits from insider knowledge of entity activities
· Disclosing confidential and proprietary information to outside parties
· Disclosing securities-related activities of the entity to outsiders
· Accepting or seeking anything of material value from contractors, vendors, or persons providing services or material to the entity. Gifts worth less than $50 are an exception 
· Destruction, removal or inappropriate use of records (paper or digital), furniture, fixtures or equipment
· Malicious activities involving the entity’s computers, systems or technologies
· Any violation of a relevant legal act 
· Any similar or related irregularity

The entity’s fraud policy should also include the methods management will adopt when irregularities are detected or suspected. It should include questions such as who, what, where and when in connection with any tips or complaints that are received and to whom such tips should be reported. The policy should ensure that the anonymity of the person providing the tip is maintained. The policy should clearly specify how such reports should be investigated, in addition to avoiding the occurrence of false or mistaken accusations, thereby alerting the suspect that an investigation is underway. Special care should be taken not to disclose any information on the investigation or the status of the investigation unless it is authorised by the management or required for legal reasons. 

The policy should be particular about maintaining confidentiality for the sake of innocent employees who may have been swept up into the investigation and for the whistle-blowers. 
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