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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Please insert your completed assignment ( in word format)  here:
1. Give short answers for the following questions: 
[bookmark: _GoBack]
i. Outline the factors on which fraud risk assessment depends.

Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and an understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, et al. Effective risk management is a continuous process vis-à-vis to a point-in-time risk assessment.
A risk assessment process takes into consideration various fraud schemes that may occur during the process of an anti-fraud program. Counter measures intended to detect and prevent fraud are most effective if they are able to deal with the fraud schemes most likely to occur.

ii. What are the main concepts about risk assessment?
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Risk assessment is the determination of quantitative or qualitative estimate of risk related to a well-defined situation and a recognized threat. The main concepts of risk assessment are – (a) Probability (the likelihood of an event occurring); and (b) the impact (the magnitude of the event). Three factors affect risk assessment. They are:
· Corporate environment factors: Various industries have different susceptibilities to fraud. It is important to identify the degree of vulnerability of a particular industry to fraud.
· Internal factors: factors that affect the increased probability of fraud and embezzlement are – (a) lack of monitoring activities; and (b) inadequate controls.
· Fraud factors: Fraud schemes that have the probability of occurring while guiding the anti-fraud program are to be considered also. Probability of individuals being involved in fraud is gauged. It is important during risk assessment to take these individuals into account and take countermeasures to detect fraud.

iii. What are the internal factors that should be considered for fraud risk assessment?

Internal factors that affect the increased probability of fraud and embezzlement are – (a) lack of monitoring activities; and (b) inadequate controls.
Inadequate internal controls include the following:
· Absence of business environment that encourages honesty.
· Inability to set and communicate performance standards and standards for personal conduct.
· Inadequate training including legal, ethical, fraud detection and security-related.
· Absence of company policy regarding punishment for financial crime and breach of security.
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· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles.
· Lack of clarity in job roles, job description, accountability, duties and responsibilities.
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

iv. What is ‘inherent risk’?

Inherent risk means the risk factors inherently associated with the business process or the owner of the business process which may result in potential fraud. Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as level of high, medium or low risk. A number of factors are to be considered while measuring this inherent risk including industry, strategy, organizational structure and market volatility.

v. Define the term ‘residual risk’.

Residual risk is defined as the risk remaining after being mitigated by internal controls. Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk, i.e., no response, as it is accepted, or action to take further preventive measures such as obtaining insurance cover in order to mitigate residual risk. In either case, the response is to be documented and tracked in order to determine the organization’s ability to measure and manage risk.
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2. Prepare a fraud-risk assessment checklist for any business of your choice.

Following is the fraud-risk assessment checklist for Corporate Banking Department of a Bank:
	Parameters
	Yes
	No
	N/A
	Ref:

	1. Organizational:
	
	
	
	

	a. Does the vision and mission statement of the organization highlight the ethical and moral conduct of the employees?
	
	
	
	

	b. Does the organization have policies and procedures in place relating to ethical and business conduct of the employees?
	
	
	
	

	c. Does the management set example by following the vision & mission statement and other policies of the organization?
	
	
	
	

	d. Does corporate culture shun unethical behaviour of its employees?
	
	
	
	

	e. Does the organization have adequate level of fraud awareness and are there appropriate policies to minimize fraud risk?
	
	
	
	

	f. Does the organization have a policy that gets all frauds reported?
	
	
	
	

	g. Have previous fraud instances and their corrective action been recorded?
	
	
	
	

	h. Does the organization have adequate training programs to create awareness and minimize the risk of fraud?
	
	
	
	

	i. Does the organization favour individuals of high moral character over unethical people during the hiring process?
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	j. Does the organization possess proper screening tests for hiring individual at sensitive positions?
	
	
	
	

	k. Does the organization have health relationship with its employees and provides fair compensation to them as compared to industry standards?
	
	
	
	

	l. Does the organization have employee grievance redressal mechanism in place?
	
	
	
	

	m. Does the organization conduct exit interviews and places importance to them?
	
	
	
	

	n. Does the organization have fraud detection mechanism in place?
	
	
	
	

	o. Has the organization ensured that no single employee-or group of employees can commit a fraud that would place the organization at imminent risk of collapse?’’
	
	
	
	

	p. As per organizational policy, can the management immediately dismiss anyone who has committed fraud?
	
	
	
	

	q. Does the organization promote an ethical environment?
	
	
	
	

	r. Risk Financing
	
	
	
	

	2. Operational:
	
	
	
	

	a. Does the management have proper internal control mechanism in place?
	
	
	
	

	b. Does the employees have smartcards or punch cards to record attendance?
	
	
	
	

	c. Are there CCTV cameras in place in the organization?
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	d. Are the employees given adequate passwords to access the banks various systems?
	
	
	
	

	e. Are the employees drawers kept under lock and key?
	
	
	
	

	f. Are important bank documents kept in fire proof chub under dual custody?
	
	
	
	

	g. Do the relationship managers have client calling plan?
	
	
	
	

	h. Do the relationship managers take their associates along with them for client meetings?
	
	
	
	

	i. Do the relationship managers prepare client call reports and send them to their superiors?
	
	
	
	

	j. Do the relationship managers source business as per the objectives of the organization?
	
	
	
	

	k. Are credit proposals prepared as per the bank’s policies?
	
	
	
	

	l. Are there mechanisms in place to check whether the relationship managers do not receive any kickbacks and gifts from clients in return for approval of their credit application?
	
	
	
	

	m. Are the credit deals booked under joint signature?
	
	
	
	

	n. Are credit deals booked within approved limits of the client? If not, are proper credit approvals in place before booking the deals?
	
	
	
	

	o. Are Bank Guarantees jointly signed?
	
	
	
	

	p. Are client credit files maintained as per the policy of the bank?
	
	
	
	

	q. Are client credit files regularly updated and reviewed by the relationship manager?
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	r. Has the management identified any loopholes in the systems and process that may be misused by the relationship managers for personal gains from clients?
	
	
	
	

	s. Are management reports regularly sent by the relationship manager?
	
	
	
	

	t. Does the relationship manager have laid out plans to recover past dues?
	
	
	
	

	u. Is the relationship manager booking new deals to settle old deals?
	
	
	
	

	v. Are there mechanisms to identify expired credit limits and preventive steps taken to avoid expiry of credit limits?
	
	
	
	

	w. Does the relationship manager attend regular training programs?
	
	
	
	

	x. Does the relationship manager go on mandatory continuous leave for 15 days in a year?
	
	
	
	

	y. Does the relationship manager achieve his business objectives without compromising the policies and position of the bank?
	
	
	
	

	z. Are assets of the bank, important stationary like stamps etc., in dual control?
	
	
	
	

	3. Audit:
	
	
	
	

	a. Does the organization have an internal audit function?
	
	
	
	

	b. Does the internal audit function regularly monitor and perform checks to ensure the effective performance and maintenance of fraud prevention mechanisms?
	
	
	
	

	c. Are external audits performed regularly?
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	d. Do external auditors receive the full cooperation of the management through the audit committee during audits and especially during fraud investigations?
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