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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.
i. Outline the factors on which fraud risk assessment depends.
The factors on which fraud depends is the likelihood itself, burglary, or misappropriation in anywork environment is a result of the identity of the official and representatives, the working conditions, the adequacy of inward controls, and the level of genuineness in that (the hierarchical society or environment).Different points of view ought to be incorporated and/or inspected in the danger appraisal process. Professional workplace Factors Employee misrepresentation, burglary, and theft are more predominant in a few associations than in others. Standard way of thinking among individuals from the review and security groups recommends that the associations most defenseless are those with the weakest administration, bookkeeping, and security controls. Associations that are most helpless against worker word related fraud and misuse can likewise be Internal variables that upgrade the likelihood of misrepresentation, Theft, and misappropriation include: 

1.	Inadequate Rewards 
2.	 Pay 
[bookmark: _GoBack]3.	 Fringe advantages 
4.	 Recognition 

5.	 Job security 

6.	 Job obligations 

7.	Inadequate ● Failure to express and impart 

8.	Management Controls least guidelines of execution and individual behavior 

9.	Ambiguity in employment parts, obligations, obligations, and ranges of responsibility 

10.	Lack of or Inadequate 

11.	 Failure to advice and make authoritative move when execution 

12.	Reinforcement 

13.	Performance Feedback levels or individual conduct falls 

14.	Mechanisms underneath satisfactory guidelines 

15.	Inadequate Support 

16.	Lack of sufficient assets to meet commanded guidelines 

17.	 Lack of opportune or intermittent reviews, 

18.	Operational Reviews examinations, and finish to guarantee consistence with organization objectives, needs, approaches, systems, and administrative regulations 

19.	Lax Enforcement of Ambiguous corporate social qualities 

20.	Disciplinary Rules and moral standards 

21.	Fostering Hostility 

22.	 Promoting or allowing ruinous interpersonal or interdepartmental aggressiveness. 

23.	Other Motivational 

24.	 insufficient introduction and preparing Issues on lawful, moral, and security issues 

25.	 Inadequate organization arrangements regarding sanctions for lawful, moral, and security ruptures 

26.	 Failure to screen and uphold strategies on trustworthiness, unwaveringness, and decency 

27.	 General employment related anxiety or nervousness

Fraud Factors
Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program. For example, in financial statement fraud, executives have a higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be involved. Corruption cases may also involve outsiders who collude with fraudsters working for the entity. It is important during risk assessment to take these individuals into account and take counter measures to detect fraud.

ii. What are the main concepts about risk assessment?
The procedure of risk assessment is utilized as a part of an extensive variety of callings and scholastic subjects. Engineers "hazard survey" scaffolds to decide the probability and impact of disappointment of components, and social welfare specialists "hazard evaluate" their customers to decide the probability of the reoccurrence of hostile to social conduct. Hazard evaluation has turned into a regularly utilized methodology as a part of analyzing ecological issues. It is utilized to analyze dangers of altogether different natures. Case in point, the methodology is utilized to survey the natural dangers postured by Genetically Modified Organisms (GMOs), chemicals, ionizing radiation and particular mechanical plants. Definitions in danger evaluation are exceptionally vital on account of the extensive variety of employments of the methodology, and diverse implications of terms utilized by various gatherings of specialists and experts.

 Hazard is a biological, chemical or physical agent in, or condition of, food with the potential to cause an adverse health effect (Codex Alimentarius Commission).It is a condition or physical situation with a potential for an undesirable consequence (Society for Risk Analysis).Hazard is something with the potential to cause harm. On the other hand Hazard Identification can be directly included in the risk assessment

Risk is the likelihood of occurrence and the magnitude of consequences of a specified hazard being realized. It is a situation involving exposure to danger and indicates the possibility that something unpleasant will happen.

Risk Analysis is analytical process to provide information regarding undesirable events;
 It is the process of estimating probabilities and expected consequences for identified risks. It gives detailed examination including risk assessment, risk evaluation and risk management alternatives, performed to understand the nature of unwanted outcome;
A process undertaken to deal with matters which pose a potential danger, managed
according to certain standard procedure and that involves:
1. Hazard Identification
2. Risk Assessment
3. Risk Management
4. Risk Communication

Risk Communication is information exchange between risk assessors, risk managers and those affected by both the risk and the decisions taken before the final policy decisions are taken.

Risk Management are based on the results of the risk assessment and the judgement of the ‘risk managers’, decisions are taken and policy is formulated.it is the process of weighting policy alternatives in consultation with all interested parties considering risk assessment and other factors.







A good diagram can explains how Risk assessment is only part of the whole process of risk analysis including the main concepts.
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iii. What are the internal factors that should be considered for fraud risk assessment?
Internal factors that enhance the probability of fraud, Theft, and embezzlement include:
· Inadequate Rewards 
· Pay
· Fringe benefits
· Recognition
· Job security
· Job responsibilities
· Inadequate ● Failure to articulate and communicate
· Management Controls minimum standards of performance and personal conduct
· Ambiguity in job roles, duties, responsibilities, and areas of accountability
· Lack of or Inadequate 
· Failure to counsel and take administrative action when performance
· Reinforcement 
· Performance Feedback levels or personal behavior falls
· Mechanisms below acceptable standards
· Inadequate Support 
· Lack of adequate resources to meet mandated standards
· Lack of timely or periodic audits,
· Operational Reviews inspections, and follow-through to ensure compliance with company goals, priorities, policies, procedures, and governmental regulations
· Lax Enforcement of  Ambiguous corporate social values
· Disciplinary Rules and ethical norms
· Fostering Hostility 
· Promoting or permitting destructive interpersonal or interdepartmental competitiveness.
· Other Motivational
· inadequate orientation and training Issues on legal, ethical, and security issues
· Inadequate company policies with respect to sanctions for legal, ethical, and security breaches
· Failure to monitor and enforce policies on honesty, loyalty, and fairness
· General job-related stress or anxiety

iv. What is ‘inherent risk’?
In financial and managerial accounting, inherent risk is defined as the possibility of incorrect or misleading information in accounting statements resulting from something other than failure of controls. Examples of inherent risk are most common where accountants have to use a larger than normal amount of judgment and approximation, or where complex financial instruments are involved. Inherent Risk The team should determine what the inherent risk is for this fraud scheme for this entity or business process. The assessment could be a percentage (1 to 100%) or simply low, medium, or high. A number of factors can be considered here, some of which are industry, strategy, market volatility, and organizational structure. Inherent risk is common in the financial services sector. Reasons include complexity and dynamism in regulating financial institutions, large networks of related companies and the development of derivative products and other intricate instruments. Financial institutions often have longstanding and complicated relationships with multiple parties. A holding company might be involved with several different entities at once, each controlling special-purpose vehicles and other off-balance sheet entities. Each organizational structure level might have large numbers of investor and client relationships. Related parties are notoriously less transparent than separate entities. Business relationships include those with auditors; both initial and repeat engagements with auditors create some inherent risk. Initial auditors might be overwhelmed by complexity or new topics. Repeat engagement may cause overconfidence or laxity due to personal relationships. On-routine accounts or transactions can present some inherent risk. For example, accounting for fire damage or acquiring another company are uncommon enough that auditors run the risk of focusing too much or too little on the unique event. Inherent risk is particularly prevalent for accounts that require a lot of estimates from management. Fair value accounting estimates are difficult to make, and the nature of the fair value process should be disclosed in accounting statements. Auditors may have to investigate and interview the firm's decision-makers about estimation techniques to reduce error. This type of risk is magnified when it occurs for the first time or with rarity.
v. Define the term ‘residual risk’.

Residual risk is the threat that remains after all efforts to identify and eliminate risk have been made. A simple mathematical function of subtracting the level of control mitigation from the inherent risk will leave the residual risk. Again, it would take the form of whatever was chosen for inherent risk. Residual risk will inevitably require one of two responses: no action, as the remaining risk is accepted, or action to remediate through additional prevention or detection procedures. The response taken should be documented. There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose to either accept residual risk or transfer it - for example, by purchasing insurance to transfer the risk to an insurance company.  When addressing residual risk, organizations should: 
· Identify relevant governance, risk and compliance (GRC) requirements.
· Determine the organization's control framework's strengths and weaknesses.
· Acknowledge existing risks.
· Define the organization's risk appetite.
· Identify available options for offsetting unacceptable residual risks.

2. Prepare a fraud - risk assessment check list for any business of your choice.
The checklist shown in is designed to assist accountants in assessing and managing the risk of fraud in their organizations and those of their clients. Generally, all “No” answers require investigation and follow-up, the results of which should be documented. Where there is such additional documentation, the purpose of there” column is to cross-reference the checklist to the appropriate working paper (or to the notes on the reverse).This checklist is intended for general use only. Using the checklist does not guarantee fraud prevention or detection, and the checklist is not intended as a substitute for audit or similar procedures. If fraud prevention is an especially vital concern or if fraud is suspected, specialist’s advice should be sough Fraud Schemes Checklist Another approach to risk assessment is to use an appropriate taxonomy of fraud schemes and do an audit-focused risk assessment. For example, the Association of Certified Fraud Examiners (ACFE) fraud

	 1. Does the organization have an adequate level of fraud awareness and are appropriate policies in place to minimize fraud risk? Specifically:

	Yes
	No
	N/A
	Ref

	1.Has each employee been assigned a maximum
“opportunity level” to commit fraud; for each
employee, has management asked itself:
“What is the maximum amount of which this
employee could defraud the organization, and
does this represent an acceptable risk?” 

	

	
	
( ) 

	
( ) 

	
( ) 

	


	2.
Has a “catastrophic” opportunity level been
set; that is, has management asked, “Have we
ensured that no single employee or group of
employees in collusion can commit a fraud
that would place the organization in imminent
risk of survival?” 
	


( ) 

	


( ) 

	


( ) 

	

	 Is it the organization’s policy to immediately dismiss any employee who is found to have committed a fraud?
	( ) 

	( ) 

	( ) 

	

	Is it the organization’s policy to report all
frauds to the authorities and press charges? 
	( ) 
	( ) 
	( ) 
	

	 For any and all frauds that the company has
experienced in the past, have the reasons that
led to the fraud been evaluated and
corrective action taken? 
	( ) 
	( ) 
	( ) 
	

	b. Managing individual risk Factors (i.e., to
promote moral behavior and minimize the
motivation to commit fraud)
	( ) 
	( ) 
	( ) 
	

	 Does the organization have a corporate
mission statement that includes as an
objective good corporate citizenship (i.e.,
maintaining good standing in the community)? 
	( ) 

	( ) 

	( ) 

	


	 Does the organization have a written code
of ethics and business conduct? 
	( ) 

	( ) 

	( ) 

	


	 Does the organization conduct ethical and
security training for new employees with
periodic updates for existing employees? 
	( ) 

	( ) 

	( ) 

	


	 Does management set the right example?
Does it follow the corporate mission statement, code of ethics and business conduct, and other organization policies, and do the employees clearly see it doing so? 
	( ) 

	( ) 

	( ) 

	


	Does the corporate culture avoid characteristics that promote unethical behavior (e.g., high or even hostile competitiveness within the organization,
pushing employees to burnout, rigid and/or
petty policies, or over centralization of
Authority)? 
	( )

	( )

	( )

	

	When hiring, does the organization, to the
extent possible, seek out individuals of high
moral character and weed out those of low
Moral character? 
	( ) 
	( ) 
	( ) 
	

	For especially sensitive positions, are screening
and/or testing procedures used (e.g., psychological testing, drug testing, lie detector
Tests where legal)? 
	( ) 
	( ) 
	( ) 
	

	Does the organization provide and/or
encourage counseling for employees with
personal problems (e.g., alcohol and
Drug abuse)? 
	( ) 
	( ) 
	( ) 
	

	Does the organization have fair employee relations and compensation policies (e.g. Salaries, fringe benefits, performance appraisal, promotions, and severance pay)? 



	( ) 
	( ) 
	( ) 
	

	Do these policies compare favorably with competitors’ and promote an environment
that minimizes disenchantment and similar
Motivations to commit fraud? 
	( ) 
	( ) 
	( ) 
	

	Are fair mechanisms in place for dealing with
Employee grievances? 
	( ) 
	( ) 
	( ) 
	

	As a feedback mechanism on its policies with
respect to employee relations, does the
organization conduct exit interviews of
Departing employees? 
	( ) 
	( ) 
	( ) 
	

	c. Management awareness
Overall, does management exhibit an
awareness of fraud and its possible
manifestations: signs of employee
problems such as drug addiction and
low-paid employees who suddenly appear
with trappings of wealth? 
	( ) 
	( ) 
	( ) 
	

	2. Does the organization have an adequate system of internal controls? Specifically:
	( ) 
	( ) 
	( ) 
	

	a. Fraud integral to internal controls
Has the need for fraud prevention been explicitly considered in the design and maintenance of the system of internal controls? 
	( ) 
	( ) 
	( ) 
	

	b. Control over physical and logical access
	( ) 
	( ) 
	( ) 
	

	Does the organization have a policy and
practice of locking doors, desks, and cabinets
after hours and when unattended, especially
for areas with valuable assets, including files
and personnel and payroll records, checks and
other accounting documents, customer and
vendor lists, corporate strategies, marketing
Plans, and research? 
	( ) 
	( ) 
	( ) 
	

	Does the organization have a policy and practice of using IDs and passwords for general computer access? 
	( ) 
	( ) 
	( ) 
	

	For sensitive files and applications, does the
computer system require additional access
Controls? Does the access control of each user
	( ) 
	( ) 
	( ) 
	

	ID limit him/her access? Are there additional
layer(s) of access control for remote access
(i.e., smart cards, temporary PINs, biometrics,
etc.)? 
	( ) 
	( ) 
	( ) 
	

	Does the organization have a stated and enforced policy that access is restricted to those requiring it to perform their job functions, including a strict policy against employees allowing access to unauthorized personnel by lending keys, sharing passwords, and so on? 
	( ) 
	( ) 
	( ) 
	

	For especially sensitive areas, are there
additional computerized security and/or
electronic surveillance systems? 
	( ) 
	( ) 
	( ) 
	

	To an impartial observer, does the workplace
Appear to have adequate access controls? 
	( ) 
	( ) 
	( ) 
	

	c. Job descriptions
	( ) 
	( ) 
	( ) 
	

	Does the organization have written and
specific job descriptions? 
	( ) 
	( ) 
	( ) 
	

	Do employees and managers adhere to them? 
	( ) 
	( ) 
	( ) 
	

	Does the company have an organization chart
that reflects and is consistent with the
Employee job descriptions? 
	( ) 
	( ) 
	( ) 
	

	Are incompatible duties segregated (i.e.,
handling of valuable assets, especially cash
and related records)? 
	( ) 
	( ) 
	( ) 
	

	Is the purchasing function properly segregated
(e.g., to ensure that one individual cannot requisition goods or services, approve and make the related payment, and access accounts payable records)? 
	( ) 
	( ) 
	( ) 
	

	Are especially sensitive duties duplicated (i.e.,
the double-signing of checks over a specified
Amount)? 
	( ) 
	( ) 
	( ) 
	

	Do job descriptions specify that annual
Vacations must be taken? 
	( ) 
	( ) 
	( ) 
	

	Overall, has the process of formulating job
descriptions been an integrated one, giving
adequate consideration to the importance of
Fraud prevention? 
	( ) 
	( ) 
	( ) 
	

	Bank reconciliations, for all accounts? 
	( ) 
	( ) 
	( ) 
	

	Accounts receivable reconciliations (month to
Month, general ledger to subledger)? 
	( ) 
	( ) 
	( ) 
	

	Accounts payable reconciliations (month to
month, general ledger to subledger)? 
	( ) 
	( ) 
	( ) 
	

	
	( ) 
	( ) 
	( ) 
	

	Variance analysis of general ledger accounts
(budget to actual, current year versus prior
Year)? 
	( ) 
	( ) 
	( ) 
	

	Vertical analysis of profit and loss accounts
(i.e., as a percentage of sales, against historical
And/or budget standards)? 
	( ) 
	( ) 
	( ) 
	

	Detailed sales and major expense analysis
(i.e., by product line or geographic territory)?
	( ) 
	( ) 
	( ) 
	


	e. Supervision
	( ) 
	( ) 
	( ) 
	

	Do supervisors and managers have adequate
fraud awareness? Are they alert to the possibility of fraud whenever an unusual or exceptional situation occurs, such as when supplier or customer complains about its account? 
	( ) 
	( ) 
	( ) 
	

	Do supervisors and managers diligently review
the work of their subordinates (e.g.,
accounting reconciliations), and, where
appropriate, even have the employee
Re-perform the work? 
	( ) 
	( ) 
	( ) 
	

	For smaller businesses or where division of
duties is not possible, is close supervision in
place so as to compensate for the lack of
Separation? 
	( ) 
	( ) 
	( ) 
	

	Is supervisory or management override
(a manager or supervisor taking charge of,
altering or otherwise interfering in the work
of a subordinate) prohibited, and are others
in the hierarchy alert to this situation as a
Fraud “red flag”? 
	( ) 
	( ) 
	( ) 
	

	f. Audit-Is there an internal audit function? (
	( ) 
	( ) 
	( ) 
	

	Does the internal audit function perform
regular checks to ensure that fraud prevention
mechanisms are in place and operating as
Intended? 
	( ) 
	( ) 
	( ) 
	

	Are external audits performed on a regular basis (quarterly for larger businesses)? 
	( ) 
	( ) 
	( ) 
	

	Does management fully cooperate with
external auditors with respect to its work in
General and fraud matters in particular (i.e, through the audit committee)? 
	( ) 
	( ) 
	( ) 
	

	3. Has the organization addressed the following fraud prevention issues?
	( ) 
	( ) 
	( ) 
	

	Promoting an ethical environment? 
	( ) 
	( ) 
	( ) 
	

	Risk financing? 
	( ) 
	( ) 
	( ) 
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