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Computer Crimes

ASSESSMENT # 11

1. Short Answers

i. 
Computer:
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· A computer, which can be broadly defined as a device for storing data and performing calculations, is typically the mechanism through which technology is used to commit fraud.

Computer Forensics:
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· According to the U.S. Department of Justice, computer forensics can be defined as “the use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events.”
· Computer forensics involves the process of determining any activity that took place on a particular computer device and of restoring deleted or corrupted data. 
· Computer forensics is an important part of a fraud investigation as it determines the key players involved in the fraud, the information possessed by those players, the time when they acquired that information, the documents to which those involved in the fraud had access, the actions they took, the people with whom they communicated, and their efforts, if any, to hide their actions.
· Forensic accountants are able to make use of data such as internet history, lost or deleted files, web-based e-mails, and logging and registry files in order to collect evidence of the fraud.




ii. 
		Objective of a Computer Forensic Engagement:

· In order to understand the objectives of engagement, it is important to have an understanding of the context of the forensic engagement. Usually, computer forensic engagements are carried out for the following purposes: 

· fraud prevention and detection control assessments;
·  investigations and
· consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and
· expert services; investigations, including financial reporting and security investigations, regulatory compliance, and
· Misappropriation of assets.
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· Corporate security professionals, internal and external audit teams, outside law firms and individuals, and in-house counsel can all request computer forensic assistance.
· Forensic accountants might benefit from the knowledge of various commercially available forensic software tools that can help them with computer forensics. It is important to be aware of the advantages of using these tools, and to upgrade them regularly.


iii. 
		INTRODUCTION:

		Data:
		
		 Data as a general concept refers to the fact that some  existing 		 	information or knowledge is represented or coded in some form 			suitable for better usage or processing.

		MAIN ANSWER:
	
		Where Might Data Reside?

· Forensic data might reside in any device that is used for data storage. Given below is a list of all the equipment where forensic data might be found:
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                         	SCANNERS					  CELL PHONE
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   				CD				              COMPUTER
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	     iPods and MP3 players			   FAX MACHINE
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	               COPIERS	                                             RECYCLE BIN
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       Removable disks				      Tapes





iv. 

Planning Computer Forensics Engagement:
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· The forensic accountant needs to plan all procedures properly in order to meet his/her objectives, produce solid results and satisfy standards.
·  At the very outset   the forensic accountant’s role, i.e. the scope of the engagement, is specified and agreed upon and that the results expected from the engagement are clarified.
· During forensic investigation, it is important to consider and analyze the ways in which people in whom the forensic accountant is interested have used technology.
· Sometimes, knowledge of what kind of information someone had access to and who tried to delete data or documents can solve a fraud case. 
· This is the information that computer forensics can provide, as it can help determine what the user knew, when they knew it, whether they transmitted that information to other parties or not, and whether someone tried to cover their tracks by deleting data.
· Computer forensics best practices have to be systematic rather than ad hoc and temporary.




·  A systematic computer forensic analysis has the following characteristics:

· Ability to apply sound and replicable methodologies.
·  Using practices that have been able to withstand challenges in the past.
· Using software that is acceptable in the forensic profession.
·  Ability to apply methods that yield reproducible results.
· Documenting everything comprehensively.



v. 

		INTRODUCTION:

		The Benefits of Computer Forensics and Data Analysis:

· Let us suppose that a forensic accountant has to analyze thousands of line items of journal entries, receipts, invoice items and disbursements.
·  How will he/she identify items to perform further tests and analyses for risk elements? This would be a tedious, time-consuming and inefficient process without computer-assisted data analysis. 
· With the help of sophisticated, powerful software and technological ability, 100% of the information can be analyzed. 
· There are several sources from which data might be retrieved, such as the company’s general ledger, sales database, time and expense systems, user files, network drives, web logs, building access logs, and any other source of electronic data. 




MAIN ANSWER:

· Benefits of using data analysis include:

· Reduction, and even elimination, of sampling risk.
·  Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.
· Testing internal controls and organizational policies for their efficacy in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

· These days, forensic accountants assist auditors through SAS 99 procedures. Computer forensics helps forensic accountants to electronically analyze manual journal entries and identify anomalies and potential risks with the help of analytical tools. 
· Testing supporting documentation for higher-risk manual entries to better understand potential risk is another area in which forensic accountants might help auditors. 
· This process either assures accountants and auditors that journal entries were made properly or identifies errors and irregularities. Forensic accountants may even be able to design procedures to review e-mails when dealing with certain high-risk scenarios. 
· These procedures may involve developing a list of search items and custodians and analyzing the output of e-mail searches.



2. 
		
		INTRODUCTION:

		Computer Forensics:
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· Computer forensics involves the process of determining any activity that took place on a particular computer device and of restoring deleted or corrupted data.
·  Computer forensics is an important part of a fraud investigation as it determines the key p layers involved in the fraud, the information possessed by those players, the time when they acquired that information, the documents to which those involved in the fraud had access, the actions they took, the people with whom they communicated, and their efforts, if any, to hide their actions.

		MAIN ANSWER:
		
		Computer Forensic Engagements
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· Computer forensic engagements are carried out for the following purposes:
    
· fraud prevention and detection control assessments;
·  investigations and
· consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and
· expert services; investigations, including financial reporting and security investigations, regulatory compliance, and
· Misappropriation of assets.

· The following are some of the legal factors that have to be considered before embarking on an engagement:

· Is there a subpoena that allows collection of data?
·  Is counsel available to the engagement team under privilege?
·  Does the expert have the necessary qualifications and licenses to provide sound advice? In other words, is the forensic accountant able to withstand challenges?
· According to state law, is it necessary for data to be collected and analyzed only by a licensed private investigator?
· In cases where data are being collected internationally, is the engagement team aware of laws pertaining to international privacy?


· Does the forensic accountant or client have legal authority to gather the data?
·  Does the team know to whom the data belong, and are there any privacy concerns?
·  Is the scope of the examination limited to relevant data?
·  Does the team expect to find data, such as those related to national security issues or child pornography, on the devices that would need to be reported to law enforcement authorities?

· Before beginning a computer forensics engagement, it is important to address all legal issues and follow the legal counsel’s advice. It is also advisable to design protocols to ensure compliance.
· The forensic accountant must obtain initial facts and documents before he/she starts working on computer forensics. He/she must confirm the following facts with the clients:
a) The nature and scope of the engagement;
b) The computer systems and technology involved; and 
c)  The expected results and conclusions. Given below is a list of questions that the accountant would want to consider:

· What type of engagement are they carrying out (i.e., investigation, dispute, and regulatory compliance assessment)?
·  Is the matter a civil, criminal or regulatory proceeding?
· What are the relevant dates during which the activity occurred?
· Which corporate departments (accounting, marketing, executive or legal) were affected?
· Which are the known key documents?
·  Can the forensic accountant obtain copies of litigation documents, subpoenas, or any other legal documents?
· Are documents or any other collected data subject to preservation orders?


·  Is there any controversy regarding monetary value?
· Who is the key point of contact with the organization’s internal IT department?
· Which operating systems, e-mail systems, application and document management systems are being used?
· Are any encryption tools being used, and if so, which ones?
· What is the nature and type of structured data stores that are under analysis?
·  Does the network have a data map?
· What are the usernames, passwords and employee numbers?
· What is the users’ personal identifiable information, such as date of birth?


3. 
	
		INTRODUCTION:

		Data Analysis:

· Let us suppose that a forensic accountant has to analyze thousands of line items of journal entries, receipts, invoice items and disbursements. How will he/she identify items to perform further tests and analyses for risk elements? 
· With the help of sophisticated, powerful software and technological ability, 100% of the information can be analyzed. 
· There are several sources from which data might be retrieved, such as the company’s general ledger, sales database, time and expense systems, user files, network drives, web logs, building access logs, and any other source of electronic data.



· Benefits of using data analysis include:

· Reduction, and even elimination, of sampling risk.
·  Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.
· Quickly identifying and extracting certain risk criteria from the entire data population for further analysis.

		MAIN ANSWER:

		Data Analysis Tools:
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· Forensic accountants might benefit from the knowledge of various commercially available forensic software tools that can help them with computer forensics. It is important to be aware of the advantages of using these tools, and to upgrade them regularly.
· The forensic accountant should scrutinize extracted data for normalization of fields and type of data, after which he/she may decide that it is necessary to normalize or clean up the data. 



· Normalization or cleaning up of data refers to the process of data standardization in order that they might be analyzed efficiently.
	 For example, if the data contain dates written in both mm/dd/yy 	and dd /mm/yy formats, the forensic accountant should      normalize the date pattern to make it consistent throughout the data and easy to analyze. 
· There are various issues that forensic accountants need to be aware of when normalizing data fields. Software such as Excel, Text Pad, and ASAP Utilities can aid the normalization process.
· The forensic accountant has a number of tools that can help with data analysis.
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		     EXCEL				                ACCESS

	
TYPE
	
DESCRIPTION
	
EXAMPLES

	
Basic Productivity Software
	
The forensic accountant
would need intermediate or
advanced expertise in the use of the product. 
They may use software used for other business purposes as well.


	
Excel, Access

	
Excel/Office Add-on Data
Analysis Software
	
Intuitive programs with user friendly utilities that
leverage Excel and other Microsoft products in order to perform data
analysis. 
They enable users who are beginners in data analysis to experiment without 
incurring high training or implementation expenses.

	
Active Data,
Top Caats

	
Data Analysis Software
	
Comprehensive data
analysis programmes that support various investigative activities, such as converting multiple 
electronic formats into a single format that can be used.

	
IDEA, ACL

	
Specialty Software
	
Special purpose software
to facilitate advanced data
analysis inquiry or special
investigative purposes,
e.g., data mining, security
and access.

	
Wiz Soft, SAS,
SPSS, Qualys





4. 
		INTRODUCTION:

		Chain of custody:
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· Chain of custody in legal contexts refers to the chronological documentation or paper trail, showing the seizure, custody, control, transfer, analysis, and disposition of physical or electronic evidence.
· An example of chain of custody would be the recovery of a bloody knife at a murder scene:
· Officer Sam collects the knife and places it into a container, then gives it to forensics technician Will.
· Forensics technician Will takes the knife to the lab and collects fingerprints and other evidence from the knife. Will then gives the knife and all evidence gathered from the knife to evidence clerk Clark.
· Clark then stores the evidence until it is needed, documenting everyone who has accessed the original evidence (the knife, and original copies of the lifted fingerprints).
· The chain of custody requires that from the moment the evidence is collected, every transfer of evidence from person to person be documented and that it be provable that nobody else could have accessed that evidence. It is best to keep the number of transfers as low as possible.

· In the courtroom, if the defendant questions the chain of custody of the evidence it can be proven that the knife in the evidence room is the same knife found at the crime scene. 
· However, if there are discrepancies and it cannot be proven who had the knife at a particular point in time, then the chain of custody is broken and the defendant can ask to have the resulting evidence declared inadmissible.

		MAIN ANSWER:
· The investigators must ensure that the proper chain of custody was followed and documentation was provided in order that the results of the examination might be authenticated and any challenge to the conclusions drawn might be countered. Computer forensics best practices have to be systematic rather than ad hoc and temporary.

		Execution of the Computer Forensic Engagement:

· After clarifying the scope, timing, budget and product expectations, the forensic accountant should formulate a work plan for the process through which data can be identified and collected. 
· Details regarding the chain of custody that data collection and analysis must follow are another vital element of the plan. Electronic information, like a weapon in a criminal investigation, must be handled properly in order to ensure that it is admissible in court and not vulnerable to criticism.
· A forensic accountant who is a technology expert uses a chain of custody form with the following information:
· Name(s) and signature(s) of the person(s) who is(are) providing and collecting the device.
· The exact physical location of each device including the address and room number.

· Every device’s condition, description, make, model number and serial number.
· The date and time at which each device was collected
· Markings on the device including a case/project number, item number, and the initials of the person who has marked the device. It is important to avoid any damage to the device.
· The following are alternative methods of grouping small items into sealed and marked bags:
	

· After being transported to a secure location for examination, every device should be stored in an evidence locker. This locker might be as elaborate as a secure vault or as simple as a locked cabinet.
· Anyone who wants to remove the evidence from the locker must provide the time and date of the removal of evidence along with their name and signature. 
· It is critical that once the chain of custody has been established, it is maintained in order to avoid lapses in protocol, which may impact the credibility of the entire examination.




		Examination of the Device(s) to be Collected:

· Determining the ways of examining the device is the next step in planning. The forensic accountant has a number of methodologies from which to choose, and the following are some commonly used steps, listed from least to most invasive:

a. Initial Response: 

· Evaluating the reported incident or anomaly urgently in order to determine the necessity of further computer forensic methods. 
· This generally involves collecting any available information, such as identifying people in possession of important facts and knowledge, determining computers and devices that may have been involved, and assessing the extent and magnitude of damage.

b. Forensic Preview: 

· Reviewing the entity’s information and technology assets in order to determine the existence of data and the need, desirability, and practicality of further forensic methods. 
· This may involve scanning a computer or a device for data, such as software commonly used by law enforcement for detecting pornographic images in computers.

c. Static Forensics:

· Performing forensic processes against static data in order to help the engagement. This is how most forensic engagements are performed. 
· This process involves taking an image of a hard drive and analyzing it in a secure environment, while ensuring that the forensic image is not altered and is a mirror image of the actual hard drive.

d. Live Forensics: 

· Performing forensics on live or dynamic data. Typically this process involves performing a forensic process on a computer or a server that is never switched off due to its importance for the company’s performance and sustainability.

e. Expertise:

· Many companies prefer their own internal IT departments to carry out computer forensic examinations.
· This may be cost-efficient, as hiring external experts may be expensive; however, some issues need to be addressed.
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Laptop computers


Removable disks


PCs and workstation printers


Solid state storage


Fax machines


Thumb-drives


IP telephones


Tapes


Personal digital assistants


CDs and DVDs


Cell phones


E-mail – server or remotely stored


Scanners


Voicemail on telephone systems


Copiers


Recycle bin


iPods and MP3 players


Instant messenger


Mainframes and servers


Data stored in the “cloud”
























Alternative Methods


Ensure that, during transportation, devices are packaged in antistatic    wrapping in order to avoid the loss
   of magnetic media.


Ensure that all packages are sealed to prevent tampering.
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