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	1. Give short answers to the following questions:

i. What is Computer Forensics?

It is the practice of preserving, collecting, validating, identifying, analyzing, interpreting, and reporting on digital data from digital sources; and doing so in a way that is legally admissible. 

ii. Why are computer forensic engagements are carried out?

Computer forensic engagements are carried out for fraud prevention and detection control assessments; investigations and consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services; investigations, such as financial and security investigations, regulatory compliance, and misappropriation of assets.

iii. Name some sources from which data can be retrieved.

Some of the sources from which data can be retrieved are:

· Laptop computers
· Removable disks
· Solid state storage
· Tapes
· IP telephones
· CDs and DVDs
· Mobile phones
· iPads and Tablets
· E-mail – server or remotely stored
· Mainframes and servers
· Data stored in the “cloud”
· Recycle bin

iv. Explain the characteristics of a computer forensic analysis.

A computer forensic analysis has characteristics which enable the forensic accountant to carry out a systematic analysis using computer forensic best practices. That includes the application of sound and replicable methodologies along with the use of practices that have been able to withstand challenges in the past. It also requires the use of software, but it must be software that is acceptable in the forensic profession, and the application of methods that yield reproducible results. Following from that and during the analysis process, everything must be documented comprehensively, from the initial access to required information and documents, going through the different types of analysis and methodologies used and how and by whom were carried out, until the presentation of the results.

v. What are the benefits of data analysis?

The benefits are:

· Reduction and elimination sampling risk.
· Comparing relevant data from different sources and systems to show a fuller picture.
· Monitoring relevant data trends over periods of time, analyzing fluctuating trends, and identifying false positives and potential risk factors.
· Identifying and extracting quickly certain risk criteria from the entire data population for further analysis. 
· Testing internal controls and organizational policies for their efficiency in identifying weaknesses.
· Identifying trends that are unknown to company personnel, consultants and forensic accountants.

2. What are the legal factors that should be considered before starting computer forensic engagements?

The legal factors that should be considered before starting computer forensic engagements are:

· If there is a subpoena that allows collection of data
· If counsel available to the engagement team is under privilege
· If the expert has the necessary qualifications and licenses to provide sound advice so that he or she can withstand challenges
· If, under the national or state law, it is necessary for data to be collected and analyzed only by a licensed private investigator
· If the engagement team is aware of laws pertaining to international privacy in cases where data are being collected internationally
· If the forensic accountant or client has legal authority to gather the data
· If there are any privacy concerns and the team know to whom the data belong
· If the scope of the examination is limited to relevant data
· If the team expects to find data on the devices that would need to be reported to law enforcement authorities

3. What tools are used by forensic accounts for data analysis?

· Basic Productivity Software, such as Excel, Access. 
· Excel/Office Add-on Data Analysis Software, such as ActiveData and TopCaats. They are intuitive programmes with user-friendly utilities, enabling beginners in data analysis to experiment without incurring high training expenses.
· Data Analysis Software, such as IDEA and ACL. These are more comprehensive data analysis programmes with different tools and features for more complex investigative activities, including Benford’s Law.
· Specialty Software, such as WizSoft, SAS, SPSS, Qualys, which facilitate advanced data analysis inquiry or especial investigative purposes, e.g., data mining.

4. What is a chain of custody form? What type of information does this contain?

The chain of custody is both a process and a document that memorializes who has had possession of an object and what they have done with it. It is a record-keeping procedure similar to physical inventory procedures, establishing the chain of custody for a document establishes authenticity; but it also ensures that evidence has not been altered or changed from the time it was collected through production in court.

It contains a memorandum which states what items were received, when they were received, from whom they were received and where they are maintained.
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