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Assignment 3 – Psychology of the Fraudster

1.i. (Differentiating between high and low level thieves.)

In the field of occupational fraud, the perpetrators can be of different levels in the organisation. A fraudster at owner, executive or senior manager level would be termed as a high-level thief, compared to a fraudster at junior or employee level would be termed as a low-level thief. 

High level thieves tend to steal much larger sums than low-level thieves, although there are more incidences of fraud at lower levels; the reason for this, according to the Association of Certified Fraud Examiners (ACFE), is because there are more people employed at lower levels.

High-level and low level thieves can also be distinguished by their differing opportunities, pressures and rationalisation – the three elements of the fraud triangle. A low level worker’s ‘need’ to steal or defraud may be more based on financial pressures, or on dissatisfaction in the job, or feeling underpaid and undervalued. Whereas a high-level employee’s motive may be more to do with being under pressure to succeed, or to make the figures look better, for example. The opportunities may be quite different too: a high level thief may convince themselves that they’re doing it for the good of the company, or that their position 
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‘entitles’ them certain privileges, or because they are able to override controls, whereas a low-level thief may believe that they ‘deserve’ more rewards than their salary provides, or they may see pilfering as the norm amongst their colleagues.

A high level thief also has a slightly different profile to the low level thief. 

1.ii. Give the profile of a typical criminal who commits an expensive fraud.

According to the ACFE, who collected data from Certified Fraud Examiners (CFE’s), a typical fraudster committing a higher value fraud will be a male of over 60, who earns a high income, has a good education, has no criminal record, and who has the opportunity to collude with others in carrying out the fraud.

This supports Hall and Singleton’s earlier general profile of a fraudster, which holds that fraudsters are typically highly educated  married men over 50, who hold higher level positions in the organisation.

By comparison, the most frequent frauds are usually committed by low-income earners who have long service, are age 41-50, have not had further education, have no criminal record, and who tend to work alone; this group is not gender specific.

1.iii. Define the term ‘calculating criminals’

A calculated criminal is a criminal who doesn’t just take advantage of a fleeting, opportune moment to steal, they tend to be highly intelligent predators. They will actively seek out opportunities or vulnerabilities that they can turn to their advantage.  This type of criminal tends to not acknowledge that a crime is wrong, and has little empathy, concern or worry about what they’ve done or caused, and are risk-takers. 
Such criminals may suffer with low self-esteem, and they do it to fit in with or impress others. They have what is termed an ‘external locus on control’ which means that they measure their own success based on others’ perceptions of them, and they will be motivated by this need to ‘validate’ themselves in the opinions of others.

1.iv. What is the main difference between situation-dependent criminals and power-brokers?

According to leading experts, situation-dependent criminals are not the normally the predator-type; they tend to be seemingly ordinary people who commit crimes without the intention of harming other people (source : Skalak, S. Golden, T. Clayton, M. A guide to Forensic Accounting Investigation, 2011). They tend to keep a low profile, they don’t tend to stand out, and are generally thought of by others as nice people. The motives of a situation -dependent criminal also tend to be driven by a need to avert a potential personal or family crisis, and may even rationalize their crime by an intention to repay the funds taken.                                                                                 
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By comparison, the power broker type, although they may possess similar traits, tend to have very different motives and methods. They tend to be the business leaders, and they use their power and influence to usurp the resources of a company entirely for their own gain. They are often the gregarious, megalomaniac type, who have little regard for the damage they are causing to the company, to the employees or stakeholders. According to a recent report by KPMG, they are the autocratic type and have a sense of superiority that far outweighs their sense of anger or fear.  (source : KPMG International May 2016 ; Global profiles of the fraudster, PDF download page 14). The power broker type may also use their power or position to influence others into collusion, and to circumvent or evade the controls that are in place to prevent fraud. 

1.v. What are the three elements usually present in a fraud case?

According to the 'fraud triangle' which came out of Sutherland and Cressey's research in the 1950's and is still widely respected by experts today, there are three elements that come together in fraud risk, or a fraud case. These are seen in the chart below:

                                                                 THE FRAUD TRIANGLE: 
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Opportunity : the right situation or ability to be able to carry out the fraud;
Pressure / Incentive : a perceived ‘need’ to carry out the fraud;
Rationalisation : the perceived ‘justification’ of carrying out the fraud.
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1.vi. Briefly describe Gwynn Nettler’s perception re: lying cheating, stealing.

In Lying, Cheating and Stealing (Cincinnati: Andersen Publishing,1982), Gwynn Nettler asserts that the individuals who are more likely to cheat or engage in deceitful crimes are those who have experienced failure, who dislike themselves, or are disliked by others, who have an inability to delay gratification, and are impulsive and easily distracted, and are resistant to the fear of being apprehended or punished.

Nettler goes on to suggest that people belonging to middle and upper classes, and of greater intelligence are more honest and less likely to cheat or steal, but that all individuals have different needs, and therefore different motivations and boundaries within which they will be motivated to cheat. Generally, the easier it is for the individual to cheat, the more likely it is that they will do so, and the struggle to survive or succeed tends to generate deceit.

Whilst there is still some solid foundations in these insights, the face and form of crime is constantly evolving, and some of the insights that were true three decades ago, may be outdated now. Looking at some more recent cheats such as those committed by the bosses of Enron or WorldCom, or more recent multi-billion pound fraud cases within the investment banking sector, it would appear that some of the most intelligent, upper middle class individuals can turn out to be the most corrupt. 

1. vii. What are the typical motivations for a white collar criminal for committing fraud?

There are several motivations that might persuade a white collar criminal to commit fraud, they maybe work related, be caused by financial pressures, or relate to personal habits or traits. Many of the motivations arise from elements of ‘the fraud triangle’:

Work related motivations would include:
- competition: the need to succeed, to be seen to be performing well or better than others.
- collusion: someone has coerced or pressurised them to commit fraud.
- a belief that holding a senior position means they're 'entitled' or that they are beyond being questioned.
- no evidence from company that deterrents are in place, no indicators that fraud is punished (this is where opportunity forms part of the motivation).
- feeling aggrieved: e.g. being denied promotion, not being sufficiently rewarded, feeling abused, and deserving better.
- nonchalance / ignorance : in a badly controlled environment where "everyone does it" or holding the belief that "the company can afford it".
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Financial pressures may include:
- the struggle to survive, and a perceived need to protect self or family from a perceived crisis.
- peer group expectations, a costly divorce, illness affecting the ‘bread-winner’.
- a perceived intention to repay funds, once the crisis has been averted (this is where rationalisation forms part of the motivation).

Personal habits and traits:
- addictions such as drugs, gambling, alcohol, living beyond one’s means.
- psychological / sociological issues such as a deprived childhood, or a void in personal relationships for example.
- thrill-seeking, getting a ‘buzz’ or a ‘kick’ from the challenge.
- simple greed, and the fact that the rewards from the fraud tend to outweigh the potential punishment.

2. The profile of a white collar or blue collar criminal is different from any other street criminal . Discuss. (5)
 
One of the most significant differences between occupational crime and street crime, is that occupational crime is classed as a non-violent crime. It is a crime that is perpetrated by those legitimately employed by a business or an organisation, and the victim is the mainly the organisation, although it also affects its stakeholders.

Street crime is usually crime against people or properties, or involving illegal activities such as drugs and prostitution, as examples, which are harmful to people.

The general profile of an occupational criminal can be quite different from that of a street criminal. Street criminals are perceived to have low ethical values, they are risk-takers, have little or no empathy for their victims, they come from less stable backgrounds, may be a social misfit, with little or no formal education, and will have series of previous criminal activity and charges against them. Crime often is their ‘employment’. 

The white and blue collar criminal profile is quite different. The typical white collar criminal will be male, over 60 years old, hold a position of trust or authority in the organisation, be a long-term employee, have a high income, a good social and
educational background, and no record of previous criminal activity. Similarly the
blue collar criminal, although not a high earner, nor in a position of power, and in                                                                                
the 41-50 age range, they will still have a background that fits with social norms, they will typically still be a long-term employee with a fair education. 

There are however some similarities in all criminal profiles : those who are situation-dependent, whether employed or not, may be driven to their crime through sheer desperation. And drug addiction is no longer reserved for the                                                                                  Lorraine Sutton – 2266
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streets; it is rife in some of the higher echelons of respectable business. These desperations will often be enough to motivate even the most honest of individuals.
So whether the crime is a violent crime or a financial crime, its motivation will have been to satisfy some kind of perceived need and will be perpetrated through a given opportunity. Both kinds of criminal show a lack of respect for ethics, and have lower levels of integrity than wholly honest people, although occupational criminals tend to rationalize their actions, by such beliefs as ‘I wasn’t harming anyone, so it can’t be a crime’ or ‘I did it to save the company and the employee’s jobs’  -  failing to see that they still cause harm in the long run.

Another similarity can be seen when comparing the 'power-broker' type of occupational criminal, and the someone in the upper hierarchy of an organised crime racket: both will use their power and seniority to influence others, with the sole intent of lining their own pockets. 

In summary, whist there are certain common denominators in both types of criminal, the occupational fraudster operates from a position of trust, abuses his legitimate employment, and is all too often the person you would least expect.

3. “Fraud is most common in organisations that have no controls, no trust, no ethical values, no profits, and no prospects” – Discuss.

Certain sociological generalisations can be made about people: some are dishonest all of the time, most people are honest some of the time, some are honest most often time and some are honest all the time. When considering the statement that "Fraud is most common in organisations that have no controls, no trust, no ethical values, no profits, and no prospects”, the generalisations about people will also play their part in determining whether it is mostly true.

It is undoubtedly true that effective controls serve to counter dishonesty, and are essential in any organisation; whether it be a large corporation, a not-for-profit 
organisation, a charity, or a small club - a lack of controls will provide increased opportunity to the fraudster. It is harder in smaller organisations to ensure proper segregation of duties, as there a fewer people amongst whom the responsibilities can be meted, but where possible and practicable controls will not only make fraud less common, but their very presence gives out the message that fraud or cheating will not be tolerated. 

According to KPMG, in their 2016 publication "Global Profiles of the Fraudster" weak controls were a contributing factor in 61% of cases. Some may argue, however that a locked door only keeps out honest people; there a very few obstacles that will deter an experienced and tenacious fraudster, and it may be that finding a way to circumvent the controls is a motivating factor, and provides part of the 'buzz'. Moreover, according to the same report, 44% of perpetrators had unlimited authority in their organisation, and were able to override controls. All things considered, having no controls at all presents the fraudster with the all-important first element in the fraud triangle : Opportunity.
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Trust in an organisation can flow both ways: the trust that the management have in their staff, and the trust that the staff have in the management (to make the right decisions, and to sufficiently reward good performance fairly and consistently). Trust is part of any human being's basic need to feel safe, according to psychologist Maslow, and this need must be satisfied for that person to prosper, grow, and fulfil their potential.  In some organisations a complete lack of trust may make employees more likely to steal in a self-fulfilling prophecy where the employee operates from the 'if you treat me like a thief, I'll act like one' basis. Or take the 'reverse psychology' tactic of a well-known chocolate manufacturer which gave free unlimited chocolate to staff in a bid to stop them from stealing it. Where there is a lack of trust in the management, particularly in remuneration or rewards, staff may feel that they have to take matters in to their own hands, or pockets, and reward themselves. When there is no trust, there are often better controls and this could make fraud less common, as opposed to more common.

Good ethical values that are instilled and demonstrated throughout the organisation tend to make staff have a sense of pride. The underlying message here is also a useful one in deterring fraud, as it creates a strong sense of integrity - and to 'do the right thing, even when noon is looking'. A lack of ethical values within an organisation, or a 'laissez-faire' attitude will make cheating or fraud more likely. Fierce competition, both internally and externally, can often catalyse a drop in ethical values in an organisation, as individuals and teams do 'whatever it takes' to meet the target, or beat the competition. Good ethical values need to be demonstrated by all staff at all levels for them to be effective in fighting fraud.

When considering the effect of no profits and no prospects on the risk of fraud, there could be arguments both ways: a large corporate organisation with swelling profits might help with the fraudsters rationalisation that his fraud won't be noticed, or in believing that the company "can afford it". It is unlikely that a fraudster would be deterred by hearing of dwindling profits and it appealing to his empathic side 
enough to dissuade him from perpetrating a potential fraud; a lack of profits may be more likely to make him take what he can, while he can. According to ACFE's report to the nations, in 2016 29% of fraud cases occurred in large profit-making public companies, compared to 10% in the not-for-profit sector. We return therefore to the generalisations offered above - that it will depend on the mix of individuals in the organisation, how honest they are, and also the presence of three elements of the fraud triangle, and not necessarily profit levels as the
overriding factors influencing fraud risk.

In conclusion, it is fair to suggest that fraud is undoubtedly more likely where several or all of these factors in the statement are mutually present, along with the 
circumstances of the fraud triangle; but it is becoming clear that the primary means of significantly reducing fraud remains the application of effective controls at all levels of the organisation. 
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Case Study

Question i. 

By using the photographs from books and magazines, the trader may be breaking copyright laws, unless he has obtained the permission or correct license to be able use them as his own. The trader may also be infringing the intellectual property laws relating to the ownership of a particular design or brand, for example.

Question ii. 

The information given by the tax inspector implies that the trader had commenced trading, and hence had submitted accounts for the period. Conversely, the trader maintains that he had not sold nor fitted any kitchens in the period. This disparity gives rise to the need to investigate further. The costing exercise, whilst a useful indicator of the range of profit expected, is based on certain assumptions which need further analysis.

The investigator working with the trader could start with the bank statements of the business to assess income and expenditure, in support of the trader’s claims that no sales were made in the period. If no income is shown in the business account, this may imply that sale proceeds could have been made to the trader’s personal account, diverted to another account, or made in cash. 

From this point the forensic accountant would need to carry out an exercise to establish the living patterns of the trader and to see whether in his personal accounts there appears to be any income, or an alternative source of income – potentially indicating that the trader is trading for cash, and not properly declaring his business income

It may be that the business was started with a business loan from the bank, and that the profits were lower than the tax-specialist had expected because the trader has genuinely not made any significant sales, but has had high initial outlay in getting the business started (paying a website designer, advertising, marketing, buying tools, vehicles etc.).

The forensic accountant would also need to assess whether normal day-to day living expenses, or any recent large purchases are in keeping with the affordability scope of a new-business which (as is common in the early years after inception) is                                                                            
making very few profits, and whose owner has no other legitimate source of income. 
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The forensic accountant may also need to investigate any significant relationships that the trader has, to see whether cash is being passed to someone else, or 
through another business, which may in turn uncover a liability for that individual or business. 
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