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Marking Criteria:
 We expect the learners to write minimum one well-expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Give short answers to the following questions: 
i. What is Computer Forensics?  
Answer:
Computer forensics is the practice of collecting, analysing and reporting on digital data in a way that is legally admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is stored digitally.
ii. Why are computer forensic engagements are carried out? 
Answer:
· Computer forensics involves the process of determining any activity that took place on a particular computer device and of restoring deleted or corrupted data. 
· Computer forensics is an important part of a fraud investigation as it determines the key players involved in the fraud, the information possessed by those players, the time when they acquired that information, the documents to which those involved in the fraud had access, the actions they took, the people with whom they communicated, and their efforts, if any, to hide their actions. 
· Forensic accountants are able to make use of data such as Internet history, lost or deleted files, web-based e-mails, and logging and registry files in order to collect evidence of the fraud. 

iii. Name some sources from which data can be retrieved.   
Answer:
· Pc’s / Laptops, Mac, Software, Blueberry, Hard drives, Removable Disks, USB Pens 
· Smart Phones, Fax, Scanning Data
· Digital Ledger, Computer Based Invoices & Receipts
· Mails, Cyber Communications, SMS & MMS
· Legitimate Hacking, CCTV, Video Camera’s, Digital Cameras 
Iv. Explain the characteristics of a computer forensic analysis. 
Answer:
· Fraud prevention and detection control assessments; 
· Investigations and consultations involving bankruptcy; advisory assistance for disputes such as family law, valuation assistance, non-testifying privileged consulting, and damages calculation and expert services; 
· Investigations, including financial reporting and security investigations, regulatory compliance, and misappropriation of assets. 
· Corporate security professionals, internal and external audit teams, outside law firms and individuals, and in-house counsel can all request computer forensic assistance.  
· Benefit from the knowledge of various commercially available forensic software tools that can help them with computer forensics. It is important to be aware of the advantages of using these tools, and to upgrade them regularly.  
v. What are the benefits of data analysis? 
Answer:
· The ability to reduce or even eliminate sampling risk
· The comparison of relevant types of data from different systems or sources to show a more complete picture.
· Without the benefits of computer-assisted data analysis, the forensic accountant would be looking for a needle in a haystack. Today, with the sophistication of powerful software and the technological ability to extract large amounts of data, 100% of the population of information may be analyzed.
· The ability to easily trend relevant data over periods of time; fluctuations in trending lines can be analyzed further for false positives and potential risk factors
· The quick identification and extraction of certain risk criteria from the entire data population for further analysis
· The testing for effectiveness of the control environment and policies in place by identifying attributes that violate rules
· The identifying trends of which company personnel, consultants and forensic accountants were unaware

2. What are the legal factors that should be considered before starting computer forensic engagements?  
Answer:
As forensic accounting is the application of accounting knowledge and investigative skills to identify and resolve legal issues, clearly a forensic accountant should and would understand basic processes and issues of criminal and civil law including the rights of individuals under investigation and the rules of evidence. 
A CFE, for example, must pass an exam that covers financial transactions and fraud schemes, fraud prevention and deterrence, investigation and law.
As some fraud investigations involve a lot of electronic records and data, and advanced technologies, it is useful to hire a Certified Computer Forensics Examiner (CCFE) or an e-discovery specialist, who will be more familiar with the specific laws as they pertain to the use of such data in a case. 
If being hired as an expert witness, the forensic accountant should have an adequate legal background, as well as expertise in the area of testimony, to be able to be accepted as an expert by the court; this is more important than if being hired to review fraud prevention measures for a business or non-profit organization. 
For example, understanding property law and other areas related to divorce cases, often based on state laws as well, is desired for the forensic accountant handling that type of case.
This also entails these followings: 
· What type of engagement are they carrying out (i.e., investigation, dispute, regulatory compliance assessment)?
· Is the matter a civil, criminal or regulatory proceeding?  
· What are the relevant dates during which the activity occurred?  
· Which corporate departments (accounting, marketing, executive or legal) were affected?  
· Which are the known key documents?  
· Can the forensic accountant obtain copies of litigation documents, subpoenas, or any other legal  documents?  
· Are documents or any other collected data subject to preservation orders?  
· Is there any controversy regarding monetary value?  
· What important information, e.g. known associates, account numbers, key e-mails, and product  names, does the investigation team have?  
· Which computer systems and what kind of technology, i.e. type of computers (Mac, PC, etc.),  type of servers (Outlook or SQL), and smartphones (iPhone or Blackberry) need to be examined?  
· What is the number, make, model and storage capacity of every device or medium to be  examined?  
· Who is the key point of contact with the organization’s internal IT department?  
· Are any encryption tools being used, and if so, which ones?
· What is the nature and type of structured data stores that are under analysis?  
· Does the network have a data map?  
· What, if any, forensic work has been performed previously?
· What are the policies regarding privacy, confidentiality, usage, and IT security?
3. What tools are used by forensic accounts for data analysis?  
Answer:
The tools are:
· Maintaining a proper Chain of custody 
· Employing and using CCFE Experts – Computer Crime Forensic Experts 
· Using the various Silos of Data and Information that are present in the organisation as well as the public domain. 
· Conduct preliminary or internal assessments or investigations prior to the matter becoming a formal legal proceeding, or in the absence of a documentation preservation request or subpoena 
· Coordination with legal counsel. 
· Expectations of the computer forensic engagement should be established with the client 
· Using the different law Act existent nationally and internationally such as the Computer Act – AML / CTF Act 2006 etc
· Who is the key player in the investigation process
4. What is a chain of custody form? What type of information does this contain?  
Answer:
The term “Chain of Custody” form is commonly referred in acronym usage as a CCF or CoC, and references a document or paper trail showing the seizure, custody, control, transfer, analysis, and disposition of physical and electronic evidence
A typical chain of custody document may include:
· Date and time of collection
· Location of collection
· Name of investigator(s)
· Name or owner of the media or computer
· Reason for collection
· Matter name or case number
· Type of media
· Serial number of media if available
· Make and model of hard drive or other media
· Storage capacity of device or hard drive
· Method of capture (tools used)
· Physical description of computer and whether it was on or off
· Name of the image file or resulting files that were collected
· Hash value(s) of source hard drive or files
· Hash value(s) of resulting image files for verification
· Any comments or issues encountered
· Signature(s) of persons giving and taking possession of evidence
· Documenting as many details as possible throughout the entire process leaves less room for scrutiny about the collection process.
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