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1. Give short answers for the following questions:     (10 marks)
I. What is Computer Forensics?
· Computer forensics also called digital forensics or digital investigations refers to the discovery, examination, and reconstruction of evidence extracted from the electronic environment including digital devices that allow investigation to provide answers to crimes.	

II. Why computer forensic engagements are carried out?
The computer forensic engagement are carried out for the following purposes:

· Fraud prevention and detection control assessments.
· Investigations and consultations involving bankruptcy.
· Advisory assistance for disputes such as family law.
· Valuation assistance
· Non – testifying privileged consulting and 
· Damages calculations and expert services







III. Name some sources from which data can be retrieved.

There are several sources from which data might be retrieved. Among them are:
· Sales database
· Time and expense systems
· User files
· Network drives
· Web logs and building access logs

IV. Explain the characteristics of computer forensic analysis

· Ability to apply sound and replicable methodologies
· Using practices that have been able to withstand challenges in the past
· Using software that is acceptable in the forensic profession
· Ability to apply methods that yield reproducible results
· Documenting everything comprehensively
V. What are the benefits of data analysis?
· Data analysis reduce and eliminate sample risk
· It help forensic accountant to compare relevant data from different sources and systems to show a full picture
· It also helps forensic accountants to monitor relevant data trends over periods of time, analyze fluctuating trends and identifying false positive and potential risk factors.
· Another benefit of the data analysis is to help the forensic accountant to test internal controls and organizational policies for their efficacy in identifying weaknesses.
2. What are the legal factors that should be considered before starting computer forensic engagement?                                                         (7 marks)

The following are some of the legal factors that should be considered before starting computer forensic engagement:
· Education:- does the expert your are hiring have the necessary qualifications and licenses to provide sound advice.
· legal authority :- does the forensic accountant  or client have legal authority to gather the data 
· availability of counsel: - is the counsel available to the engagement team under privilege
· International laws: - is the engagement team aware of laws pertaining to international privacy in cases where data are being collected internationally.
· Privacy concern:- does the team of forensic accountants know to whom the data belong, and are there any privacy concerns?
· Scope of the examination: - is the scope of the examination limited to relevant data.
· Subpoena and warrant:- is there a subpoena that allows collection of data,
· According to state law, data are to be collected and analyzed by a licensed private investigator. 
3. What tools are used by forensic accountants for data analysis?   (6 marks)
Some of the tools that are used by forensic accountants for data analysis are as follows:

	TYPE
	EXAMPLES OF THE TOOL

	Basic productivity software  
	excel, access

	Data analysis software
	IDEA, ACL

	Specialty software
	WizSoft, SAS, SPSS, Qualys




4. What is a chain of custody form? And what type of information does it contain?                                                                                            (7 marks)


Another method to help ensure the integrity of digital evidence is to maintain a chain of custody. Chain of custody is record keeping procedure that documents who had possession of an items and what that party did with it. The chain of custody is a means of establishing that there has not been a material change or alteration to a piece of evidence.

On the other hand chain of custody form  is document that logs all items of evidence, such as server logs, computers, hard drives, and disk when they are received or seized and where they are located the computer forensics expert or forensic accountants.

Among the information that the chain of custody form contain are the date, time, description, serial number, tracking number, etc of  when computer or the device was used and the websites that were visited. Information such as the time when a particular document was created or amended.

If the items are released to auditors, authorities, or the court, those release date should be recorded.
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