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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.i Computer Forensics also known as cyber forensics is the application of investigation and analytical techniques to gather information evidence from a computer and preserve the evidence in a way that would be admissible in a court of law.
It’s extracting information from storage media using tools and technology to establish its accuracy and reliability for the purpose of reporting it.
“According to the US department of justice, Computer forensics can be defined as the use scientifically derived and proven methods towards the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or further reconstruction of events”
The objective of computer forensic is to have a structured investigation following a standard set of procedures and maintain a documented chain of evidence to find exactly what happened on the computing devise and who was responsible.
Once the devise is physically obtained, a digital copy is made to ensure that the original data is not tampered with. The original devise is then kept securely and investigation is done on the copy.
A range of techniques are used to examine the copy, searching hidden, deleted and damaged files and any evidence found is documented in a find report. 
E.g. Recovering thousands of deleted data, recovering evidence post formatting hard drive, performing investigations after multiple users have taken over the system.

[bookmark: _GoBack]1.ii Computer Forensic engagements are carried out in order to plan out properly the procedures required for a successful outcome.
The Client and Forensic Accountant should meet and set out desired expectations of the investigation and accessibility of required information and documentation.
Computer forensics engagements can be carried out for a number of various reasons.
· Fraud Prevention and control assessments.
· Other investigations and consultations involving bankruptcy.
· Assistance and advisory for disputes.
· Valuation assistance.
· Damages calculation.
· Expert services for regulatory compliance
It’s important to address all the legal implications and seek legal advice prior to conducting the forensic engagement. Policies regarding privacy, confidentiality and IT security must be looked into.

1.iii. Some of the sources from which data can be retrieved.
1. Personal computers: - Designed to be used by one person at a time. They have lots of memory space which means that a lot of data can be stored.
1. Network Servers: The server’s main function is to store files and any user on a network can store files on the server, making it useful tool for retrieval of data for a Forensic Accountant.
1. Mobile Device: - The use on-line based back up system known as cloud. These provide forensic investigators access to messages and photos taken from a particular phone. They also store information such as location where the device travelled.
1. Global Positioning System: Known as GPS contain file data shows when exactly where a photo was taken. Investigators can collect history related to a device and the person using it.
1. Wireless and Cordless telephones: These communicate with a base station connected to a fixed line.
1. Storage Media Store application and user information. The storage media for a computer is the internal and hard drive.
1. Security System is a method by which something is secured through a system of internetworking devices. This can be managed remotely. A typical security system includes a control panel, motion sensors, wireless security cameras, siren or alarm.
1. Digital Cameras produce images that can be stored in a computer, displayed on a screen and printed off a printer.
1. Paging Device also known as beeper is a wireless device that receives and displays numeric messages or announces voice messages. 
1. Printer and Copier machining for printing information and normally linked to a computer. They are external devices that can communicate with other digital devices and have the capacity to store data which can then be collected later.
1. Fax machine is used for transmitting and receiving information over a telephone line.
1. Electronic gaming machines are usually associated with gambling. 

1.iv Characteristic of a Computer Forensic Analyst.
A Computer forensic analyst is specially trained profession to retrieve information from computers and other data storage devices. An analyst is known for working with law enforcement agencies as well as private firms.
· The analyst should have excellent working knowledge of all aspects of the computer hard drives, networking and encryption.
· Ability to dismantle and rebuild the system in order to recover lost data and use practices that have been used successfully in the past.
· Patience and willingness to work long hours.
· Ability to write up technical reports detailing how the computer evidence was discovered and steps taken in the retrieval process.
· The analyst should be able to able to give testimony in court regarding the evidence collected.
· Excellent analytical skills and be familiar with standard computer operating system, hardware, and document creation applications in addition, apply methods that produce favourable results.
· The analyst should have expertise in hacking and intrusion techniques and security testing.

1.v Benefits of data analysis;-
· The ability to reduce and eliminate sample testing due to the powerful software tools available and technological ability to extract volumes of data.
· Technology makes it possible to compare data from different systems and have a better and clearer picture.
· Discrepancies can be identified by analysing data and correct measures implemented to mitigate future loss.
· The ability to quickly identify and extract certain data from a wide range of information for further testing and analysis.
· Data analysis can be used to test the current internal controls, policies and procedures and identify any areas of weaknesses or loopholes in the system.
· Data analysis can assist in identification of trends that company personnel are unaware of.
· Data analysis provides ability to easily trend relevant data over periods of time; changes over time can be analysed further.

2. Legal factors that should be considered before starting computer forensic engagements;-
Legal factors must be looked into with legal team before beginning computer engagements to ensure that all legal requirements and compliances are met.

The following should be considered;-
· What is the nature of the engagement? Investigation, routine, regulatory etc.
· Is there a monetary value in question? Cost vs benefit analysis should be considered.
· Whether the expert tasked to perform the engagement is qualified and licensed and capable of providing sound opinion.
· Does the Auditor have legal authority to obtain the information, who does the data belong to and if there is any privacy implication.
· Is there an expectation that the data may be located on a device that requires reporting to law enforcement authorities?
· Which departments in the company will be impacted? Accounts, Procurement, Sales & Marketing, Human resources etc…
· Is the data being collected locally or internationally and is the audit team aware of the privacy law?
· Is the data being collected subject to a subpoena?
· Who is the engagement team working at the direction of?
· Is the engagement limited to all the data or just relevant data?
· Is the data imported complete and accurate?

3. Tools that are used by forensic Accountants for data analysis;-
· Speciality software for advanced data analysis, business intelligence and specialised purposes e.g. statistical analysis system, data mining tools for analysing data.
· Intuitive programs with easy to use without incurring additional training expenses e.g. tools that are specially designed for auditors on familiar environment.
· Data Analysis Software programs that support investigation activities by converting various formats into a simpler format that can be used.
· Basic Productivity software that need intermediate and/or advanced expertise. This software is used for other business purpose e.g. excel, access data base.

4. Chain of custody also known as COC is the chronological and logical documentation of paper trail.
The documentation showing from the date of the seizure of the physical evidence, the custody of the evidence, the control of the evidence, the transfer of the evidence to the analysis of the evidence.
When evidence is deemed that it can be used in an admissible way in a court of law, it has to be handled with utmost care to prevent it from being destroyed or tampered with.
It is important to understand that the evidence has to be legitimate and authentic and not a replica or faked to frame another innocent party. 
The physical chain on custody must be handled by an identifiable person such as a police officer or investigator from collection point to storage. 
The process and all steps taken from collection, to storage must be clearly documented to secure authenticity. The documentation starting the condition from collection point, the identity of the handlers, the security and conditions under storage and the transportation mode used from one location to another to ensure that its admissible in court and not vulnerable to criticism.

The chain of custody form should contain the following information:-
· Identification: - Full name and signatures of all personnel responsible for handling from collection, transportation to storage of the device.
· The date and exact time from collection of the device.
· The mode of transportation of the device from start point.
· Information regarding the device including, the colour, the make, model number, serial number etc.
· The physical address of the device including the exact location and address.
· Specific information such as condition and any markings that would distinguish it from any other device.
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