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	1. Question 1

i. Name at least three technology based sources from where you can get fraud evidence.

Some of the technology based sources of fraud evidence are

a) Interview..Fraud evidence may be obtained by engaging colleagues or other former staff to establish a suspect in a fraud case.

b) Digital information is another source of technology based fraud evidence .These may include emails, computer files, tapes, erased files and microchips

c) Paper documents in form of printouts from the computer systems may be a good source of fraud evidence

ii. How has modern technology influenced fraud environment?

Manual accounting data processing has been revolutionized by the advent of technology and systems have dramatically changed fraud environment

Despite the transformations, systems have since seen major setbacks as regards waves of crime. The extent to which technology has changed fraud environment could be better understood within the context of various characteristics as explained hereunder.
Firstly, connectivity has enhanced information processing and message transmission by increasing the efficiency in communication systems. However, the systems have become more vulnerable to frauds  due to internet connections giving rooms for perpetrators of cybercrimes to gain unauthorized access to information technology (IT) platforms and hack into personal details .This may lead to Identity theft among other computer crimes. Even SME (Subject Matter Experts) may bounce on computer crimes accidentally due to grandeur and curiosity. The hackers may download undesirable news and send to unintended destinations. Use of VPNs (Virtual private networks) may add unto the woes of the users by culprits stealing victim’s login details as explained in above paragraph.

Secondly, data concentration is has also led to computer being regarded as a data warehouse and money transfer gadgets. Computer collates data from all sorts of networks, processes and stores information in one place. The central storage exposes data to risk of being destroyed in case of an attack or data compromise. There should be back up and offsite storage of the backed-up information.

Another feature that characterizes the influence technology has had on fraud is position of trust. Staff working in IT related departments are accorded high degree of trust .For instance, IT manager, supervisors, database administration managers and data entry clerks have a lot of trust put on them by management. Opportunity may arise, and as postulated in the theory of Fraud by Donald Cressey,(Fraud Triangle ,1973) other elements ,pressure and rationalization may ensue and trust could sometimes be abused by staff in positions and coupled with awareness of weakness in internal controls frauds may be committed .

Other features that demonstrate influences of IT on fraud include use of sophisticated techniques, unclear audits trails, direct access to systems and inbuilt insecurity. Some systems are inherently vulnerable due to operating systems deployed .Some of methods used to compromise data and even steal information are use of key loggers and also disgruntled staff may destroy the whole computer to conceal the data files. Where sophisticated methods have been deployed to commit computer crime, the recovery process may also need use of high-technology systems to restore normal business.

iii. What is computer crime

US department of justice defines computer crimes, Manual on computer crime; “any violation of criminal law that involves a knowledge of computer technology for their perpetration, investigation or prosecution”. The crime may be divided into three categories, hardware, crime against the computer and computer accessories.

Computer crime refers to breach of IT policy by an entrusted staff using a computer in an unauthorized activities or accessing unauthorized sites or files and or performing unauthorized tasks such as electronic funds transfers between accounts.Other classification input, output and process.

Computer crimes may take various forms such as data theft, identity theft, password policy breach, sabotage, data manipulation, fake program files, file deletions and infecting computers with viruses.

Computer crime may be obsessive .For instance Mitnick was charged and convicted to one year jail in prison but released for treatment for compulsive-behavior disorders, but was later caught at another computer in San Diego where he breach computer security system and again eventually thrown into jail for eight months

 In March 1999, David Smith, of New Jersey created a virus that lowered security level of various word-processing programs and instructed the infected computers to send e-mail messages containing attachments with the virus.

iv. What is computer crime theory

Computer crime theory is an attempt by computer experts to analyze they way computer crimes are committed and the related possible motives surrounding the malicious actions..

The theories try to explain a view of how exactly computer frauds may arise. It is stated that crimes may be committed through the computer or against the computer. Crimes me involve actions such as illicit electronic funds transfers.

One theory is based on MOMM (Motivation, Opportunity, Means and Methods).This theory tries to explore various reasons that may trigger criminal activities that fall within definition of computer crimes as opposed to financial crimes. Whereas, Fraud Triangle, by D.Cressey (1973), postulates that the main motive of fraud is money, MOMM is a new concept that attempts to assert existence of other reasons why computer crimes are rampant and evidently, money may not be the only motivator. Intentions such as gaining financial advantage may provoke computer crimes and propositions of this theory are discussed in the paragraphs that follow below.

Firstly, there are ideological motives. The explanation here states that crimes are committed by the perpetrators who feel motivated to seek revenge against employer for frustration or poor remuneration.

Another motive may be due egoistic feelings. Some people may be obsessed with power and grandeur and would wish to commit fraud to exhibit their thrills. They wish to show that they are conquerors. Dexterity may also lead to commission of computer crime and fast working staff may accidentally find that they have committed computer crimes unconsciously. For example staffs who are fast paced in data processing may find that they have superseded or breached authorized procedural limits in the system.

Environmental conditions may also act as motivators in computer crimes. These may be classified as either external or internal environment. External factors may include market and internal deals with procedures and policies within the organization. Motivations for computer crimes are work environment, level of trust, reward systems, organization culture on frauds and stress levels amongst the staff and their leadership in the organization.

v. List at least five different types of computer related crimes.

There are several forms of computer crimes such as 

a. Intellectual property theft, 

b. Child pornography, ( pedophiles )

c. Software piracy,  

d. Spyware installation

e. Identity theft-involves stealing of credit cards and login details to defraud unsuspecting users.

f. Blackmail-used by organized crimes groups to target security of computer systems to swindle people and demand ransoms

g. Denial of Service attack-carried out by organized crime gangs to captivate computer systems of world known business and organizations.

h. Cyber forensics-use of malicious adware to get illegal access of victims and gather data about all activities that may later be used to inundate the victims with fake offers and phishing emails.

vi. What is cyber forensic

Cyber forensic is a type of computer crime whereby the offender effectively captures, preserves, identifies, and extracts, analyses and documents digital data and events in a computer network or system. The culprit may gain access through illegal means such as password theft or hacking into the system using key loggers

vii. What is the difference between public and private investigation 

Public investigation

This is type inquiry in which there is a potential violation of law creating a potential criminal prosecution. It needs compliance with all legal process lest the case be dismissed. For instance in cyber forensic evidence all evidence should prove beyond reasonable doubts the law violated and the legal requirement to prove the criminal liability. Proper chain of custody should be observed in evidence preservation. They may be a need to expectation of privacy in cases of search warrant and that should be followed logically if the case is to succeed.

Private investigation

The CFS should determine the scope of the investigation as far as evidence is concerned., subsequent that expectation of privacy and other intricacies as opposed  and may involve dispute resolutions in cases  of policy breaches. This kind of investigation may need expert witness to give digital evidenceand assist lawyers or prosecutor.

QUESTION 2

Discuss in details the motives that could work behind computer related fraud

Computer fraud involves us of computer to commit a computer crime such as effecting illegal electronic funds transfer or using someone else password to access files and commit a fraud such as program alterations for self aggrandizement.

The motives behind computer crime may be diverse and could be explained by using computer crimes theories mainly what is conventionally referred to as MOMM,(Motivation, Opportunity, Means and Methods).

MOMM aims at shifting the paradigm from financial motive being construed as main fraud motivator to a concept whereby fraud motives are viewed to emanate from a myriad of sources that exhibit personal characteristics such as grandeur and reactions to dissatisfaction with a given environment or people and an organization.

Cressey’s, Fraud Triangle (1973), explains that three conditions must be present for successful fraud to be committed. These are opportunity, pressure and rationalization. Opportunity arises due to position held by a n employee who has vested trust in him. Due pressure from various conditions, mainly economic, the staff becomes obsessed with temptation to commit fraud. Cressey further indicated that the end result is expected to be a financial gain.

The MOMMs theory postulates that fraud may be triggered by various motivational factors such as Egoistic obsessions whereby the culprit is influenced by power, pride and other psychotic motivation. Age may also have influence on this type of motivation; youths are more curious with systems than old people and so may be so dexterous in computer use that they are likely to commit computer frauds. 

Another motivator that may lead to commission of computer crimes is simply ideological and involves actions aimed at revenging bad experiences or expression of dissatisfaction with new technology. An angry staff may direct his anger at sabotaging employer computer system to paralyze operations due to frustrations or poor reward system.

Finally environment has been found to influence computer crime fraud commission .The environmental factors may be external or internal. Internal factors arise from weak internal control systems and thus may be exploited by greedy staff when they clues that there are loopholes. External environment may contribute to computer fraud where IT systems security is weak. The cyber criminals may gain unauthorized access with aim of spying and or sabotage a vulnerable computer system. Identity theft may be committed and password theft and the criminals may then use the login credentials to sweep clean victim’s bank accounts and then paralyze systems to conceal the fraud.

QUESTION 3

Outline the steps involved in a cyber-forensic investigation process

For cyber forensic investigation to take place, there has to be an event provoking it. The steps will depend on the type of investigation to be carried out, whether private or public. The steps to be involved are

Accepting the assignment-After acceptance, determine the type of investigation, whether private or public. This may affect the admissibility of evidence(Deubert and Fryer Tests)

Seizure-This should as per expectation of privacy of the culprit. Ensure all the rules of evidence are observed. Preserve all evidence with a clear chain of custody. Search warrant must be obtained prior to actions
Acquisition –Once received, all the evidence must be duplicated via write blocking using hard drive duplicators

Analysis –Analyze after acquisition and duplicating to identify all the relevant evidence that either supports or contradicts the case.(Do an in-depth search of good evidence. Brian Carrier, 2006 describes a more “intuitive procedure” then intensive search .Use various techniques to recover evidence on lost data and reconstruct recovered data. Aim at getting good evidence

Reporting –Report the finding once investigation is complete in simple language .Audit notes may included. For public the report should incorporate expert conclusion of the evidence often digitized.
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