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1. FOREWORD

The concept of risk management is not new to the public 
service,in that the basic principles of service delivery (Batho Pele, 
1997) clearly articulate the need for prudent risk management to 
underpin the achievement of Government’s objectives. 

The DEA Enterprise Risk Management Handbook forms the basis 
of our efforts to improve the risk management capability of the 
DEAin support of achieving a risk intelligent culture.

We need to enhance our capability to identify, manage and 
monitor those risks at a strategic, operational and process level 
that may impact (positively and negatively) on the DEA achiev-
ing its mandate and strategic intent. 

Further, it is important for all of us to understand that the respon-
sibility for risk management vests at all levels of management 
and is not limited to only the accounting officer, the Enterprise 
Risk Management Directorate and Internal Audit.Therefore, the 
decision-making processes of the DEA must at all times consider 
both risk and reward whilst meeting the needs and expectations 
of our stakeholders and partners.

The handbook provides a structured and uniform approach for 
achieving the above.

Mr Alf Willis

Director General (ACTING)

Date: 19/06/2013
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1. INTRODUCTION

1.1 Purpose

The DEA Enterprise Risk Management Guide represents the source 
of reference and guidance for management and staff on the 
governance, implementation and execution of risk management 
within the organisation. 

The Guide’s purpose is to create a structured and consistent ap-
proach to risk management, aligning strategy, processes, people, 
technology and information systems for the purpose of evaluating 
and managing the uncertainties that the DEA faces due to the 
nature of the business, the change in environment, legislation and 
control environment.

Starting from the premise that risk is an unavoidable consequence 
of any organisation’s activities, the aim of the Guide is to provide 
the overall direction within which management and employees 
can operate in order to embed a strong risk management culture 
throughout the DEA.

The Guide outlines the DEA’s beliefs about risk and how it chooses 
to manage risk and reflects the value that the DEA seeks.  The 
Guide details the commitments the DEA has made to Enterprise 
Risk Management (ERM) and the approach to be followed in 
implementing ERM and managing risks.  This Guide provides the 
foundation for creating a culture of risk management in the or-
ganisation that is embedded in all its operational processes.

This Guide further serves as a base to set objectives regarding the 
level of ERM performance and responsibility that the DEA shall 
strive to achieve, and against which all ERM activities and opera-
tions shall be evaluated.

On a practical level, the Guide also serves to ensure that the re-
sults and intelligence provided from the risk management pro-
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cesses serve to inform decision-making and priority setting at all 
levels of the organisation.

Finally, the Guide acknowledges the Public Sector Risk 
Management Framework and endeavours to align to the princi-
ples of risk management recommended within the public sector.

1.2 Structure

This Guide is comprised of the following:

1. DEA Enterprise Risk Management (ERM) Framework (Graphical 
representation)

2. Guidebooks:

a) What is risk management

b) Risk identification

c) Control activities

d) Risk assessment

e) Risk rating 

f) Risk response strategy

g) Glossary of risk management terminology 
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DEA ENTERPRISE RISK MANAGEMENT FRAMEWORK

Figure 1:	  DEA Enterprise Risk Management (ERM) Framework
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GUIDEBOOK: WHAT IS RISK MANAGEMENT?

1. INTRODUCTION

The term ‘risk management’ is currently being utilised very liberally 
within institutions. For example, safety, security, disaster manage-
ment, business continuity, insurance and internal audit are often 
referred to as “risk management.”

It is certainly true that these functions form part of the wider sub-
ject of risk management. But the term ‘risk management’ means 
a deliberate focus on all risks of an institution.

The term ‘enterprise risk management’ (ERM) has become a pop-
ular way of describing application of risk management through-
out the institution rather than only in selected business areas or 
disciplines.

Risk management is a management discipline with its own tech-
niques and principles. It is a recognised management science 
and has been formalised by international and national codes of 
practice, standards, regulations and legislation.

Risk management forms part of management’s core responsibili-
ties and is an integral part of the internal processes of an institu-
tion.

This guidebook will use the simpler term ‘risk management’ and 
will explain the function in broad terms, showing how the various 
technical disciplines associated with risk form part of this wider 
field.

2. DEFINITION

Risk management is a systematic process to identify, evaluate 
and address risks on a continuous basis before such risks can im-
pact negatively on the institution’s service delivery capacity. This 
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is not the only definition of ERM as a number of alternative defini-
tions are also used by the ERM community.

The DEA defines risk management as the culture, processes and 
structures that are directed towards realising potential opportuni-
ties whilst managing adverse effects

When properly executed risk management provides reasonable, 
but not absolute assurance, that the institution will be successful in 
achieving its goals and objectives.

3. OVERVIEW

Risk management addresses all kinds of material risks to the objec-
tives of the institution. It does not have a bias towards any particu-
lar risk control function. Risk management must address all parts of 
the institution and no part of the institution can claim that they do 
not need to participate in its processes.  Risk management even-
tually works its way through the entire institution so that all levels 
of management participate in its processes. Existing risk-related 
functions such as security risk management, health and safety risk 
management etc must also align their activities with the institu-
tion’s risk management plan. This alignment of activities then al-
lows for risk management to reconfigure as ERM.

Many managers have justifiably asked why ‘risk’ needs a separate 
focus, and why it cannot be managed as before. The main rea-
son is that the service delivery environment and the public sec-
tor’s interface with stakeholders have become far more demand-
ing and volatile than before. Historical ways of doing things are 
no longer effective as evidenced by a number of service delivery 
and general governance failures.  In response to this, the princi-
ples of corporate governance and associated legislation require 
public sector institutions to be more transparent and structured 
about the ways in which they manage and report on risk. 
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Stakeholders need to observe that the institution has a proactive 
and systematic approach to managing organisational risks.

Risk management is recognised by the public sector as an appro-
priate way of managing risk.   Different institutions may have dif-
ferent existing responses to risk, such as safety management and 
insurable risk to internal control and public relations. It is important 
that different types of risk receive appropriate attention at an op-
erational or process level. For the institution as a whole, however, 
stakeholders want to see a single coherent strategy for managing 
the institution’s various risks.

4. WHY DO WE NEED RISK MANAGEMENT?

People often ask why the management of risk cannot remain 
within the ambit of general management. The truth is that it does, 
but risk management provides a dedicated focus on risk for the 
following reasons:

4.1 Corporate governance

Legislation such as the PFMA together with corporate govern-
ance codes such as King III expects an institution to implement 
a risk management plan. As a result of organisational failures in 
the past, stakeholders do not want to be caught unawares by risk 
events. They expect that internal control and other risk mitigation 
mechanisms to be based on a thorough assessment of institution 
wide risks.

Previously, members of the Accounting Authorities were not in-
volved in the details of risk management because it was regard-
ed as an operational function.

 Stakeholders require assurance that management has taken the 
necessary steps to protect their interests.Corporate governance 
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thus places the accountability for risk management in the hands 
of the Accounting Authority / Officer. 

Executive Authorities, Accounting Authorities, Accounting Officers 
and stakeholders now want to know more about the risks facing 
an institution. This is understandable in an environment of complex 
and challenging service delivery expectations.

4.2 Planning and organisation

The value of risk management is best leveraged when its prin-
ciples and techniques are applied during institutional planning 
processes and organisation. Given the increased levels of volatil-
ity and uncertainty, it is vital that plans, particularly multiple year 
plans, take into consideration a thorough assessment of risks and 
mitigation strategies.

For this purpose, existing tools and methodologies such as SWOT 
analysis, PEST analysis, Porters Model and internal reviews can be 
utilised to supplement the institutions risk management model. 
Hence, it becomes clear that planning and organisation and risk 
management are inter-dependent.

4.3 Continuous risk assessment

The risk profile of an institution is fluid, which is to say that it is chang-
ing on a continuous basis. Some risks are created by changes initi-
ated by the institution.  Others are the result of changes in society, 
business, legislation or communities. 

Even the best management teams will struggle to keep an accu-
rate perspective of changing risks when risk management is ap-
proached on an informal basis.

The risk management plan must provide the institution with the 
ability to systematically identify new and emerging risks, and the 
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assurance that existing risks are being addressed in the best pos-
sible way given the current resource constraints and other chal-
lenges.

Change is often beyond the control of management but the risks 
that it creates needs to be managed.

4.4 Evolution of risk management

Risk management has evolved over recent years.  We have seen 
the integration of risk management techniques with fraud preven-
tion, internal control and corporate governance.  There has also 
been an integration of operational risk management functions 
into the broader umbrella of enterprise risk management.  Aspects 
such as internal control, safety management, sustainability and 
environmental management, for example, have increased in im-
portance in recent times.   The broadening of risk management 
has seen a change in emphasis from risks as individual hazards to 
risks as uncertainties around key objectives.

Risk management has also seen the introduction of new partici-
pants into the process.  The function is no longer confined to insur-
ance staff, internal auditors, and loss prevention functions.

The wider approach to risk management has brought the function 
into the view of human resources officers, compliance officers, fi-
nancial managers, ICT specialists and other functional managers.

4.5 Internal audit plans

internal audit plans are now based on the outcomes of risk assess-
ments.  Internal auditors are increasingly basing their priorities on 
the risk management plan and give priority to high-risk assets and 
processes.
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Internal audit is well-placed to independently validate key con-
trols. The frameworks of internal control used by auditors are useful 
contributions to the risk management plan.

Internal audit is a key role player in the assurance process with 
regards to the effectiveness of risk management.

4.6 Cultural adjustment

The essential behaviours of officials charged with responsibility 
for various activities of risk management must change. This re-
quires a shift in the cultural dynamics insofar as it concerns risk 
management, which can be achieved through awareness and 
advocacy, communication, coaching, training and linking to per-
formance measures.

Risk management must be a catalyst for change in behaviour of 
Managers. Managers need to develop competencies to ensure 
that they make conscious risk-based decisions.  Rather than view-
ing risk management and its associated activities as mere bureau-
cracy, managers need to look at it as a powerful driver of service 
delivery excellence.

5. CONCLUSION

There is a danger that risks that fall outside traditional functions 
may go unmanaged and have serious consequences on the insti-
tutional objectives. The need for broad-based risk management 
is thus critical as it will also ensure that risks that were not previ-
ously given adequate attention are now properly managed. Risk 
management processes that are integrated within the institution’s 
existing structures are likely to be more effective in producing the 
desired service delivery and other objectives.
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GUIDEBOOK: RISK IDENTIFICATION

1. INTRODUCTION

The purpose of completing a risk identification exercise is to 
identify, discuss and document the risks facing the institution.  
Management almost always know what risks the institution is ex-
posed to but they do not always formally record such risks. This 
necessitated the development of risk identification guidelines to 
ensure that institutions manage risk effectively and efficiently.

2. THE RISK IDENTIFICATION PROCESS

The objective of risk identification is to generate a comprehensive 
list of risks based on those events and circumstances that might 
enhance, prevent, degrade or delay the achievement of the ob-
jectives. This list of risks is then used to guide the analysis, evalua-
tion, treatment and monitoring of key risks. 

Comprehensive identification and recording is critical because a 
risk that is not identified at this stage maybe excluded from further 
analysis. The process should include all risks, whether or not they 
are under the control of the Institution.

Risk identification : Steps to Identify Risks

It is important that the risk identification exercise does not get 
bogged down in conceptual or theoretical detail.  It should also 
not limit itself to a fixed list of risk categories, although such a list 
may be helpful.
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A. Understand what to consider when identifying risk     

B. Gather informations from different sources to identify 
risks

C. Apply Risk Identification tools and techniques

d. Document / Record the risks identified

These steps are discussed in-detail below:

a. Understand what to consider

In order to develop a comprehensive list of risks, a systematic pro-
cess should be used that starts with the defining objectives and 
key success criteria for their achievement. This can help provide 
confidence that the process of risk identification is complete and 
major issues have not been missed.
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Figure 2: Risk Identification - questions about each of the key elements

What is the source of 
each risk?

What might happen that could:
•	Increase or decrease the effective 

achievement of objectives.
•	Make the achievement of the objective more 
or less efficient (e.g financial, people, time)
•	Produce additional benefits

Other considerations
•	What would the effect on objectives be?
•	When, where, why, how are these risks (both positive and negetive) likely to occur?
•	Who might be involved or impacted?
•	What controls currently exist to treat this risk (maximise positive risks or minimise 

negetive risks)?
•	What could cause the control not to have the desired effect on the risk?

Risk Identification

b. Gather information to identify risks

Good quality information is important in identifying risks, it is also 
crucial to have knowledge of the business before commencing 
with the identification process. The starting point for risk identifica-
tion may be historical information about this or similar institutions 
and then discussions with a wide range of stakeholders about his-
torical, current and evolving issues, data analysis, review of per-
formance indicators, economic information, loss data, scenario 
planning and the like can produce important risk information.  

Furthermore, processes used during strategic planning like SWOT 
Analysis, PEST(EL) Analysis and benchmarking will have revealed 
important risks and opportunities that must not be ignored i.e. they 
must be included.
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c. Apply risk identification tools

Institutions should apply a set of risk identification tools and tech-
niques that are suited to its objectives and capabilities, and to 
the risk the organisation faces. Relevant and up-to-date informa-
tion is important in identifying risks. This should include suitable 
background information where possible. People with appropriate 
knowledge should be involved in identifying risks.

Figure 3: Risk Identification: Tools and Techniques

Strategic & 
Business 

Plans

Structured 
Interviews

Audit 
Reports

Standard 
Operating 

Procedures 
/ Checklist

Surveys 
and 

Questionnaires

Focus 
Groups

Post-event
Reports

Something happens leading to 
outcomes expressed in tems of 

impact on objectives

Risk Identification: Tools and Techniques

Research / 
Benchmarking

•	Approaches used to identify risks could include the use of 
checklists, judgments based on experience and records, flow 
charts, brainstorming, systems analysis, scenario analysis, and 
system engineering techniques.
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•	The approach used will depend on the nature of the activities 
under review, types of risks, the organisational context, and the 
purpose of the risk management exercise.

•	Team-based brainstorming for example, where facilitated 
workshops is a preferred approach as it encourages 
commitment, considers different perspectives and incorporates 
differing experiences.  

•	Structured techniques such as flow charting, system design 
review, systems analysis, Hazard and Operability (HAZOP) studies 
and operational modelling should be used where the potential 
consequences are catastrophic and the use of such intensive 
techniques are cost effective.

•	Since risk workshops are useful only for filtering and screening of 
possible risks, it is important that the workshops are supplemented 
by more sophisticated or structured techniques described 
above. 

•	For less clearly defined situations, such as the identification of 
strategic risks, processes with a more general structure, such as 
‘what-if’ and scenario analysis could be used.

•	Where resources available for risk identification and analysis 
are constrained, the structure and approach may have to 
be adapted to achieve efficient outcomes within budget 
limitations. For example, where less time is available, a smaller 
number of key elements may be considered at a higher level, or 
a checklist may be used.

d. Document/ Record the risks identified

The risks identified during the risk identification are typically docu-
mented in a risk register and at this stage in the risk assessment 
process, typically includes:

•	risk title and description
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•	how and why the risk can happen (i.e. contributing factors and 
consequences)

•	the existing internal controls that may reduce the likelihood or 
consequences of the risks.

It is critically important at this stage to understand the cause-
effect relationships between a risk, its causes, and the potential 
consequences should the risk occur. If the “wrong” risk is identified 
at this stage (e.g. causes or consequences, rather than the actual 
risk itself), it will reduce the value of the rest of the risk manage-
ment process.

It is essential when describing a risk to consider the following three 
elements:

•	description/event - an occurrence or a particular set of 
circumstances

•	contributing factors – are causes that may contribute to a risk 
occurring or increase the likelihood of a risk occurring

•	consequences - the outcome(s) or impact(s) of an event.

It is the combination of these elements that make up a risk and 
this level of detail will enable the DEAto better understand and 
manage the risk. 

As a minimum, the risk register records:

•	the risk

•	how and why the risk can happen - “cause of risk”
•	how will the risk impact the institution if it materializes “Impact 

on institution” 
•	the existing internal controls that may minimise the likelihood of 

the risk occurring
•	the likelihood and consequences of the risk to the institution,
•	a risk level rating based on pre-established criteria
•	framework, including an assessment of whether the risk is 
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acceptable or whether it needs to be treated
•	a clear prioritisation of risks (risk profile)

•	accountability for risk treatment (may be part of the risk 
treatment plan)

•	timeframe for risk treatment.

Once the risks have been identified and existing control have 
been assessed and it has been established that controls are in-
adequate, an assessment of whether the risk is acceptable or 
whether it needs to be treated needs to be performed.

Risk identification examples:

One can see from the following examples that failure to correctly 
define your risk will affect control identification, mitigation plan 
and ultimately reporting. Its the old “garbage in garbage out” 
analogy.

Tables 1 and 2 provide some examples of “good” and “poor” risk 
descriptions, adapted from AUS/NZ Standard 2004.

Table 1: Examples of good risk descriptions

Example 1: Good Risk Description

Risk Description High employee turnover

Contributing Factors Job dissatisfaction
Uncompetitive remuneration

Impacts Loss of corporate knowledge
Delay in delivery of business objectives

Example 2: Good Risk Description

Risk Description Breach of OH&S Act

Contributing Factors Lack of knowledge of legislative requirements
No compliance program or register 

Example 2: Good Risk Description
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Impacts Adverse publicity
Fines / penalties

Example 3: Good Risk Description

Risk Description IT Failure

Contributing Factors Power outage
Software failure

Impacts Loss of data
Business disruption

Table 2: Examples of poor risk descriptions

Example 1: Poor Risk Description

Risk Description Lack of succession planning. 

Contributing Factors Lack of handover time
Reluctance to handover information

Impacts Financial
Business

Explanation: Lack of succession planning is a lack of a control.

Example 2: Poor Risk Description

Risk Description Fines

Contributing Factors Lack of knowledge of legislative requirements
No compliance program or register 

Impacts Adverse publicity
Fines / penalties

Explanation: Fines are really the impact to the organisation. In addition, the reason for identifying the cause is 
so that one can identify the right controls. This description is so wide that a control is difficult to define, other 
than “put in place a full compliance program”.

Example 3: Poor Risk Description

Risk Description System not backed up.

Contributing Factors IT failure

Impacts Loss of data

Explanation: System not backed up is a control failure. Also an IT failure is not the cause of the system not 
being backed up, poor work practices are.
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3. DOCUMENT  THE RISK IDENTIFICATION PROCESS

In addition to documenting the risks identified, it is also neces-
sary to document the risk identification to help guide future risk 
identification exercises and to ensure good practices are main-
tained by drawing on lessons learned through previous exercises. 
Documentation of this step should include:

•	the approach or method used for identifying risks,

•	the scope covered by the identification,

•	the participants in the risk identification and the information 
sources consulted.

Experience has shown that management often disregards well 
controlled risks when documenting the risk profile of the institution.  
It however must be stressed that a well-controlled risk must still be 
recorded in the risk profile of the institution.   The reason for this 
logic is that the processes for identifying risks must ignore at that 
point any mitigating factors (these will be considered when the 
risk is being assessed)

4. THE OUTPUTS OF RISK IDENTIFICATION

The document in which the risks are recorded is known as the “risk 
register” and it is the main output of a risk identification exercise.

A risk register is a comprehensive record of all risks across the insti-
tution or project depending on the purpose/context of the regis-
ter. There is no single blueprint for the format of a risk register and 
institutions have a great degree of flexibility regarding how they 
lay out their documents.

The risk register serves three main purposes

•	The first is that it is a source of information to report the key risks 
throughout the institution, as well as to key stakeholders.
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•	The second purpose of the risk register is for the benefit of 
management. Management uses the risk register to focus their 
priorities.

•	The third purpose of the risk register is to help the auditors to 
focus their plans on the institution’s top risks.

GUIDEBOOK: CONTROL ACTIVITIES

1. INTRODUCTION

The institution can respond to risk through various mechanisms 
such as avoidance, transfer, accepting and managing of the risk. 
When the institution elects to manage the risk, it will require control 
activities to support the management of the risk to within toler-
able levels.

2. OUTPUTS

Control activities will produce detailed action plans for managing 
all material risks.

3. CONTROL TYPES AND CONTROL TIMING

The risk assessment will have produced management’s perspec-
tive of the effectiveness of the existing controls. This would inform 
management of additional control interventions required to better 
manage the risk exposures to an acceptable level.  Management 
will be able to consider the best control options from various alter-
native control types:

a) Management controls

These ensure that the institutions structure and systems support its 
policies, plans and objectives and operate within laws and regu-
lations;
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b) Administrative controls

These ensure that policies and objectives are delivered in an ef-
ficient and effective manner and that losses are minimised;

c) Accounting controls

these ensure that resources allocated are accounted for fully and 
transparently and are properly documented;

d) Information technology controls

These controls relate to IT systems and include access control, 
controls of system software programmes, business continuity con-
trols and other controls.

Each control type above can be further classified in terms of its 
timing as either:

i) Preventative controls

These are control measures that prevent a loss event from occur-
ring, for example, segregation of duties in order to prevent fraud 
and errors by employees. These controls mitigate the probability 
of a risk.

ii) Detective controls

These are control measures that ensure that a loss event is identi-
fied as soon as it occurs, in order to control the effect on the or-
ganisation and to put preventative controls in place to prevent a 
re-occurrence. These controls mitigate the impact of a risk.
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iii) Contingent controls

A control measure that is dependent on the happening of an 
event; and is also known as a corrective control. The control will 
minimise the impact of the event occurring, e.g. insuring an in-
surable event. Contingent controls, by their nature will be more 
effective for risks with a low probability of occurrence but which 
have a severe impact, e.g. insure fixed property against loss by 
fire.

4. CONSIDERATIONS FOR IMPROVING CONTROLS

The following questions could provide useful information for a high 
level understanding of the underlying issues and the control im-
provements required:

a) What is the risk assessment telling us about the effectiveness of 
the current controls (What needs to be enhanced)?

b) What are the various options available for addressing the re-
sidual risk?

c)What amount and quality of information do we have about the 
risk (what additional information is required to fully understand 
and respond to this risk)?

d)How much is the additional control going to cost and how does 
this compare with the benefits to be derived from the additional 
control?

e) Is there a necessity for introducing new policies and proce-
dures, or updating the existing policies and procedures?

f) How will we measure whether the new control measures are 
working or not?

g) What is the action plan for addressing the control gaps?



26

h) Who is the responsible person?

i) What project plans should we put in place?

5. ASSURANCE ON CONTROL ACTIVITIES

Up until now the control adequacy and effectiveness was based 
exclusively on management perception. The inherent danger in 
this is that “optimism bias” could prevail, that is to say, manage-
ment is more optimistic about the control environment than they 
really should be.

An examination of the control activities performed by an inde-
pendent party has the advantage of eliminating “optimism bias” 
and revealing a more realistic perspective of the control activities.

Independent assurance can be provided by internal audit, a cor-
porate function, independentconsultants or the Auditor-General.

The reports provided by these assurance providers should be uti-
lised to update the assessments reflected in the risk register and 
should form the basis for developing additional control enhance-
ments that is required.

GUIDEBOOK: RISK ASSESSMENT

1. INTRODUCTION

The risk assessment is a systematic process to understand the na-
ture of risk and determine the level of risk. The risk assessment step 
aims to develop an understanding of the risk. It provides an input 
to decisions on whether risk response is necessary and the most 
appropriate and cost-effective risk response strategies.

The main purpose of risk assessment is to help management to 
prioritise the identified risks. This enables management to spend 
more time, effort and resources to manage risks of higher priority 
than risks with a lower priority.
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Risk assessment is a fundamental component of the risk manage-
ment process. It helps to guide the evaluation of risks by defining 
the key parameters of the risk and how these may impact on the 
achievement of institution’s objectives. 

One of the key outcomes of the risk assessment process is deter-
mining levels of risk exposure for the institution. In addition, the 
data and related information collected during the risk assessment 
process can be used to assist in guiding risk response decisions.

2. THE APPROACH

Risk assessment involves interrogating risks at two levels, namely 
at the inherent risk level and the residual risk level, using the same 
rating criteria for each assessment.  

•	Inherent Risk: considers the “worst case” scenario.  This involves 
considering the likelihood (frequency of risk occurrence) and 
impact (Outcome or consequence of an event) of the risk in the 
absence of any management control interventions.  This level of 
assessment provides a perspective of the consequences of the 
risk to the institution in its unmanaged state.  

•	Residual risk:  is the level of risk remaining after the mitigating 
influence of the existing control interventions is considered.  
Normally, management would introduce sufficient control to 
reduce the risk to within a pre-determined level, as informed 
by the risk appetite.   The residual risk is a critical indicator of 
whether the existing controls are effective in reducing the risk to 
an acceptable level.  

Risks can be assessed on a quantitative basis or a qualitative ba-
sis. Quantitative assessment works best for risks that involve numer-
ic functions. A good example would be the risk of financial losses 
as this can be numerically quantified.  
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Quantitative techniques typically bring more precision and are 
used in more complex and sophisticated activities.

Qualitative assessment is applied when the risk in question does 
not lend itself to numeric quantification.  In such cases more sub-
jective means are utilised, the most important of which is the ex-
pert judgement of management.

Risk assessment involves the following key steps:

a) Identify and evaluate  existing control effectiveness

b) Determine risk likelihood (frequency of risk occurrence) and risk 
impact (outcome or consequence of an event)

c) Both the risk likelihood and impact rating should be performed 
prior and post controls to determine level of risk rating (Inherent 
vs. residual rating).

d) Determine risk rating level

These steps are discussed in-detail below:

a) Identify and evaluate control effectiveness

Controls may reduce the likelihood of occurrence of a potential 
risk, the impact of such a risk, or both.  Management then needs 
to assess the control effectiveness based on their understanding 
of the control environment currently in place.   Residual risk will 
therefore inform management of the actual level of control ef-
fectiveness.

Controls should be considered on the basis of:

•	design effectiveness - is the control “fit for purpose” in theory i.e. 
is the control designed appropriately for the function for which 
it is intended
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•	operational effectiveness - does the control work as practically 
intended. It is useful to involve staff with an understanding of the 
controls when rating them. Internal audit, business analysts and 
operational/ financial management can all provide input into 
control identification and assessment.  

A well-designed and implemented control can often mitigate or 
reduce more than one risk or type of risk.

b) Determine the risk impact and likelihood

Risks are assessed on the basis of the likelihood of the risk occur-
ring and the impact of its occurrence.  (Risk = Likelihood x Impact)

The magnitude of the consequences of an event, should it occur, 
and the likelihood of the event and its associated consequences, 
should be assessed in the context of the effectiveness of the exist-
ing strategies and controls.

Consequences and likelihood may be estimated using statistical 
assessment and calculations. Where no reliable or relevant past 
data is available, subjective estimates may be made which re-
flect an individual’s or institution’s degree of belief that a particu-
lar event or outcome will occur.

The most relevant sources of information and techniques should 
be used when analysing consequences and likelihood.

Sources of information
i) Past records;

ii) Practice and relevant experience;

iii) Relevant published literature;

iv) Research;

v) The results of public consultation;
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vi) Experiments and prototypes;

vii) Specialist and expert judgments.

Techniques: 
i) Structured interviews with experts in the area of interest;

ii) Use of multi-disciplinary groups of experts;

iii) Individual evaluations using questionnaires;

iv) Use of models and simulations.

Risk assessment should be performed in accordance with ap-
proved rating criteria for both likelihood and impact (Refer to 
Guidebook Risk Rating).

c) Determine the overall risk rating

Once you have rated the likelihood and consequence, combine 
the two to determine the overall risk rating.Based on the risk as-
sessment, risks are classified by level to determine the appropriate 
level of response to those risks. Specific responses are defined at 
the “Risk Response” phase (Refer to Guidebooks Risk Rating and 
Risk Response Strategy)

d) Document the risk assessment process

Documentation of the risk assessment process provides a record 
of how risks were analyzed in previous periods, thereby informing 
future risk assessment exercises. A key outcome of documenting 
the risk assessment process is enabling accurate tracking of risks 
over time using historical reference data.

Documentation should include:

i) key assumptions and limitations

ii) sources of information used
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iii) explanation of the assessment method, and the definitions of 
the terms used to specify the likelihood and consequences of 
each risk

iv) existing controls and their effectiveness
v) description and severity of consequences
vi) the likelihood of these specific occurrences
vii) resulting level of risk
Detailed documentation may not be required for very low risks; 
however a record should be kept of the rationale for initial screen-
ing of very low risks.

e) The outputs of the risk assessment process 

The output of risk assessment is a more sophisticated risk register 
which is enriched by the addition of ratings for each risk. This al-
lows management to separate the more important risks from the 
less important ones and direct management attention accord-
ingly.

GUIDEBOOK: RISK RATING

1. IMPACT

The DEA a five-point rating scale to assess the potential impact 
of risks, with 1 being the lowest impact and 5 being the highest 
impact.The following is the rating table used by the DEA.
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Table 3: Impact rating table
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Risk event will 
result in
widespread and 
lengthy reduction in 
continuity of service 
delivery to customers 
for a period greater 
than 48 hours

Major environmental 
damage. Serious 
injury (permanent 
disability) or death 
of personnel or 
members of the 
Public.Major 
negative media 
coverage.

Use of unproven 
technology for critical 
systems /project 
components. High 
level of technical
interdependencies 
between system 
components.

Can lead to termination 
of
Business activity

Ma
jo

r 4

Reduction in service
delivery or disruption 
for a period ranging 
between 24 & 
48 hours over a 
significant area

Significant injury of 
personnel or public.
Significant 
environmental
damage. Significant 
negative media 
coverage.

Use of new 
technology 
notpreviously utilised 
by the organisation 
for critical systems / 
project components.

Cost increase
> 10%

Mo
de

ra
te

 3

Reduction in service
delivery or disruption 
for a period between 
8 & 24 hours over a 
significant area

Lower level of 
environmental,
safety or health 
impacts.
Negative media 
coverage

Use of unproven or
emerging technology 
for critical systems / 
project components.

Cost increase
> 5%

Mi
no

r 2

Brief local 
inconvenience
(work around 
possible).
Loss of an asset 
with minor impact on 
operations

Little environmental, 
safety or health 
impacts.
Limited negative 
media
coverage.

Use of unproven or 
emerging technology 
for systems / project
components.

Cost increase
< 1%
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No or minimal impact 
on business or core 
systems

No environmental, 
safety or health 
impacts and/or
negative media 
coverage

Use of unproven or 
emerging technology 
for non-critical 
systems / project 
components

Minimal or no
impact on cost

2. LIKELIHOOD

The DEA a five-point rating scale to assess the likelihood of risks, 
with 1 being the lowest likelihood and 5 being the highest likeli-
hood. The following is the rating table used by the DEA. 

Table 4: Likelihood rating table

Probability Factor Measurement Criteria Qualification Criteria Rating

Common The risk is already occurring, or 
has a high likelihood of occurring 
more than once during the next 
12 months

The risk is almost certain 
to occur in the current 
circumstances

5

Likely The risk will easily occur, and is 
likely to occur at least once during 
the next 12 months

More than an even 
chance of occurring

4

Moderate There is an above average chance 
of the risk occurring more than 
once during the next 3 years

Could occur often 3
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Probability Factor Measurement Criteria Qualification Criteria Rating

Unlikely The risk has a low likelihood of
occurring during the next 3 years

Low likelihood, but could 
happen

2

Rare The risk is unlikely to occur during 
the next 3 years

Not expected to happen - 
event would be a surprise

1

3. RISK EXPOSURE (Impact x Likelihood)

The following is the rating table that can be utilised to categorise 
the various levels of inherent risk.  Institutions are encouraged to 
customise the rating table to their specific requirements.

Table 5: Risk exposure 

Risk Rating Assessment Definition

20 - 25 Extreme Extremely unacceptable level of residual risk – implies that 
there are no controls in place or controls are completely 
ineffective. 
Risk must be escalated to the DDG/DG/DM/MINISTER.

>= 10 to < 20 High Unacceptable level of residual risk - Implies that the controls 
are either fundamentally inadequate (poor design) or ineffective 
(poor implementation).

> 5 to < 10 Medium Cautionary level of residual risk - Implies that the controls 
are either inadequate (poor design) or ineffective (poor 
implementation).

>= 5 Low Mostly acceptable level of residual risk – managed at 
operational level using current controls.
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GUIDEBOOK: RISK RESPONSE STRATEGY

1. INTRODUCTION

A key outcome of the risk identification and evaluation process is 
a detailed list of all key risks including those that require treatment 
as determined by the overall level of the risk against the DEA’s 
risk tolerance levels. However, not all risks will require treatment as 
some may be accepted and only require occasional monitoring 
throughout the period.

All key risk identified should be responded to however not all of 
these risks will require treatment. The risks that fall outside of the 
DEA’ s risk tolerance levels are those which pose a significant po-
tential impact on the ability of the DEA to achieve set objectives 
and therefore require treatment. 

The purpose of responding and treating risks is to minimize or elimi-
nate the potential impact the risk may pose to the achievement 
of set objectives.

Risk response involves identifying the range of options for respond-
ing to risks, assessing these options and the preparation and im-
plementation of response plans.

Risk response may involve a cyclical process of assessing a risk re-
sponse, deciding that current risk levels are not tolerable, generat-
ing new risk response/s, and assessing the effect of that response 
until a level of risk based on the agreed risk criteria is reached.

2. DEVELOPING A RISK RESPONSE STRATEGY

Risk response plans identify responsibilities, schedules, the expect-
ed outcome of responses, budgets, performance measures and 
the review process to be set in place.
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The risk response plan usually provides detail on:

i) actions to be taken and the risks they address;

ii) who has responsibility for implementing the plan;

iii) what resources are to be utilized;

iv) the budget allocation;

v) the timetable for implementation;

vi) details of the mechanism and frequency of review of the status 
of the response plan.

How to respond to risks?

Responding to risks involves the following key steps, each of which 
is covered in detail in this section:

a) Identify risk response and select risk response options

b) Assign risk ownership

c) Prepare risk response plans

d) Identify risk response options.

These steps are discussed in detail as follows:

a) Identify and select appropriate risk response option

Risk response design should be based on a comprehensive under-
standing of how risks arise.   This includes understanding not only 
the immediate causes of an event but also the underlying factors 
that influence whether the proposed response will be effective.
Once risks have been assessed and a level of risk rating has been 
assigned, an option for response is selected. It must be noted, that 
risk response options are not necessarily mutually exclusive or ap-
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propriate in all circumstances. Table 6, details the risk response 
options adopted by the DEA.

Table 6: Risk response options

Risk response Definition

Avoid Steps taken to prevent the occurrence of hazards, such as: ceasing activity or changing 
objective.

Mitigate Steps taken to reduce either the likelihood of an occurrence or impact or both.

Transfer Steps taken to shift loss or liability to third parties, such as: insurance or outsourcing.

Accept Informed decision to accept both the impact and likelihood of risk events.

Consideration should be given to the cost of the response option 
as compared to the likely risk reduction that will result.For exam-
ple, if the only available response option would cost in excess of 
R10M to implement and the cost impact of the risk is only R5M, it 
may not be advisable.In order to understand the costs and ben-
efits associated with each risk response option, it is necessary to 
conduct a cost-benefit analysis.

The steps for a basic cost benefits analysis are:

•	Define, or breakdown the risk into its elements by drawing up a 
flowchart or list of inputs, outputs, activities and events.

•	Calculate, research or estimate the cost and benefit associated 
with each element. (Include if possible direct, indirect, financial 
and social costs and benefits).

•	Compare the sum of the costs with the sum of the benefits.

Prioritisation of risk response

The implementation of selected response strategies need to be 
prioritised base on the level of residual risk with reference to table 
7.
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Table 7: Prioritisation of risk response

Risk Level Action priority Action Timescale Review Timescale

Extreme Extremely unacceptable risk. Take 
immediate further action to reduce 
the risk; Contingency plan on 
standby.

Immediate Review at least Monthly

High Unacceptable risk. Quickly 
implement further action(s) to reduce 
risk; continue existing controls; 
generate contingency plan.

Immediate Review at least every 2 
months

Medium Cautionary level of residual risk. Take 
action(s) to reduce risk; continue 
controls; generate contingency plan.

Within two months Review at least every 3 
months

Low Tolerate/Accept; No action. Continue 
with existing control measures if 
required.

N/A Review at least every 6 
months

b) Assign risk ownership

Risk owners nominated by executive management should as-
sume responsibility for developing effective risk response plans. 
The risk owner should be a senior staff member or manager with 
sufficient technical knowledge about the risk and/or risk area for 
which a response is required.The risk owner may delegate respon-
sibility (but not accountability) to his/her direct reports or consult-
ants for detailed plan development and implementation.

Prepare risk response plans:
Once response options for individual risks have been selected, 
all response options should be consolidated into risk action plans 
and/or strategies. 

As one risk response may impact on multiple risks, response ac-
tions for different risks need to be combined and compared so 
as to identify and resolve conflicts between plans and to reduce 
duplication of effort.
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Response plans should:

•	identify responsibilities, schedules, the expected outcome of 
responses, budgets, performance measures and the review 
process to be set in place include mechanisms for assessing 
and monitoring response effectiveness, within the context of 
individual responsibilities; and

•	Institution’s objectives, and processes for monitoring response 
plan progress against critical implementation milestones. This 
information should all arise from the response design process.

•	Document how practically the chosen options will be 
implemented.

GLOSSARY

Audit: The systematic review and assessment of the level of com-
pliance of an actual situation or system with a standard of per-
formance.

Action Plan: The  actions developed or taken after the risk assess-
ment process to reduce the probability and/ or impact of the 
event

Consequence: Outcome or impact of an event

Contributing Factor: An event and or issue that may gives rise to a 
risk event materialising

Contingent Control: A control measure that is dependent on the 
happening of an event; and is also known as a corrective control. 
The control will minimise the impact of the event occurring, e.g. 
insuring an insurable event. Contingent controls, by their nature 
will be more effective for risks with a low probability of occurrence 
but which have a severe impact, e.g. insure fixed property against 
loss by fire.
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Control: The means used to manage risk. In particular, a policy, 
procedure, device, system, communication or other action that 
acts to limit uncertainty in the achievement of business objectives 
and/or to ensure compliance with the law.

Control Adequacy:  An assessment of whether all the controls 
linked to a risk are adequate enough to manage the risk. 

Control Effectiveness: An assessment of controls individually to de-
termine whether or not the control is effective in achieving the 
desired outcome.

Detective Controls: These are control measures that ensure that 
a loss event is identified as soon as it occurs, in order to control 
the effect on the organisation and to put preventative controls 
in place to prevent a re-occurrence. These controls mitigate the 
impact of a risk.

Enterprise Risk Management (ERM): A structured and consistent 
approach that aligns strategy, processes, people, technology 
and knowledge, with the purpose of evaluating and managing 
the uncertainties the organisation faces to create value

Inherent Risk: Inherent risk is the risk to an organisation in the 
ABSENCE of any controls management might have in place to 
alter either the risk’s impact or probability.

Impact: The effect of the risk on the DEA.  Impacts may include 
reputation damage, financial loss, legal impacts, to name a few.  
The degree of harm, injury, loss or potential gain. 

Impact score: A measure of the degree of consequences that 
are most likely to occur associated with a risk issue. Those conse-
quences could either negatively impact the DEA and its stake-
holders or be the expected level of unrealised opportunity for 
gain that could be missed.
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Issue: An event that is currently happening, that needs to be ad-
dressed by appropriate corrective and preventative actions.   

Preventative Controls: These are control measures that prevent a 
loss event from occurring, for example, segregation of duties in 
order to prevent fraud and errors by employees. These controls 
mitigate the probability of a risk.

Probability: The chance of occurrence per action, operation or 
opportunity. Expressed as a number between 1 and 5, with no 
units and not time related.

Residual risk: The level of risk that remains after the existing (and 
claimed) controls that are in place and their effectiveness are 
taken into account. These controls may require verification by 
audit.

Residual Risk Heat Map: Provides a graphical representation of 
the organisation’s risk profile, by displaying the relationship be-
tween the probability of a risk occurrence and the severity of the 
impact thereof, once controls are in place.

Risk: An uncertain event that, if it were to occur, would have an 
effect on achieving strategic objectives.

Risk Assessment: The collaborative and consultative workshop or 
interview process whereby risks are identified measured and ana-
lysed according to a set methodology.

Risk Management: The culture, processes and structures that are 
directed towards realising potential opportunities whilst manag-
ing adverse effects.

Risk Appetite: This is the amount of risk, an entity is willing to ac-
cept in pursuit of value. It reflects the organisation’s risk manage-
ment philosophy and in turn influences the organisation’s culture 
and operating style.
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Risk Ranking: A way of sorting risks or actions arising out of a risk 
assessment according to the relative magnitude of the risk.

Risk Rating: The numerical rating applied to a risk calculated as 
the compound of an impact factor, and a probability factor.

Risk Register: A collection of risk information that defines the risk 
profile of the organisation, business unit, project or activity. 

Risk Response: Once the key risks have been identified and as-
sessed management should consider how to manage them and 
implement controls

Terminate / Avoid: Diversify or avoid an activity that will give rise 
to the risk

Transfer / Share: Reducing risk likelihood or impact by transferring 
or otherwise sharing a portion of the risk. Common techniques in-
clude purchasing insurance products, engaging in hedging trans-
actions, or outsourcing an activity.

Treat / Manage: Treating a risk means taking steps to reduce or 
eliminate the probability of it occurring, the impact on the organi-
sation if it arises, or a combination of both in order to bring the risk 
to acceptable levels in line with the organisation’s risk appetite.

Tolerate / Accept: Tolerating or accepting a risk means that the 
organisation is willing to live with the consequences of a risk ma-
terialising.
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