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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.
i. Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and an understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, etc. Effective risk management, as opposed to a point-in-time risk assessment, is a continuous process. The common likely fraud risk factors in a business are nature of items (size and value, ease of resale, cash), nature of control environment (separation of duties, safeguards, documentation, time off, related party transactions, complexity, dominance, turnover, auditing) and pressures (level of dissatisfaction, expectations, guarantees)

ii. Probability (the likelihood of an event occurring) and impact (the magnitude of the event) form the foundation of risk assessment. Risk assessment factors can be considered on different levels such as entity, behavioural, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc. Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. After the process is initiated, different perspectives, such as the ability of management to incorporate risk management practices, should be examined.

iii. Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Absence of culture that encourages honesty;
· Inability to set and communicate performance standards and standards for personal conduct;
· Inadequate legal, ethical, fraud detection and security-related training;
· Absence of company policy regarding sanctions for financial crime and breach of security;
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles;
· Lack of clarity in job roles, accountability, duties and responsibilities;
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

iv. Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility. Inherent Risk = Cost x Threat; cleaning up the equation results in the conclusion that Inherent Risk is a function of Cost and Threat. This conclusion is based on a primitive mathematical analysis which does lead to 2 definitions of Inherent Risk. The first one says that it is the risk that a process poses to the business before controls are taken into account and the second one is based on the financial exposure if the process fails and the presence of threats that could exploit a vulnerability in that process. In the first one, there is the temptation to treat all processes as having a high Inherent Risk. The second one provides better guidance by first determining the impact to the business if the financial record were to be inaccurate. It also provides a vital insight into the assessment of cost.

v. Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk. Residual risk is the threat that remains after all efforts to identify and eliminate risk have been made. There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose either to accept / transfer it – for example, by purchasing insurance to transfer the risk to an insurance company. While addressing residual risks, organizations should identify relevant governance, risk and compliance requirements, determine the organization’s control framework’s strengths and weaknesses, acknowledge existing risks, define the organization’s risk appetite, identify available options for offsetting unacceptable residual risks.
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 A sample fraud risk assessment checklist sample is given in the embedded file herein (please double click the icon to open the file)
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		Company

		

		

		



		

		

		

		



		PREPARED BY

		

		DATE:



		

		

		

		



		Please assign a rating value in the box provided below. The rating



		should be from 0 to 5, with 0 indicating the lowest level of risk or no risk and



		5 being the highest level or maximum risk. These risk categories are rated



		based on the evaluation factors below. At this stage, no presumption is made



		as to the likelihood of fraud or significance should a fraud occur. Nor is any



		consideration taken of existing antifraud measures.

		

		



		

		

		

		



		ASSIGNED RISK CATEGORY

		EVALUATION FACTOR

		NO.

		RATING



		

		

		

		



		Financial Risk Areas

		Account Balance Size

		1

		



		

		

		

		



		

		Transaction Values

		2

		



		

		

		

		



		

		Value in Suspense Accounts

		3

		



		

		

		

		



		

		Value of Suspense Account Trans.

		4

		



		

		

		

		



		

		Cash Values on hand

		5

		



		

		

		

		



		

		Value of Journal Entries

		6

		



		

		

		

		



		

		Value of Current Assets

		7

		



		

		

		

		



		

		

		Value of Current Asset Movements

		8

		



		

		

		

		

		



		

		

		Value of Accounts Payable

		9

		



		

		

		

		

		



		

		

		Value of Accounts Payable Trans.

		10

		



		

		

		

		

		



		

		

		Value of Accounts Receivable

		11

		



		

		

		

		

		



		

		

		Value of Accounts Receivable

		12

		



		

		

		Trans.

		

		



		

		

		

		



		Human Resources

		Value of Payroll

		13

		



		

		

		

		

		



		

		

		Number of Employees

		14

		



		

		

		

		



		Information Systems

		Impact of Technology

		15

		



		

		

		

		

		



		

		

		Significance of Information

		16

		



		

		

		

		



		Procurement

		Value of Stores Inventory

		17

		



		

		

		

		

		



		

		

		Purchasing Value

		18

		



		

		

		

		



		Administration

		Cost of Professional Services

		19

		



		

		

		

		

		



		

		

		Fixed Asset Value

		20

		



		

		

		

		

		



		

		

		Fixed Asset Movements

		21
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At this stage, risk should be evaluated assuming no controls exist. In other words, it is an evaluation of the maximum inherent risk faced in each of the areas but taking into account the estimated likelihood and significance.



This evaluation normally would be followed by a questionnaire in order to evaluate the control environment, such as:



		Concerns

		Risk Factors

		Yes/No

		Tested



		

		

		

		



		Level of fraud

		Is there a written code of ethics business conduct?

		

		



		awareness

		

		

		



		

		

		

		



		

		Is ongoing fraud awareness training carried out?

		

		



		

		

		

		



		

		Are new employees made aware of the

		

		



		

		organization’s position on fraud?

		

		



		

		

		

		



		

		Does management set an example and enforce a

		

		



		

		zero tolerance approach on fraud issues?

		

		



		

		

		

		



		

		Is there a corporate mission statement?

		

		



		

		

		

		



		

		Does the corporate culture support ethical

		

		



		

		behavior in the workplace as well as in dealings

		

		



		

		with customers and vendors?

		

		



		

		

		

		



		

		Do hiring policies involve background checks and

		

		



		

		credit checks for new appointments?
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		Concerns

		Risk Factors

		Yes/No

		Tested



		

		

		

		



		

		Is screening carried out for placement of

		

		



		

		employees in business areas particularly sensitive

		

		



		

		to fraud possibilities?

		

		



		

		

		

		



		

		Is counselling available for employees with

		

		



		

		financial, substance abuse, or other problems?

		

		



		

		

		

		



		

		Are compensation policies fair, equitable, and in

		

		



		

		line with the rest of the industry?

		

		



		

		

		

		



		

		Do employees, suppliers, and customers know

		

		



		

		how to report a suspected incidence of fraud?

		

		



		

		

		

		



		

		Are exit interviews conducted with departing

		

		



		

		employees?

		

		



		

		

		

		



		Internal control

		Is fraud considered in the design and

		

		



		structures

		implementation of internal control structures?

		

		



		

		

		

		



		

		Are adequate monitoring controls in place and

		

		



		

		effective to identify red flags for fraud, should

		

		



		

		they occur?

		

		



		

		

		

		



		

		Is physical control in the workplace appropriate

		

		



		

		to the level of fraud potential, including access to

		

		



		

		corporate assets, records, and files?

		

		



		

		

		

		



		

		Is there appropriate use of electronic access

		

		



		

		control, closed-circuit television, electronic

		

		



		

		surveillance, and so on?

		

		



		

		

		

		



		

		Is segregation of duties appropriate to prevent

		

		



		

		fraud?

		

		



		

		

		

		



		

		Do particularly critical or sensitive activities

		

		



		

		required two levels of authority?

		

		



		

		

		

		



		

		Is logical access control appropriate and enforced

		

		



		

		within computer systems with appropriate

		

		



		

		identification and authentication controls in place?

		

		



		

		

		

		



		

		Are employee access levels appropriate to the job

		

		



		

		duties undertaken?

		

		



		

		

		

		



		

		Do written job descriptions exist for all

		

		



		

		employees?

		

		



		

		

		

		



		

		Are job descriptions up to date and in line with

		

		



		

		functions undertaken?

		

		



		

		

		

		



		

		Do job descriptions take into consideration the

		

		



		

		potential for fraud in defining authority levels?

		

		



		

		

		

		



		

		Is there a requirement that employees take minimum

		

		



		

		numbers of sequential days of vacation time?
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		Concerns

		Risk Factors

		Yes/No

		Tested



		

		

		

		

		



		

		

		Is there a policy for instant dismissal for

		

		



		

		

		commission of fraud?

		

		



		

		

		

		

		



		

		

		Is there a policy for reporting all frauds to legal

		

		



		

		

		authorities and pressing charges?

		

		



		

		

		

		



		Management

		Are management and supervisory staff alert for

		

		



		and supervision

		fraud opportunities and indicators?

		

		



		

		

		

		

		



		

		

		Our appropriate monitoring controls enforced by

		

		



		

		

		management and supervisors?

		

		



		

		

		

		

		



		

		

		When supervisory override occurs to control

		

		



		

		

		structures, how is it independently monitored?

		

		



		

		

		

		

		



		

		

		How do management and supervisors ensure

		

		



		

		

		division of duties continues to be effective?

		

		



		

		

		

		

		



		

		

		Do managers review customer and supplier

		

		



		

		

		complaints on an ongoing basis?

		

		



		

		

		

		

		



		Financial

		

		Are all bank accounts reconciled on regular basis?

		

		



		accounts

		

		

		

		



		

		

		

		

		



		

		

		Are all accounts payable reconciled?

		

		



		

		

		

		

		



		

		

		Are all accounts receivable reconciled?

		

		



		

		

		

		

		



		

		

		Are all subsidiary ledgers reconciled to the main

		

		



		

		

		general ledger?

		

		



		

		

		

		

		



		

		

		Are all subsidiary ledgers compared on a trend

		

		



		

		

		analysis?

		

		



		

		

		

		



		Asset control

		Are corporate assets easily convertible to cash?

		

		



		

		

		

		

		



		

		

		Is employee access to assets appropriately

		

		



		

		

		controlled and subject to appropriate division of

		

		



		

		

		duties?

		

		



		

		

		

		



		Internal audit

		Is there an internal audit function within the

		

		



		

		

		organization?

		

		



		

		

		

		

		



		

		

		Does internal audit evaluate the effectiveness of

		

		



		

		

		antifraud measures on an ongoing basis?

		

		



		

		

		

		

		



		

		

		Does internal audit liaise with external audit to

		

		



		

		

		ensure fraud risks are adequately audited?

		

		



		

		

		

		

		



		

		

		Is there a fraud hotline and does internal audit

		

		



		

		

		have access to reported instances?

		

		



		

		

		

		



		Governance

		Is the audit committee appropriately structured to

		

		



		issues

		

		ensure its independence?

		

		



		

		

		

		

		



		

		

		Is the audit committee alert to fraud opportunities

		

		



		

		

		within the organization?
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		Concerns

		Risk Factors

		Yes/No

		Tested



		

		

		

		



		

		Do all fraud occurrences get reported to the audit

		

		



		

		committee as a matter of course?

		

		



		

		

		

		



		

		Is the audit committee involved in allegations of

		

		



		

		fraud made by employees and third parties?

		

		



		

		

		

		



		

		Does the audit committee take responsibility

		

		



		

		for monitoring fraud opportunities at board and

		

		



		

		executive level?

		

		



		

		

		

		



		

		How often is the audit committee audited?

		

		



		

		

		

		



		Financial

		Are pressures on management to achieve revenue

		

		



		reporting

		benchmark excessive?

		

		



		

		

		

		



		

		Is management remuneration dependent on

		

		



		

		achieving earning expectations?

		

		



		

		

		

		



		

		Do values of assets recorded on the balance

		

		



		

		sheets depend on subjective estimates by

		

		



		

		management?

		

		



		

		

		

		



		

		Do the financial accounts reflect large numbers of

		

		



		

		complex subsidiaries?

		

		



		

		

		

		



		

		Have there been recent changes to the accounting

		

		



		

		procedures within the organization?
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