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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1.
i. Fraud risk assessment depends on the investigator’s knowledge of fraud concepts, such as the fraud triangle, fraud indicators, fraud schemes and accounting information systems, and an understanding of the fraud environment, which includes timeframe, entity, efficacy of internal controls, etc. Effective risk management, as opposed to a point-in-time risk assessment, is a continuous process. The common likely fraud risk factors in a business are nature of items (size and value, ease of resale, cash), nature of control environment (separation of duties, safeguards, documentation, time off, related party transactions, complexity, dominance, turnover, auditing) and pressures (level of dissatisfaction, expectations, guarantees)

ii. Probability (the likelihood of an event occurring) and impact (the magnitude of the event) form the foundation of risk assessment. Risk assessment factors can be considered on different levels such as entity, behavioural, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc. Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. After the process is initiated, different perspectives, such as the ability of management to incorporate risk management practices, should be examined.

iii. Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as:
· Absence of culture that encourages honesty;
· Inability to set and communicate performance standards and standards for personal conduct;
· Inadequate legal, ethical, fraud detection and security-related training;
· Absence of company policy regarding sanctions for financial crime and breach of security;
· Failure to provide counsel or take action against unsatisfactory levels of performance or questionable personal behaviour that violates organizational principles;
· Lack of clarity in job roles, accountability, duties and responsibilities;
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.

iv. Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility. Inherent Risk = Cost x Threat; cleaning up the equation results in the conclusion that Inherent Risk is a function of Cost and Threat. This conclusion is based on a primitive mathematical analysis which does lead to 2 definitions of Inherent Risk. The first one says that it is the risk that a process poses to the business before controls are taken into account and the second one is based on the financial exposure if the process fails and the presence of threats that could exploit a vulnerability in that process. In the first one, there is the temptation to treat all processes as having a high Inherent Risk. The second one provides better guidance by first determining the impact to the business if the financial record were to be inaccurate. It also provides a vital insight into the assessment of cost.

v. Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk. Residual risk is the threat that remains after all efforts to identify and eliminate risk have been made. There are four basic ways of dealing with risk: reduce it, avoid it, accept it or transfer it. Since residual risk is unknown, many organizations choose either to accept / transfer it – for example, by purchasing insurance to transfer the risk to an insurance company. While addressing residual risks, organizations should identify relevant governance, risk and compliance requirements, determine the organization’s control framework’s strengths and weaknesses, acknowledge existing risks, define the organization’s risk appetite, identify available options for offsetting unacceptable residual risks.

2. 
 A sample fraud risk assessment checklist sample is given in the embedded file herein (please double click the icon to open the file)
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