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1.i – Outline the factors on which fraud risk assessment depends.
A fraud risk assessment attempts to proactively identify and address an organization’s vulnerabilities to internal and external fraud by determining the magnitude and consequences of risk. The end result of a fraud risk assessment is to be able to mitigate the risks identified, or at least to be informed of the potential for fraud when devising your business strategy to treat with these items. The response to each risk is dependent on the assessment of the risk, as follows;
· Probability of the type of fraud occurring – This refers to how likely it is of that event taking place.
· Impact – This refers to the magnitude of the fraud and is most often measured via financial impact.
In an effort to arrive at an answer for the two bullet points above it is imperative that various factors be considered during the assessment. Firstly it is critical that all potential scenarios (or as many as possible) are considered so that a complete picture of the fraud risk environment is gotten. Certain key factors which ought to be considered are as follows;
· The internal control environment within the institution – Is it robust? For example, fraud will be less prevalent in an environment where there are solid policies and procedural guidelines to guide the activities.
· The corporate culture within the institution – Is integrity considered key? For example, in a climate where there is mistrust between management and staff, and/or blatant abuse of privileges the risk of fraud will be greater.
· The susceptibility of the industry – Is fraud prevalent in the industry. For example, the financial sector will likely have greater exposure to fraud than within the manufacturing sector due to the types of products and services on offer.
· Each unit within the entity should be assessed separately – This is key as different functional lines may be more exposed to fraud risk as compared to others. For example, fraud is more likely to occur within the Purchasing department than in Human Resources. The assessment should reflect the differences in these areas. Subsequently, stronger internal controls should exist within the Purchasing department.
· Historical trends and incidents – Determining whether certain types of fraud occurred in the past is a critical factor to consider when assessing current fraud risk.


1.ii – What are the main concepts about risk assessment?
There are many concepts utilized in the fraud risk assessment process.
These assessments are usually comprised of three main elements: 
· Identifying inherent risks — In this phase it is important to identify all potential fraud risks. Consideration of the various types of fraud schemes and scenarios that is pertinent to each unit in the corporate entity is necessary for completeness. Knowledge of concepts such as the fraud triangle is necessary in understanding the various opportunities, incentives and pressures to commit fraud. It is also important to have a good understanding of the various facets of the business and industry at large when identifying the inherent risks for the organization. Similarly good interviewing and research skills are necessary in identifying all of the inherent risks.
· Rating the inherent risks — This phase treats with assigning a rating to the various risks identified above. Knowledge of various concepts such as a rating methodology, assessing impact and likelihood, understanding different types of fraud schemes and understanding IT controls etc. are critical for determining a proper rating.
· Generating a response for all identified inherent risks, and also for associated residual risks — In this phase it is imperative that appropriate mitigating measures are documented to treat with each inherent risk, and also all residual risks. Concepts such as cost benefit analyses are critical in deciding which controls will be implemented in an effort to mitigate identified risk exposures.
1.iii – What are the internal factors that should be considered for fraud risk assessment?
A fraud risk assessment is an all-encompassing exercise which takes into account both internal factors and external factors.
The internal factors are those which can be influenced and affected by the company, and over which they have control. Generally internal controls are implemented in organizations to mitigate various risks, inclusive of fraud. 
The probability of fraud is therefore greatly increased when the internal control environment is weak, inclusive of monitoring controls. 
A few examples of internal factors that should be considered during a fraud risk assessment are as follows;
1. Considering whether senior company officials are held accountable for their actions. For example, a senior officer breaches a rule however this is swept under the carpet, or he is let off without any consequences. Even worse, the officer may be seen as being allowed to breach the rule because of his seniority.
2. Determining whether roles and responsibilities are properly defined. For example, there may be a situation where it is not clear who should verify the validity of invoices prior to issuing a cheque. In such an environment the verification may not be done and no one can be blamed, however this situation can greatly increase the opportunity for fraud to take place.
3. Establishing whether good corporate ethics and values exist. The absence of same can lead to the prevalence of a lack of integrity in individuals and operations. For example, an employee who was inadvertently paid more than his normal salary may not feel the need to report the mishap because there is little guidance on what the company’s values and ethics are. Even worse is that the values and ethics may in fact be to get the most foe one’s self by any means necessary. 
4. Determining whether there is training on fraud related matters. Staff may simply be unaware of how to detect fraud, or understand the types of fraud schemes that exist etc. thereby leading to fraud being undetected.
5. Determining whether a defined fraud policy exists. Companies that do not have an official policy may find it difficult to treat with situations of fraud when it does arise as there is no stated position, or clear guidelines to follow.
6. Assessing whether there is proper segregation of duties. In the absence of proper segregation of duties the opportunities for fraud are greatly increased because the preparation of documents is often not separated from their approval. This provides an individual with ample opportunity to create false transactions, and also to approve them without input from anyone else.

1.iv – What is ‘inherent risk’?
Inherent risk refers to the probability of an event occurring irrespective of any internal controls that have been implemented. Within the context of fraud it seeks to illustrate the likelihood of various types of fraud taking place within an organization, as well as the potential impact of the fraud while ignoring any internal controls that may have been implemented by management.
This type of risk therefore is assigned based on the type of business or process that is being reviewed. It takes into account primarily external factors such as the industry norms and market volatility etc. and by nature ignores the internal factors. For example a financial institution would naturally have more inherent fraud risks than another sector which is less likely to treat with big sums of cash and cheques as part of their daily activities, such as a manufacturing company.
These risks are usually rated as high, medium or low during assessments, however it may be expressed in the form of a percentage.




1.v – Define the term ‘residual risk’.
The residual risk of fraud occurring is determined after all inherent risks are mapped to appropriate internal controls. All risks which are then perceived to be improperly addressed or not addressed at all by internal controls are classified as “residual”.
It is important that these residual risks are further evaluated by the organization in an effort to develop an appropriate fraud risk response.
Residual fraud risks may be treated with in numerous ways, as follows;
· By accepting the risk of a fraud in instances where the likelihood and significance are considered within the organization’s tolerance level.
· Improving the internal controls in an effort to mitigate the risk exposure.
· Passing on the risk through insurance. For example insuring your inventory against theft.
· Developing internal audit work procedures to treat with the identified risks. 
The organization should implement the right level of internal controls which matches their risk tolerance level. It is important that the costs for implementing the controls are weighed against the potential benefits of doing so. A targeted and structured approach is therefore advised.

2 – Prepare a fraud - risk assessment check list for any business of your choice.
Below is a fraud risk assessment checklist based on an amended version of the checklist presented in the course materials for a power generation company that operates in the Caribbean;

Shawn Isaac
Student # 8957
Assignment #9
18



	
	Yes
	No
	N/A
	Ref

	1. Does the organization have an adequate level of fraud awareness and are there appropriate policies to minimize fraud risk?


Specifically:
	    √
	
	
	 There is an established board approved fraud policy # GOV-WAP-27 that is managed by the Internal Audit function. (see work paper 1.1)




	a. Generic risk factors
Has each employee been assigned a maximum ‘‘opportunity level’’ to commit fraud; has management asked itself, ‘‘What is the maximum amount in which this employee might defraud the organization, and does this represent an acceptable risk for each employee”?


Has management asked itself the question, ‘‘Have we ensured that no single employee – or group of employees in collusion - can commit a fraud that would place the organization at imminent risk of collapse?’’;
i.e. has a “catastrophic” opportunity level been assigned to each employee?

As per organizational policy, can the management immediately dismiss anyone who has committed fraud?



As per organizational policy, are all frauds reported to the authorities, and do they press charges?


Have the reasons for all past frauds experienced by the entity been evaluated, and has corrective action been taken?

	






 √


√




 √
	
 √










 √
	
	
This is to be developed. No quantification is currently done.




This is considered in all job descriptions and through properly segregated duties. Additionally, department risk exposures are captured within policy number GOV-WAP-27.
The policy can however be beefed up to include a “catastrophic” opportunity level for each employee once considered necessary.

Ref section 3.2 of policy number GOV-WAP-27.


 This is a strategic decision that may need to be revised. To be considered.



	b. Managing individual risk factors by promoting
moral behaviour and minimizing the motivation to commit fraud



Does the organization’s mission statement include good corporate citizenship (maintaining a good standing in the community) as a goal?


Is there a written code of ethical and business conduct?



Are there ethical and security training programs for new employees and updates for existing ones?


Does management set a clear, visible and correct example for other employees by following the mission
statement, conforming to the code of ethics and business conduct, and following other organizational policies?


Does corporate culture shun unethical behaviour such as hostile competitiveness with colleagues, rigid and petty policies, over- centralization of authority, etc.?

	


 √


 √

 √

  √




 √
	
	
	


 Ref corporate code of ethics dated July 6th, 2002.


Ref corporate code of ethics dated July 6th, 2002.

 A corporate training plan exists which factors in this type of training, however it iss not done for all new employees upon inception, but rather scheduled for each employee annually. (To consider training from inception)





 This is guided by the corporate code of ethics, and enshrined in the organizational culture.




	Does the organization favour individuals of high moral character over unethical people during the hiring process?


Are screening procedures such as background checks, psychological tests, drug tests, and lie detector test used for sensitive positions?


Are employees with alcohol or drug abuse problems provided counselling by the entity?


Does the organization maintain healthy employee relationships and fair compensation policies including salaries, fringe benefits, promotions, performance appraisals, and severance packages?

Are these policies favourable as compared to competitor organizations’ policies and are they successful in deterring fraud and employee disenchantment?


Are employee grievances dealt with fairly?


In order to obtain feedback on its employee relations policies, does the organization conduct exit interviews with employees who are leaving?

	 √

  √
 

 √

 √


 √

 √

 √
	
	
	 This is guided by the corporate code of ethics, and enshrined in the organizational culture. It is also captured in the recruitment and selection policy # HR-WAP-04.
 
This is also guided by the recruitment and selection policy # HR-WAP-04.


 A clear drug abuse policy exists # HR-WAP-12. This is very necessary in the industry because of the need to operate large pieces of machinery.

 Clear policies exist to guide the employee relations and compensation and benefits administration. There is also a strong union presence with defined terms of agreement.



There is an approved disciplinary and grievance policy with clear procedural guidelines. See policy # HR-WAP-09.





	c. Management awareness

Does management seem aware of the possibility of fraud and how it might be committed; i.e. does it see signs of potential fraud such as drug abuse by low-paid employees who suddenly seem to have acquired wealth?
	
 √
	
	
	
 The ability to monitor employee wealth remains difficult.

	2. Does the organization have an adequate internal control mechanism?

Specifically:


a. Fraud integral to internal controls


Does the organization’s internal control mechanism express an unambiguous need to prevent fraud?


b. Control over physical and logical access


Does the organization take precautionary fraud prevention measures such as locking doors, desks and cabinets when left unattended, especially in sensitive departments that hold valuable assets and files and documents related to personnel, payroll,
cheques, customer and vendor lists, corporate strategies, marketing plans, and research?

	





 √



 √

	
	
	





This is captured in the fraud policy number GOV-WAP-27.



Logical and physical security mechanisms are in place in the form of access controls via individual card swipe, and also via distinctive user access IDs and passwords for systems users. There are also defined company policies to guide these operations.
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	As per organizational policy, are passwords and IDs required to access general computers?


Does the computer system require additional
access information for sensitive files and applications? For instance, does each user ID have limited access and are there additional requirements such as biometrics, smart cards and temporary PINs
for remote access?


Does the organization ensure that access is restricted to those who need it to perform their jobs and prohibit the loaning of keys to or the sharing of passwords with unauthorized employees who do not have access?

Are there additional computer security and electronic surveillance systems for sensitive areas?


Does the organization appear to have sufficient internal controls to an unbiased observer?


	 √

 √



 √

 √

 √
	
	
	

Guided by the password policy.




 Defined in the document management system (share point).



	c. Job descriptions
Are job descriptions written and specific in the organization?

Do employees and managers adhere to their job descriptions?

Is there an organizational chart that reflects and is consistent with employee job descriptions?

Is there segregation of incompatible duties such as handling cash and other valuable assets, and related records?

Is there proper segregation of the purchasing function, i.e. ensuring that the same person does not requisition goods and services, approves their payment, and accesses accounts payable?

Is there duplication of especially sensitive duties? For example, ensuring that cheques worth over a specific amount are double-signed.

Are annual vacations specified in job
descriptions?

Has the process of formulating and specifying job descriptions been integrated with the consideration to prevent fraud?

	
 √
 √

 √

 √

 √

 √

 √

	














 √
	
	

There is a clause in each JD which suggests that a manager can request an employee to perform additional duties as deemed necessary, and considered reasonable.





Centralized procurement function that is strictly charged with approvals of POs. They have no involvement in raising requests or approving payments.





 There is no direct correlation with these activities. This need to be further developed.



	d. Regular accounting reconciliations and analyses

Are bank reconciliations carried out for all accounts?


Are accounts receivable being reconciled month to month, and general ledger to sub-ledger?


Are accounts payable being reconciled month to month, and general ledger to sub-ledger?


Is there variance analysis of general ledger accounts such as budget to actual and current year to previous year?


Is there vertical analysis of profit and loss accounts
i.e. profit/loss as a percentage of sales, and against historical or budgeted amounts?


Has there been a detailed analysis of sales and major expenses by product line and geographic territory?

	
 √

 



 √


 √
	


 √

√
	












 
√
 
	


Due to current staff shortages only the major accounts are being reconciled (high values and volumes)

Due to current staff shortages only the major accounts are being reconciled (high values and volumes)

This is done quarterly.


This is done quarterly.



	e. Supervision

Are supervisors and managers aware of fraud indicators and are they alert when an unusual event occurs or when a supplier or customer complains about their accounts?


Do supervisors and managers
diligently carry out employee performance reviews by conducting account reconciliations and even (where appropriate and required) asking the employee to
re-perform the task?


For smaller businesses where segregation of tasks and duties is not possible, do managers closely supervise the work being performed by employees to compensate for the lack of division of labour?


Are instances of management override, i.e. when supervisors or managers take charge of, alter, or interfere in subordinates’ work, prohibited and are others aware of it as a fraud indicator?

	
 √


  
 √


 √


 √
	
	
	
Training conducted annually.











All exceptions must be approved at a higher level than generally required for the transaction being completed. That being said overrides are discouraged.



	f. Audit
Does the organization have an internal audit function?


Does the internal audit function regularly monitor and perform checks to ensure the effective performance and maintenance of fraud prevention mechanisms?


Are external audits performed regularly, i.e. quarterly in large organizations?


Do external auditors receive the full cooperation of the management through the audit committee during audits and especially during fraud investigations?
	
 √

 √

 √


 √
	
	
	

	3. Has the organization addressed the following
fraud prevention issues?


Promoting an ethical environment


Risk financing
	

 √


	



 √
	
	



 The risk policy does not treat specifically with risk financing. This needs to be further developed to properly quantify potential exposures and also the costs to mitigate these.

	4. Industry context

Is the company a leader in the industry as it relates to fraud prevention practices?


Is the company compliant with industry legislative requirements?
	
 √
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