[image: BOLC_Logo]                                                                  
   Assignment Cover Sheet





	Student Name:
	Ivan Addotey

	Student Number:
	7985

	Course:
	Diploma in Risk Management (Level 4)

	Assignment NO:
	09



Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. 
This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	1. Short Questions
i) Technology Risk.
Every business produces goods and services by transforming a number of production inputs into valued-added outputs. The transformation processes require human and capital resources.
Capital resources include machines and equipment derived from the application of scientific knowledge. All mechanical, electrical, electronic, chemical and biological tools are collectively called Technology.
In business, however, Information, Communication and Control Systems are the most commonly encountered technologies.
Despite the numerous advantages derived from technology, its introduction exposes a business to the possibility of losses, due to its failure. This is Technology Risk.
The sources of technology risk include:
a) Physical threats
b) Electronic threats
c) Technical failure
d) Infrastructure failure and
e) Human Error.

ii) Benefits of technology risk management plan
In order to avoid technology risks, every business must implement a technology risk management plan.  This involves identification and analysis of technology systems risks and the implementation of appropriate mitigation methods. The benefits of technology risk management include:
a) Prevention or minimization of technology systems outages
b) Prevention or minimization of legal disputes arising from data misappropriation
c) Provision of accurate information for business decision-making and 
d) Efficiency and effectiveness of industrial processes, leading to product quality

iii) Intranet
Computer Systems may be connected electronically, to share information and other computing resources such as communication equipment, printers and file servers. This arrangement is known as a Computer Network.
Different computer networks may be linked to form larger networks. The largest form of this interconnections is the internet.
Within an organization, a small group of computers may be networked, to form an INTRANET. 
Access to an intranet is not granted to public computers or devices.

iv) E-commerce 
Trading is an important part of every business. It involves the exchange of goods and services between different entities, for money. The main aspects of trade are:
a) Market research
b) Advertising
c) Order placement
d) Order fulfillment and 
e) Payment.
The above-named aspects of trade can all be enhanced by information and communication technologies. The resulting “product” is e-Commerce. 
There are three categories of e-commerce, namely:
a) Business-To-Business (e.g. CISCO)
b) Business-To-Consumer (e.g. AMAZON) and
c) Consumer-To-Consumer(e.g. EBAY)

v) Calculation of ROI
A performance measure used to evaluate the efficiency of an investment or to compare the efficiency of a number of different investments is Return on Investment (ROI). ROI measures the amount of return on an investment relative to the investment’s cost. To calculate ROI, the benefit (or return) of an investment is divided by the cost of the investment, and the result is expressed as a percentage or a ratio.

The return on investment formula:

ROI = (Gains – Cost)/Cost

In IT, the gain on an investment is the money that would have been spent in the event of a failure, to restore the failed system.














2. Technology Risk Management Plan:
A technology risk management plan involves the following steps:
a) Establishment of the context, by examining the business plan
01) Business purpose – what products / services provided
02) Operation plan – Inputs / Transformation Process / Outputs
03) Financing plan – Debt / Equity
04) Marketing plan – Advertising / Pricing / Promotion / Distribution
b) Identification of technology assets
01) Laptop / Desktop PCs
02) Servers
03) Modems / VSAT terminals
04) Routers
05) Switches
c) Risk identification
01) Physical threats
02) Electronic threats
03) Technical failure
04) Infrastructure failure and 
05) Human error
d) Risk assessment
01) Determination of the likelihood of each threat
02) Determination of impact of the occurrence of each incident
e) Risk reduction, achieved through the implementation of  
01) Physical security – e.g. Physical protection of IT assets in Computer rooms
02) Computer security – e.g. Installation of anti-malware
03) Data security – e.g. Encryption of files and folders
04) Network security – e.g. Use of protocols like L2TP-IPSec
05) Application security – e.g. Securing web browsers
06) Operational security – e.g. Educating the workforce on ethical hacking
07) Backup systems, to resort to in the event of the main system failure
f) Risk transfer
01) Money must be set aside to purchase spare parts for damaged IT equipment
02) Outsourcing of some IT functions
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