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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Please insert your completed assignment ( in word format)  here:

1. (i)
In computing, authentication is the process of verifying the identity of a person or device. 

A common example is entering a username and password when you log in to a website. Entering the correct login information lets the website know 1) who you are and 2) that it is actually you accessing the website.

https://techterms.com/definition/authentication Dec 2019

(ii) 

Encryption is the process of converting data to an unrecognizable or "encrypted" form. It is commonly used to protect sensitive information so that only authorized parties can view it. This includes files and storage devices, as well as data transferred over wireless networks and the Internet.

https://techterms.com/definition/encryption Dec 2019

Data can therefore be safely sent to people knowing that its contents cannot be read by unauthorised parties.

(iii)

Digital signatures are used to authenticate the contents of electronic documents. They can be used with PDF, e-mail messages, and word processing documents.- https://techterms.com/definition Dec 2019

The digital signature is created by encrypting the data with the private key of the sender. The encrypted data is attached along with the original message and sent over the internet to the destination. The receiver can decrypt the signature with the public key of the sender. 
Now the decrypted message is compared with the original message. If both are the same, it signifies that has not been tampered with…- Unit 2 Cyber Security Tools and Techniques

2.

In computing, a firewall…. acts as a barrier between a trusted system or network and outside connections, such as the Internet. However, a computer firewall is more of a filter than a wall, allowing trusted data to flow through it.- https://techterms.com/definition/firewall-Dec 2019
Antivirus software is a type of utility used for scanning and removing viruses from your computer. While many types of antivirus (or "anti-virus") programs exist, their primary purpose is to protect computers from viruses and remove any viruses that are found. https://techterms.com/definition/antivirus Dec 2019
However should files hide themselves amongst legitimate traffic from a reputable source for example an email attachment? It can still infect a computer. This is where anti-virus software can then come into play as an added layer of security to try to eliminate the virus which is now on the device past the firewall. As long as the database definitions are up to date there is a good chance it can be eliminated and stopped from doing further harm.

3.
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5 Strong passwords

8MkPD5qNcrnREhKD- 16 characters long very difficult to crack
Nggn44YjXp- Randomly generated with mixture of upper case letters and numerals as recommended
hL6fgbTgx- Again this has this has the correct mixture of letters and numbers. Possibly needs more characters.

C7okJ8E7rM - Standard guidelines used for this password.


5bCbGMc67f - Another acceptable random password. 
The strong passwords do not have a discernable pattern. Impossible to guess and the possible combinations would be take a computer a very long time to break.

5 Weak passwords

John12345 –   Very weak password with the letters and numbers in an easy and frequent combination. It would be better to mix the letters and numbers using upper and lower case. Perhaps adding a symbol.



Password456 –   Again easily guessed and used widely. The word would have to completely altered so that the word password is not recognisable. The use of symbols and upper case letters would help. The only good thing about this password is the the length of characters used.
Admin- Used widely and not secure at all. The password would have to be completely revised with random characters. 


Fido123-A word or phrase that is very common therefore password is very insecure. Word Fido is very guessable and the sequence of 1,2,3 very commonly used. Also it has probably does not contain enough characters.

OrangeOne – Dictionary words are easy to guess and crack with a dictionary attack. This password would need to be completely revised using the guide lines of at least 8 upper case or lower case characters, numbers and symbols
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