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Marking Criteria:
 We expect the learners to write minimum one well expressed point in three lines against each allocated mark. This means one needs to write 15 lines with 5 well expressed points to get high grades for a 5 marks question.
For high grades use examples and illustrations where appropriate. 
	Please insert your completed assignment (in word format)  here:
  

Question: 1

i.)  Risk assessment factors can be considered on different levels such as entity, behavioural, products and services, geography, divisions, accounting and business processes, controls, computerized systems, etc. Usually, factors are initially considered at the entity level because fraud, embezzlement or theft can only be successful with the combination of executive and employee personalities, working environment, organizational culture and internal controls. After the process is initiated, different perspectives, such as the ability of management to incorporate risk management practices, should also be examined. 

Corporate Environment Factors 
According to the Association of Certified Fraud Examiners (ACFE) 2008 Report to the Nation (RTTN), when its members were surveyed regarding resolved frauds, it was revealed that 959 cases had been reported. One of the statistics concerned the industries represented in these cases. Some industries and organizations are more vulnerable to theft, fraud and embezzlement than others. While ACFE statistical results show the industries that need to hire Certified Fraud Examiners (CFE), they may also indicate different industries’ susceptibility to fraud. A factor to consider while conducting risk assessment is whether the entities working in industries that have a higher susceptibility to fraud are at a greater risk of fraud as well. 

Economy is another factor to consider during risk assessment. People steal in good times, and in bad times they steal even more! In a 2008-2009 survey ACFE asked 507 CFEs to report fraud that had occurred since the beginning of the economic crisis. According to this survey, more than half of the CFEs reported that fraud had increased during the economic downturn. 

Internal Factors 
Internal factors that contribute to the increased probability of fraud and embezzlement are lack of monitoring activities and inadequate controls such as: 
1. Absence of a culture that encourages honesty.  
2. Inability to set and communicate performance standards and standards for personal conduct.  
3. Inadequate legal, ethical, fraud detection and security-related training.  
4. Absence of company policy regarding sanctions for financial crime and breach of security.  
5. Failure to provide counsel or take action against unsatisfactory levels of performance or  questionable personal behaviour that violates organizational principles.  
6. Lack of clarity in job roles, accountability, duties and responsibilities.  
7. Irregular audits, inspections and follow-throughs to monitor compliance with organizational  goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.  

Fraud Factors : Risk assessment should also consider fraud schemes that have the probability of occurring while guiding the anti-fraud program. For example, in financial statement fraud, executives have a higher probability of being involved, and in asset misappropriation and corruption a trusted employee is more likely to be involved. Corruption cases may also involve outsiders who collude with fraudsters working for the entity. It is important during risk assessment to take these individuals into account and take countermeasures to detect fraud.  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ii.)  The main concepts of risk assessment are:

Leader(s) 
The risk assessment process needs a suitable person or team. Persons with sufficient independence and the ability to carry out effective risk management are required for organizational management. These kinds of people can be found among the organization’s internal audit personnel. It is vital to have someone with experience of performing effective risk assessment who has the support of the organization’s board of directors and its audit committee.  
Team 
It is important to choose the team carefully. While it should start with internal experts and consultants, it should also involve people from a broad cross-section of the entity. This includes different levels of management. All major business units of the organization, especially accounting and sales (which are more vulnerable to fraud), all business processes, key positions, and perspectives should be represented in the team to provide high-quality risk assessment. Moreover, people who are creative, capable of reasoning logically, have an understanding of the business and the industry, and are able to present arguments in favour of the opposing side should be sought and chosen regardless of their position in the entity. 

It is critical to document risk assessment because these documents might be reviewed later when risk has been assessed but not yet realized. Documents can act as learning tools for better and more effective risk assessments because the lessons learnt in previous risk assessments might be used to fine- tune future assessments. Another purpose of documentation is to hold the participants in risk assessments accountable. There are several tools of risk assessment that also serve the purpose of documentation. The checklist below is an example of how to organize risk assessment. 


Frequency and Alignment with Finance 
Every entity should conduct a formal risk assessment regularly, ideally every 12 to 24 months. An annual risk assessment should be synchronized with financial planning and reporting timeframes. While financial planning involves future plans and considerations overlapping finance and fraud, financial reporting includes findings such as adjustments, disclosures and control deficiencies that will require help from the Risk Management Checklist. Risk assessment is a continuous process requiring central position holders to constantly monitor and adapt to the fraud environment and refresh the process and plan for response regularly. 
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iii.) Internal factors that should be considered for fraud risk assessment are:
· Absence of a culture that encourages honesty.  
· Inability to set and communicate performance standards and standards for personal conduct.  
· Inadequate legal, ethical, fraud detection and security-related training.  
· Absence of company policy regarding sanctions for financial crime and breach of security.  
· Failure to provide counsel or take action against unsatisfactory levels of performance or  questionable personal behaviour that violates organizational principles.  
· Lack of clarity in job roles, accountability, duties and responsibilities.  
· Irregular audits, inspections and follow-throughs to monitor compliance with organizational  goals, policies, procedures, priorities and government regulations due to which there is a general lack of accountability in key positions.
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iv.)  Inherent risk associated with a fraud scheme is determined by the team for the entity or a particular business process. It can be expressed in percentage form or simply as high, medium or low risk. A number of factors need to be considered while measuring this risk including industry, strategy, organizational structure and market volatility. 
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v.) Residual risk can be simply calculated by subtracting the level of internal controls being used to mitigate risk from the inherent risk. There are two possible responses to residual risk: no response, as it is accepted; or action to take further preventive measures (such as purchasing insurance) in order to mitigate residual risk. In either case, the response should be documented and tracked in order to determine the organization’s ability to measure and manage risk. 
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Question: 2

A fraud-risk asseement checklist for a business in commerce industry:
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	Fraudulent statements 
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	Overstate revenues 
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Timing differences 
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Fictitious revenues 
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	Improper asset Valuation 
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Asset/revenue Understated 
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