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Fraud Risk Assessment

Assessment 9
1. i. There are several factors on which fraud risk assessment depends such as internal and external controls, the industry it operates in and the environment in which the business operates in.  Internal controls are there to set out processes and procedures in order to prevent fraud but they can be manipulated in order to steal from the company for instance the misappropriation of assets.  External controls such as the economic situation in times of for example recession money is tight for some the temptation may become too great for them and feel their only option is to steal from the company in order to make ends meet.  The industry in which a business operates has guidelines to follow so that everyone is on a level playing field and the rules are there to make sure proper procedures are followed.  If competition is stiff it may mean some companies take fraudulent risks to be the best.  Management are there to control risk management and set out clear procedures to be followed not only in the day to day running of the business but in all financial reporting as this needs to follow accounting procedures set by the accounting bodies.  There needs to be an honest culture within the company and clearly defined job roles with segregation of duties.  There needs to be policies that state how fraud is dealt with and regular audits need to take place to prevent fraud from occurring.  There needs to be incentives in work to prevent staff committing fraud in order to get what they feel is theirs.  Staff and management with higher control levels should have clear guidelines of what behavior is expected as they are more likely to be involved in fraudulent activity and corruption as they have more access to systems and information.  Corruption cases may not only involve an insider in the company but working with someone on the outside.
ii. The main concepts of risk assessment are the probability of an event occurring e.g. fraud and the impact the event will have on a company.  Depending on what the risk is will depend on the probability of it happening for example if someone has exposure to petty cash or sole responsibility for handling cash depending on the type of person they are the temptation might be there to take the odd small amount of cash now and then.  Small amounts may go unnoticed, so things that have little significance in a company are more likely to be a risk.  Larger assets such as a pool car are less likely to be at risk from being taken as it will be noticed as it is a large asset and large value.  The impact on a business again also depends on what the risk is.  If it is someone taking small amounts of cash from a cash till for all a criminal act it possibly will not have a major impact on the company, however someone who is giving outsiders company information that relates to them buying shares or selling shares it could have a huge impact on a company it could cause major losses within a company.  There is a risk assessment matrix which shows on the vertical axis the probability of the risk happening and on the horizontal axis the potential impact.  Obviously the higher up both the axis the greater the risk and vice versa the lower down the risk is less.  So situations that’s are in the top right are highly probable and will have a big impact but in reality in a business risks like this are probably very rare as procedures and processes are put in place in companies in order to prevent such risks.
iii. The internal factors that should be considered in fraud risk assessment all stem from poor management and lack of internal controls.  If there are a lack of procedures or company guidelines to follow it increases the probability of risk as people just do their own thing without thinking of the risks or problems that might occur.  If the company has a lack of ethics it opens itself up to becoming an unethical company with employees who don’t care what they do and have a lack of honesty so increasing the fraud risk.  This also coincides with a lack of culture and company policy, if the company’s culture does not encourage honesty then people will feel there are no repercussions to committing fraud or other crimes against the company.  Likewise if company policy does not set out how fraud will be punished or if it gets punished at all.  If job roles are not clearly defined or set out people may not know what they are responsible for and what duties are expected of them, this may lead to a lack of segregation of duty within a role again opening itself up to fraud.  Another internal control is performance standards if an employee has no targets and no way of achieving a bonus they may commit fraud to enhance their salary.  Also if performance standards are too high particularly in an accounting role and achieving a better than budget result the employee may have to amend figures in order to reach targets so again committing fraud.  Another important internal control and a way of spotting fraud is regular audits so if audits are not carried out regularly and government guidelines  and accounting body guidelines are not regularly adhered to it makes it much easier for employees to commit fraud without quickly being detected if caught at all.
iv. Inherent risk is the measure the auditor uses in deciding the likelihood of a fraud being committed through financial misstatements through either error or omission.  If the auditor thinks that the likelihood is high then the inherent risk is high.  Many factors need to be considered to decide if the inherent risk is low, medium or high such as company policy, organisational structure and many others.  In financial audits inherent risk is likely to occur when transactions are complicated and where the auditor would need to drill down in order to be aware of the fraud.  Also when the accountant is left to made large financial decisions based on estimates or budgets.  Companies in highly regulated fields have higher inherent risk especially if they do have an audit department or regular audits.  Inherent risk may not be expressed in the form of low, medium or high but as a percentage.  An auditor assesses risk as part of the audit risk assessment process.  The most common example of inherent risk is human error for example an employee making an honest mistake and entering a journal incorrectly.  Another example would be high up management overriding internal controls therefore bending the rules to carry out fraudulent activity.  
v. The term residual risk is risk that exists after internal controls have been put in place, controls do not guarantee that the risk will be completely removed.  Management have to decide whether the risk is acceptable or whether more controls need to be put in place to eradicate it.  Any changes need to be documented so that in the future if any further amendments need to be made to controls they have a clear understanding what has been done in the past and the risk can be measured and managed in future. Residual risk is calculated by the probability of the risk occurring (the inherent risk), the amount of loss as a result of the risk and the cost to control the loss so the cost of putting the internal control in place.  The main objective in putting in more internal controls in order to eliminate residual risk is the make sure the benefits of the controls exceed the cost of putting the controls in place.  The controls are to eradicate fraud taking place within a company so if the cost of these controls is going to be far greater than the financial frauds that has taken place management need to consider that these controls will be of benefit in the long term.

2. The following fraud risk assessment is for a jewellers and will show the inherent and residual risks and what internal controls would be needed to prevent a fraud being committed.

	Fraud Schemes
	Inherent 
Risk
	Controls
Assessment
	Residual 
Risk
	Business
Processes
	Red Flags

	General anti-fraud
	High value desirable items, cash and credit card sales which can be manipulated by staff in order to steal from the company.
	Till receipts and cash checked daily by a cashier to ensure all payments have gone through correctly and that they match stock ledgers.
	Staff may still put sales through incorrectly giving themselves discounts but putting stock through at normal value or doing ‘mates rates’ for friends or family.
	Jewellery, cash and card sales.
	Possible high value and high risk

	Fraudulent statements
	Overpricing stock therefore misleading the customer or over stating the size of for example the size of a diamond in a ring therefore selling the ring for more than its worth.
	Make sure regular checks are done by supervisors or managers that the correct information is with the product and that there are no fraudulent statements.
	Some staff may still mislead customers in order to be a better performing branch.
	Stock valuation
	Medium risk

	Financial:
	
	
	
	
	

	Overstate revenues
	Put stock through the books at a higher value than they were sold for.
	Check stock ledgers and cash received in order to make sure stock sold at the correct value and that the stock has actually come off the books.
	Revenue may still be overstated in order to achieve better results.
	Balance sheet/ profit & loss account
	Medium risk

	Timing differences
	Sales may not be declared in the same month so sold in January but not in books till March.
	Ensure sales are declared immediately in the financial statements and checked against receipts to ensure correct accounting procedure.  This can be checked through regular audits.
	Still possible but if regular checks done less likely.
	Journal ledgers and financial statements
	High risk

	Fictitious revenues
	Put false sales through the books so that revenue looks better.  Put higher sales through the cash till than the stock was actually worth.
	Again check till receipts to cash or card payments received.  Making sure the correct value has been put through the till and entered into the accounts.
	Again less likely if regular checks done.
	Financial statements
	Medium risk

	Improper disclosures
	Not disclosing all assets or putting them in the accounts at a greater or lesser value in order to produce better financial results.
	All disclosures must be documented and proper accounting procedures followed. Company policy must also be followed. Any unusual disclosures should have back up and documentation for the reason behind it.
	[bookmark: _GoBack]If disclosure continually documented this is not likely to happen.
	Financial statements
	Medium risk

	Improper asset valuation
	Over or under valuing for example diamonds in order to achieve a more desirable financial result and that all valuations are up to date.  This could however affect the company’s insurance if realistic stock estimates are not recorded.
	Have regular audit checks and get professional valuers in to make sure all assets are valued correctly and correctly entered in the books. 
	If valuers regularly there to value stock it would be hard for an individual to get away with this.
	Asset valuation reports from valuers
	High risk

	Asset/revenue understated
	Not all stock is recorded to give a better cost of sales figure and make fewer liabilities.  Understate revenue in order to avoid paying as much tax.
	All stock should be booked in and entered into the financial records.  All stock must be sold at the expected value and correct revenue declared to prevent tax or any other monetary fraud occurring.
	Tax inspectors would be able to prevent this from happening doing yearly checkups.
	Financial statements
	Medium risk
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